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BcTyn

Mpobnema 3axucty KOMM'IOTEPHUX MepPEeX Bif HEeCaHKLUiOHOBaAHOro AOCTY-ny
Habyna B OCTaHHE [ecaTuniTTa ocobnmBoi rocTpotn. bypxnuee 3pocTaHHs
KOMYHiKaUinHMx i obuumcnioBanbHUX TexXHOMOorin [o3sonse OyayBatv Mepexi
po3noainieHol apXiTekTypu, Wwo 0O6'eAHYI0Tb BENWKY KifbKiCTb CErmeHTiB, PO3Mi-
LLLEHMX Ha 3HauHIn BiaCTaHi oauH Big ogHoro. Lle BMkNnkae 30iNbLUEHHN KiNbKOCTI
BY31iB MepeX i Pi3HMX NiHi 3B'A3KYy MiXK HUMWU, LLIO, CBOEKD Yeproto, NiaBULLYE PU3UK
HEeCaHKLIOHOBAHOro MigKMioYeHHa OO0 Mepexi W OoCcTyny A0 KOHigeH-LiNHOI
iHdbopmauii KopucTyBadiB komn'toTepHux cuctem i mepex (KCiM).

3axuwaTtn UiHHI BiQOMOCTI 1 opraHizoByBaTU pPoOBOTY KOHTPOSOKYOT
CTPYKTYpPU MOXe KOXHa hisndHa abo topugmyHa ocoba, 3anexHo Big Xxapak-
Tepy i piBHS 3axucTty iHdopmadii, BignoBigHO A0 3akoHiB YKpaiHW. Po3pob-
NEHHS IHXXEHEPHO-TEXHIYHOT CUCTEMN U 3aX0AiB 34INCHIOTb MICS BUBYEHHS
NUTaHHS Ta BM3HA4YeHHSA HeOobXiaHUX 3axoaiB LWoao 3b6epexeHHa iHdopMmadlil.
[nsa uboro WiHHI aHi Mae ByTn 3axmLLLEHO Bif YCiX MOXITMBUX KaHasniB BUTOKY,
HeCcaHKLiOHOBaHOro 4OCTyny i HeobepexXxHux (HEHaBMUCHUX) Oin nepcoHany
opradisauii. [laHi MOXyTb He NPOCTO BKPACTW, @ CMOTBOPUTU LUSISIXOM A0MuU-
CyBaHHSI HeOOCTOBIPHUX BIOOMOCTEN, CKOMitoBaTU Ta BUCTaABUTWU Big CBOro
iMeHi i, Wwo we ripwe, 3abnokysaTn 4ocTtyn Ao Hei. Cuctemy 4in i 3axodis mae
ByTn CnpsiIMOBAHO Ha 3axUCT He TiNbKN BiAOMOCTEN, a 1 HOCIs iHpopmaLlil,

a TakoX Ha BecCb iHGhopMaLinHUI NnpoLec poboTH i3 CEKPETHUMM AaHUMN.

MeTy BUKOHaHHS1 KypCOBUX MPOEKTIB 3@ O3HAYEHMMU HaBYaIbHUMN
ancuunniHamuy noB'aA3aHo, nepenycim, i3 HeOBXIAHICTIO NOeAHAaTU TEOPETUYHI
3HaAHHS 3 BUPILWEHHAM MPaKTUYHUX CUTyauin y cdepi Kibep3axucty mepexi
IHTEepHeT.

[Mepenik 3aBOaHb NOAAHO SK PO34iNKM KOXHOIo BUAOY MPOEKTY.

O6'eKT gocnimKeHHA 3a NpoeKkTamMu — Lie iIHpopMaLinHi cUcTeMu, iHTep-
HeT-TeXHOOorii Ta NigcMcTeMa TEXHIYHOro 3axncTy iHdopmallil.

[MpeomeToM OOCHIIKEHHS € KOMMSIEKCHA cuctema 3axmucTty iHpopmadil
o0'ekTa, NoB'A3aHa 3 AisnbHICTIO 06'ekTa, NOro OpMKU BNACHOCTI, BHYTPILLIHIX
npoLecis, PO3MIpIB i T. iH.

BuxigHUMu gaHuMKM 0na KypCcoBOro NMPOEKTYBAHHSA Cryrye Aesikun Ba-
piaHT 3aBAaHHSA, WO BigobpaXkae xapakTepuUCTUKM OocnigXKyBaHOro ob'ekra.
OdopmneHHsa pobotn pobutu 3rigHo 3 [2].
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1. AHani3 npegmeTHoI obnacTi 3a TeMmolo <Ha3Ba TeMun>

MeToto po3giny 1 € 3aiMCHeHHs geTanbHOro aHanisy cdgepu AisinbHoOC-
Ti 00'ekTa 3axucTy (nignpuemcrea/opraHisadii/3aknagy) Ta BUHUKHEHHS] MOX-
nuBux npobriem i3 3axmcTy iHpopMmaLil y npoueci BAKOPUCTaAHHS Cy4aCHUX iH-
TepPHeT-TEXHOSOrIN Nig Yac BegeHHs BisHecy.

1.1. KopoTKka xapakTtepuctuka ob'ekta 3axucty <HasBa ob'eKTa 3a-
XUCTY> Ta aHani3 3axuweHocTi noro iHchopmauil Biag HeCaHKLiOHOBaHOro
BTPY4YaHHA

HeobxigHO KOPOTKO onmMcaTty HanpsaMmu OisnbHOCTI 00'ekTa 3axucty (nignpu-
€EMCTBa, opraHisauii, 3aknagy); Bu3Ha4unTn npobnemu i3 3axmuctom iHdopmadii, wo
MalTb/MOXYTb MaTh MicLe Y Npoueci BUKOPUCTAHHSA Cy4aCHUX TEXHOMO-Ti 0B6pobKu
OaHUX; SKi 3axoaM i3 3axucTty iHhopmauii moxe ByTn 3acTocoBaHO Ta Nigpo3ain,
AKOMY AeneroBaHo Ui YHKUIT; po3pobutn cxemy iHhopmMauin-HUX ypasnnBoCTeEN
OopraHisauinHol CTPYKTYpU yrnpasniHHA MignpueMCcTBOM.

1.2. IHcbopmauia <Ha3Ba 06'eKkTa 3axMCTy>, WO Nignsarae 3axmcty
HeobxigHo nepeniunTtn 3a nigposginammn ob'ekta Ha3BM AOKYMEHTIB Ha
na-nepoBuX Ta eNeKTPOHHUX HOCISX, WO NignaratTb 3axmucTy (Tabn. 1.1).

Tabnuusa 1.1
Mepenik AOKYMEHTIB, WO NianAraloTb 3aXUCTy
Ne Migposginu HasBu goKyMeHTIB TM(T'lgnﬂnggj;TlB Kareropis
n/n APO3A AoKy P N TAEMHOCTI
€NEeKTPOHHWNI)

1.3. Po3pobrneHHA cxemu iHpopmaUiMHMX NOTOKIB y <Ha3Ba npen-
MeTHOI obnacrTi>

HeobxigHO 3pobuTtn aHania CTpPykTypu Ta 3axucTty iHpopmauinHuMx no-
TOKIB i3 BpaxyBaHHAM TaKMUX MOSIOXKEHb.

1.3.1 AHania cmpyKkmypHO-byHKUIOHarIbHUX 3aday 8i00KpeMsieHUX rio-
po3ainie i cucmem

3aranbHU aHani3 CTPYKTYPHO-YHKLiOHANbHUX 3aday BigoKpPEMITEHNX
nigpo3ainie i CUCTEM i3 Nornsaay 3axucty iHpopMaLuiHUX NOTOKIB 32 KOXHOK
3ajadeto, HaBeaeHo B Tabn. 1.2.



Tabnuusa 1.2

CTpyKTypa Ta 3axmcT iHhopmMauinHUX NOTOKIB
<00'ekTa iHbopmaLinHOro 3axmcry>

Cknapg iHdpopmMaLinHMX CT1yniHb

Hasswu nigposginis ) ,
NnoTOKIB 3axXULLLEHOCTI

1.3.2 AHarni3 kpunmozpaghidHux Mmemoadie 3axucmy i wugpyeaHHs

HeobxigHo 3pobuTn NopiBHANBHUI aHani3 KpuntorpadivyHMx meToais
3axuCTy Ta WKndpyBaHHS iHopMaLil 3 HaBedeHHAM KpUTepiiB, 3a SKMMU NPO-
BOOATb AOCNiIKEHHSA. Pe3ynbTtat HaBecTtu B Tabn. 1.3.

Tabnuuysa 1.3

Pe3ynbTaTu aHanisy cyyacHux KpuntorpaciyHux metoais
3axucTy i wncppyBaHHA iHhopmauii

<HasBa meTofy 3axucty <HasBa meToay wmndpyBaHHA

Kpurepi iHpopmavii> iHbopmau,i™>

1.3.3 [Nobydosa aneopummidyHoi cxemu cucmemu 3axucmy iHgbopmauii e
OKpeMuXx rnomokax 0aHux

[ig Yac nobygosu cxeMmn HEOBXIAHO BUKOPUCTOBYBATM NOriKYy 34iINCHEH-
HS aHani3y 3a 4OMNOMOro Taknx CUMBOSIB:

:) — MOYATOK Ta 3aKiHYEeHHS NPOLECY;

— obuucnioBanbHa Aaia abo nocnigoBHICTb AiN;

/ / — YyBeAeHHA-BMBeOEeHHA B 3araJibHOMYy BUrNaA;;

<> — nepesipka yMOBMW.

[ig Yac 34iMCHEeHHA aHanidy HeobxigHO OoTpuMMaTWu CBIW BapiaHT y BU-
Knagada Ta BMKOHaTU poboTy 3a BignosigHow Temoto (Tabn. 1.4).
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Tabnuua 1.4

Mepenik 3aBaaHb po3Ainy 3a BapiaHTamun

Ne BapiaHTa

Hassu Tem

[ —

3axumcT BaHKIBCbKUX pecypciB B aBToMaTn3oBaHi 6aHkiscbkin cuctemi (ABC)

2 3axuct iHdopMaLii B KopnopaTMBHUX Mepexax

3 3axuct iHdopMauii y BipTyanbHUX NPMBaTHUX MeEpeXax

4 3abesneyeHHs 3axXUCTy NnepeaaBaHHs JaHUX 3a AOMOMOro iHTEPHET-MPOTOo-
KoniB

5 3axucT piHaHcoBOI iIHpopMaLUii B cuctemi KasHadvencTtea

6 3axucT iHdopMauii Big HeCaHKLiOHOBaHOro AocTyny

7 3axuct iHdopMmauii B iHpopMaLiMHO-TENEKOMYHIKaLIMHMUX CMCTEMax

8 3axuct iHdopmauii B aBTOMaTU30BaHNX cUCTEMax

9 3axucT iHdopMauii B KOMM'IOTEPHUX CUCTEMAX Ta Mepexax

10 3axuct iHdopMauii B aHaniTM4HUX cucTemax

11 3axuct iHdopMauii B cuctemax enekTpoHHOro ypsiayBaHHS

12 3axucT iHdopMmaLii B cucteMax enekTpoHHOro JOKYMeHToobiry

13 3axuct iHdopMmauii B cuctemax MobinibHOro 3B'A3Ky

14 3axuct iHdopMauii B cuctemax enekTpoHHOT NoLWTH

15 Cucrtemu 3axmcty "po3ymHOro 6yamHky"

16 3axucT iHdhopMaUii B OKanbHUX Mepexax

17 3axucT iHdopMauii B cuctemax KOMyHarnbHOro cepsicy

2. AHani3 HasBHOI cuctemMu 3axucty iHdopmauii

B <Ha3Ba 00'eKTa 3axucTty>

MeToto po3giny 2 € 34iNCHEHHS OeTarbHOro aHarnidy 3arpos iHgoopma-
LinHIn 6e3neui 06'ekTa 3axmMCTy Ta po3pobrieHHs Modenen 3arpo3 i NOpPYLUHN-
Ka 3 ONMUCOM CUCTEMM 3aXUCTY iHopmaUil, iIHXEeHEPHO-TEXHIYHMX, anapaTHNX
Ta NporpamHmx 3acobiB.

2.1. Nobynosa moaeni 3arpos
Mepenik 3arpo3 iHopMaUinHin 6e3neui HeObXigHO PO3rnNAHYTM 3a LiNbo-

BOKO O3HaKOK Kracudikauili Ta OnMcoM CcKnagoBux iHGOPMaUiMHUX MOTOKIB,
KPUTUYHUX 00 MOAUIKYBaHHSA. [1NA cuctemu BU3HaAYUTU nepenik Knacis 3a-rpos

(skocTi Mmogeni) 3a: 1) NpUPOAOH BUHUKHEHHS; 2) CTyneHeM HaBMUCHOCTI;
3) 6esnocepegHiM mKepenomMm 3arpos; 4) CTaHOM [pkepena 3arpos; 5) Mipoto

3anexHoCTi Big akTMBHOCTI iHghopmauinHoi cuctemm (IC); 6) mipoto Bnnuey Ha IC;
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7) eTanamu gOCTyny KOpUcTyBadiB abo nporpam oo pecypcis IC; 8) cnocobom
poctyny o pecypcis I1C; 9) NOTOYHMM MicLeM pPO3MiLLeHHS iHbopmalil, Lo
30e-piratoTb i 06pobnstoTh B IC. Posrnagatoum nutaHHs 3axucTy IC, aouinbHo
BUKO-PUCTOBYBaTM YOTUPUPIBHEBY rpajauio OocTyny OO iHopmauil, Lo
36epira-t0Tb, 06pobNAOTL Ta 3anuwatoTb B IC: 1) piBeHb HOCIIB iHopMaLil; 2)
piBeHb 3acobiB B3aemogii 3 Hocissmu; 3) piBeHb NogaHHs iHopmalii; 4) piBeHb
3MicTy iHGbopmaLlii.

2.2. MNobynoBa mopaerni nopywHMKa

3 ypaxyBaHHsM TexHonoril 06pobkun iHpopmauil Ta nobyagosn moaeni
3arpoas iHopmauii HeobxigHO po3pobnAaTM Mogenb NOPYLLUHKKA, Ska Mae ByTu
afleKBaTHOI peanbHOMY NOPYLUHKKY Anda nesHol IC.

Mogenb nopyLwH1Kka Mae Bu3HadaTu: 1) MOXIMBY METY NOpyLUHKUKa Ta 1l
rpagadito 3a ctyneHem Hebeaneku ans IC; 2) kateropii ocib, i3 akux Moxe By-
TV MOPYLLHMK; 3) MOXnunBa KBasnidikauis nopywHuKa; 4) MOXINMBUN XapaKkTep
MNoro ain.

2.3. Onuc cuctemun 3axmcTy iHhopmalii B <Ha3Ba 00'ekTa 3axucTy>

2.3.1 AHania meopemuy4yHUX 8u3Ha4yeHb CymHOCmMIi ma cmpyKmypu cu-
cmem 3axucmy iHgbopmauii' y 8i0rnogiOHuUx cucmemax

[na uboro HeobxiaHO 3pobUTU aHani3 TeOPETUYHUX BU3HAYEHb CYTHOCTI
Ta CTPYKTYpPU CUCTEM 3axUCTy iHpopmMaLlii y BiANOBIOHMUX CUCTEMAX:

3aKoHOo4aB4yoro nongd (PyHKUIOHYBaHHA CUCTEM 3axuCTy iHdopmauil y
BiO-NOBIAHMX cucTeMax B YKpaiHi;

HasABHUX TEOPETUKO-MPAKTUYHMX PO3POOOK 3i CTBOPEHHS CUCTEMMU 3a-
XUCTY iHpopmau,il y BiaNoBigHNX cUCTEMAX;

METOANKM KOMMIEKCHOro OUiHOBaHHSA NpoduifiB 3axuueHocTi iHdopma-
Uil y BiANoOBIigHNX CcUCTEMaX.

2.4. |HXKeHepHO-TeXHiYHi, anapaTHi Ta nporpamMHi 3acobu 3axucTty
iHpopmalii B <Ha3Ba 06'eKkTa 3axmcTy>

2.4.1 Onuc cknady idudHuUx ob'ekmig, MexaHIYHUX, efleKmpuU4YHUX ma
e/IeKMpPOHHUX rpucmpoie, efieMeHmie KoHcmpykuitu 6ydieesnb, 3acobie
MoXexxo2aciHHSA ma iHwux 3acobis, wo 3abesnedyoms Ha 06'ekmi 3axucmy:

3axUCT TepuUTOpIl Ta NPUMILLEHDb Bif NPOHUKHEHHS NOPYLUHWUKIB;

3axuUcT anapaTHux 3acobiB i HOCITB iHGbopMaUil Bif po3KpadaHHs;
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3anobiraHHs MOXNMBOCTI BigganeHoro (i3-3a Mex TepuTopil, Wo oXopo-
HSAOTb) BidEOCNOCTEPEXEHHS (MiACnyxOBYyBaHHA) 3a pobOTO MNepcoHany i
doyHK-LiOHYyBaHHSM TEXHIYHNX 3acobiB;

3anobiraHHA MOXITMBOCTI NepexonseHHss NoBIYHUX eneKkTpoMarHiTH1UX
BUNPOMiHIOBaHb i HaBeaeHb (NMEMBH), BUKMKaHUX NpauiolouYnMmn TEXHIYHUMK
3acobamu i NiHisMK nepegaBaHHNA OaHUX;

opraHisayito 4OCTyny Yy NPUMILLLEHHS CNiBPOBITHUKIB,

KOHTPONb Had pexnmMom poboTn nepcoHany;

KOHTPOMb Hag nepeMileHHsIM cniBpOBITHUKIB Yy PiI3HMX BUPOOHNYNX 30HAX;

NPOTUNOXEXHUN 3aXUCT MPUMILLEHD;

MiHiMi3auito MaTepianbHMX 30UTKIB Big yTpaT iHhopMaLil, LLO BUHUKIN
B pe3ynbTaTi CTUXINHUX JTINX | TEXHOrEHHNX aBapiM.

2.4.2 Onuc anapamHux rpucmpois, a came:

NPUCTPOIB AN BBeAeHHS iHdopMauii, Wo igeHTUdIKYe KopucTyBaya
(MarHiTHMX i NNacTUKOBKX KapT, BiAGUTKIB nanbuiB i T. iH.);

NPUCTPOIB AN WwndpyBaHHA iHopmauil;

NPUCTPOIB 4SS NepeLLKoLKaHHA HECaHKLIOHOBAHOMY BMUKaHHIO pobo-
YMX CTaHUiN | cepBepiB (ENEKTPOHHI 3aMKK Ta BrnokaTopn).

2.4.3 lNpoepamHi 3acobu 3axucmy iHgbopmau,ii

OcHoBHi nporpamHi 3acobi 3axucty iHopmauii Taki:

nporpamu igeHTuikauil 1 aBTeHTudiKaLil KopUCcTyBadiB KopnopaTuUBHOI
MeEpEeXi;

nporpamu po3mMexxyBaHHSA LOCTYMNy KOPMUCTyBadiB 4O pecypciB Kopropa-
TUBHOI MEpPEXI;

nporpamu WngpyBaHHSA iHpopmMauil;

nporpamu 3axmcTy iHopMaLuiHUX pecypciB (CUCTEMHOrO i MPUKIagHO-ro
nporpamHoro 3abeanevyeHHs, 6a3 gaHux, KOMN'tOTEPHUX 3acobiB HABYaHHS i T.
iH.) Bil HECaAHKLIOHOBAHOI 3MiHW, BUKOPUCTAHHS Ta KonitoBaHHSA. [JJONOMiKHI
nporpamMHi 3acobu 3axmcTy iHdopMauii Taki:

nporpaMn 3HULLEHHS 3anuwKoBOI iHopMauii (y 6rnokax onepaTtuBHOI
nam'aTi, TMM4YacoBuX pannax i T. iH.);

nporpamn ayauty (Be4eHHS peecTpauinHuX XypHanis) nogin, nos'asa-
HKUX i3 6e3neKo KopnopaTMBHOI Mepexi, Ansa 3abe3nevyeHHss MOXNUBOCTI Bifl-
HOBJEHHSA | JOBEAEHHS (DaKTy iICHYBaHHSA LMX Noain;

nporpamu imiTauii po6oTn 3 NopyLHMKOM (Bi4BOMiKAHHA NOro Ha oTpu-
MaHHs1 HIBUTO KOHIAEHUINHOT iHpopMmaLil);

nporpamMmu TECTOBOrO KOHTPOJSIO 3a 3axXULLEHICTIO KOPrNopaTuUBHOI Mepe-
Xi Ta iH.



3. BUKOHaHHA po3paxyHKiB, HEOOXiAHMX AnNA nepeanaBaHHSA /
OTpMUMaHHSA iHpopMmauii 3acobamm TenleKOMyHiKaLlin

MeToto po3ainy 3 € BUKOHAHHA pO3paxyHKiB 3a N'aTbMa 3aBAaHHSAMM,
NOB'A3aHUMM i3 LWIMGPYBAHHAM, rellyBaHHAM Ta (pOpMYyBaHHAM €NeKTPOHHO-
ro undgpposoro nignucy (ELIMT).

3aBpaHHA 1. WUndp Liesapn

BukopuctoBytoun wngp Llesaps, sawmdpynte CBOI AaHi: npissBuLle,
iM's1, N0 GaTLKOBI.

3aBpaHHA 2. Anroputm wndpyBaHHa ACTY 28147-89

BukoHanTte nepwwun umkn anroputmy wndpysaHHa OCTY 28147-89
B peXumi NpocToi 3aMiHK. [ns oTpumaHHs 64 6iTiB BUXiOHOMO TEKCTY BUKO-
puctoBynTe 8 nepmnx OykB 3i CBOIX AaHUX: Npi3BULLA, iMeHIi, No 6aTbkoBI. [N
OTPUMaHHSA Kntoya (256 BiTiB) BUKOPUCTOBYIOTb TEKCT, LLIO CKNagaeTbesa i3 32
6yks. [NepLumi Nigkoy MicTUTb NnepLi 4 Gykeu.

3aBpaHHA 3. Anroputm wundpyBaHHA RSA
3reHepyunTe BIOKPUTUM | 3aKPUTUKM KU B anroputmi wndpysaHHa RSA,
BMBpaBLUM NPOCTi Ynucna p i q i3 nepwoi CoTHI. 3awmndpynTe NOBIAOMMNEHHS, WO

CKNnagaeTbCA 3 BalUMX AaHUX: NPi3BULLA, iMeHi, N0 6aTbKOBI.

3aBaaHHA 4. DyHKUiA rewyBaHHA

3HanTn rew-ob6pas cBOro npiseuLLa, BUKOPUCTOBYHOUM retl-pyHkKuito Hi =
(Hi-1 + M; )2mod n,aen=p-q,p,qysatu i3 3aBgaHHA 3.

3aBaaHHA 5. EnektpoHHun umcppoBun nignuc

BukopuctoBytoun reww-obpas cBoro npissuLLa, o64MCniTe enekTPoHHUI
LundppoBun nignuc 3a cxemoro RSA.
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I'Iprnap,w BUKOHaHHA 3aBOaHb

3aBpaHHA 1. Wudp Lesapsa. Bukopuctosyroun wndp Llesaps, 3awm-
dopynTe CBOI AaHi: Npi3suLLe, iM'S, N0 6aTbKOBI.

[MoyaTKOBUWM TEKCT:

"KO3NHA T'AJIMHA NNEOHWOOBHA"

BukopucTtoBytoTb andasit, wo Mictute 33 nitepu Ta npobin, Wo CToiTb
nicns 6ykeun A:

ABBIIEEX3UMKITMHOMNPCTY®XUMLWLW bbIb3OARpob6in

Kntoyem y windppi Llesaps € uncno 3. KoxHy 6ykBy B NO4aTKOBOMY TEKCTI
3CcyBaloTb 3a andgasiToM Ha 3 No3uuii. TakuM YMHOM, 3HaXOAOAThb:

MNMoyaTkoBMN KO3MHA FAITMHA NEOHNAOOBHA
TEKCT
3awwundposanun | HCKIPI B | ErOnPr B | O3CPJIXCEPI
TEKCT

3aBaaHHA 2. Anroputm wudpyBaHHa OCTY 28147-89. BukoHante
nepwun uukn anroputmy wndpysaHHs OCTY 28147-89 B pexumi npocToi
3amiHu. [1na oTpumMaHHs 64 6iTiB BUXigHOro TEKCTY BUKOPUCTOBYNTE 8 nep-Linx
OyKB 3i CBOIX OaHWUX: Npi3BULLA, iIMEHi, N0 BaTbKoBi. [1Ns OoTpMMaHHSA KMo-4a
(256 6iTiB) BMKOPUCTOBYIOTb TEKCT, WO CKnagaetbcs i3 32 Oyks. [lepumn
NiAKNOY MiCTUTb nepLi 4 Gykeu.

BuxigHi aani anga sawundpysaHHsa: KOSUHA T

[ns kntoya Bi3bMiTb NOCNIAOBHICTb, WO CKNagaeTbes i3 32 6ykB:

AJlMHa nowna B nec cobupaTtb rpudbI

[Onsa nepworo nigkntoda X BUKOPUCTOBYIOTb nepui 4 OykBWM Kro4a:
AITNH.

[NepeBeniTb BUXIOHUN TEKCT i neplue 3'€eqHaHHA y ABIMKOBY MOCNIOOB-
HiCTb (BogaTok A):

NnoYaTKOBUWN TEKCT

K 11001010
O 11001110
3 11000111
7 11001000
H 11001101
A 11000000
npo6in 00100000
11000011
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nepwwmnn nigkntoyd X0

A 11000000
i1 11001011
7 11001000
H11001101

Taknum ymHom, nepuli 64 6iTM BM3HAYalOTb BXiOHY
nocnigosBHictb LO: 11001010 11001110 11000111 11001000
R0O: 11001101 11000000 00100000 11000011

HacTynHi 32 6iTM BM3HaAYalOTb NEPLUNIA NigKNHoY
X0: 11000000 11001011 11001000 11001101

|. 3HangiTb 3HayYeHHs pyHkuil nepeTBopeHHsa f(RO,X0) (qoaaTtok b):

1) o6uncneHHs cymm RO ta X0 3a mod 232

RO: 1100 1101 1100 0000 0010 0000 1100 0011
X0: 1100 0000 1100 1011 1100 1000 1100 1101

1000 11101000 1011 11101001 1001 0000
2) nepeTBOpEHHS Y 6rioui NiaCTaHOBKM

PesynbTtat nigcymoByBaHHsA RO + X0 3a mod 232
1000 11101000 1011 1110 1001 1001 0000
nepeTBopITb Yy 60U nigactaHoBKkM (gogaTok B). [Ans koxHoro 4-6iTHoro
Bnoky obuymcniTe Noro agpecy B Tabnuui nigctaHoBkn. Homep 6noky Bignosi-
[ae HoOMepy CTOBMNYMKA, OECATKOBE 3Ha4YeHHsA Bnoky Bignosigae HoMepy psa-
ka B Tabnuui. Takum 4nHom, 5-1n 6510k (1011) 3amiHOOTL 3anoBHEHHAM 11-ro
pagka i n'atoro ctoBnymka B Tabnuui nigctaHosku (1110):
HoMepwu 6rokiB
8 7 6 b5 4 3 2 1
1000 11101000 1011 11101001 1001 0000
BigNOBIAHI HOMEpPKW psAKIB y Tabnumui NigCTaHOBKM
8 14 8 11 14 9 9 0
3anoOBHEHHS
9 2 3 14 5 15 3 4
pesynbTar
1001 00100011 11100101 1111 0011 0100
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3) uMKniYHUKW 3cyB pedynbTaTy n. 2 Ha 11 BiTiB yniBo
1111 00101111 1001 1010 0100 1001 0001

Takum YnHoM, 3HanWnNKM 3HadeHHs doyHkuil f(RO,XO0):
1111 0010 1111 1001 1010 0100 1001 0001

Il. OB6uucnite R1= f(R0,X0) ®LO.
PesynbTtaTt nepetBopeHHs doyHKuil f(RO,X0) nogante 3 LO 3a mod2:

LO: 11001010 1100 1110 11000111 1100 1000
f(RO,X0): 11110010 11111001 10100100 1001 0001
R1: 0011 1000 0011 01112 01100011 0101 1001

3aBaaHHA 3. AnropuTtm wndpyBaHHA RSA. 3reHepynTe BiaKpnTum
| 3aKpUTKIM KNtodi B anroputmi wincppysaHHa RSA, BubpasLum NpocTi ymcna p
i g i3 Nnepwoi CoTHI. 3awmndpynTe NOBIJOMIMEHHS, LLO CKNagaeTbCAa 3 BaLUNX
OaHuX: Npi3BULA, iMEHI, MO BaTbKOBI.

|. l'eHepauis kntovis (qogatok IM).

Bubepitb aBa npoctnx uncna p = 13 ta q = 19 (gogatok ).

Togimoaynb n=pe+q =13+ 19 =247 i pyHkuia Ennepa ¢(n) =(p—1) *
*(g—1)=12-18 = 216.

3akpuTtui kntod d Bnbepitb 3 ymoB d < ¢(n) i d B3aeMHO npocTi 3 ¢(n),
TO6TO d i @(N) HE MatOTb 3aranbHUX OiNbHUKIB.

Hexan d = 25.

Bigkputun kntoy e obmnpaemo 3 ymoB e < ¢(n) i de = 1(mod ¢(n)):

e < 216, 25e = 1(mod 216).

OcTaHHs ymMoBa 03Hauae, LWo 4ncno 25e — 1 mae ginutucs Ha 216 6e3
ocTaui.

Takum YnHOM, Ans BM3HA4YeHHs e Tpeba nigidbpatn Take umcno K, wo
25e — 1 =216 k.

3a k =14 otpumyemo 25e =3 024 + 1 un e = 121.

Y Hawowmy npuknagi (121, 247) — BigkpuUTU Kntou, (25, 247) — cekperT-
HUI KNHOM.

ll. WndopyBaHHS.

HaBepnitb nosigomneHHs:, wo wugpyots "KIMT" gk nocnigoBHICTb Linmx
yncen. Hexan 6yksa "K" Bignosigae umcny 12, 6yksa "l — uncny 4 ta Oyk-Ba
"N" —uncny 13.
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3awwmgpymnTte NOBiAOMMEHHSA, BUKOPUCTOBYHOUM BIOKPUTUI Ko (121, 247):

C1 = (12%%Y mod 247 = 12

C2 = (4*%1) mod 247 = 199

Cz = (13 mod 247 =91

Takum ymHOM, BUXigHOMY nosigomMneHHto (12, 4, 13) signosigae Kkpwn-
Torpama (12, 199, 91).

[l. Po3wmndppyBaHHS.

Poswundpyinte nosigomneHHs (12, 199, 91), KOPUCTYOUNCL CEKPETHUM
Knoyem (25, 247):

M1 = (122°) mod 247 = 12
M2 = (199%°) mod 247 = 4
M3 = (91%°) mod 247 = 13

Y pesynbTaTi po3wmdpyBaHHsa Byno 3HangeHo noyaTkoBe noBigoM-
neHHs (12, 4, 13), Tobto "KI'J1".
lNpumimka.
1.4ucna a ta b moxHa nopiBHATM 3a Mmod n, AKWO IXHA Pi3HMUA OiNUTb-
CA Ha n:
a :(b(mod )n) < a-— k() ninwn}:cn Ha n.

( )
Hanpuknag,6=2 mod4 , 15=3 mod6 , 45=1mod 22 .

2. OBYMCrEHHA MOXXHA BUKOHATW, BUKOPUCTOBYOUYM NpaBuia Moaysb-
HoI anredpu:

a=b(modn)=ak =b*(modn).
151 PO3rAsHYTOrO NPUKNaAa 3HaXOAsTh:

a = b(mod n) = ac = bc (mod n)

123 = 1 728 = 246 mod 247 = —1mod 247

12120 _ (12340 = (_1)*%mod 247 = 1mod 247

12121 = 12 mod 247 = 12

4% = 256 mod 247 = 9 mod 247

412 = (4*)3 mod 247 = 9° mod 247 = 729 mod 247 = 235 mod 247
490 = (412> = 235° = 716 703 146 875 = 144 mod 247

4120 — (45992 = 144% — 20 736 = 235 mod 247

4121 _ 4. 4120 _ 535 . 4 — 940 = 199 mod 247 i T.in.
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3aBaaHHsA 4. DyHKUiA rewyBaHHA. 3HanTV rew-ob6pa3s cBOro npissuLLa,

BUKOPUCTOBYOUM ret-gpyHkuito Hi = (Hi-1 + M )2mod n,aen=pe<q,p, qy3amm

i3 3aBAaHHA 3.

[MosigoMneHHs, wo rewytotb "KO3MHA". BisbMiTb gBa npocTux ynucna p
=13, g = 19 (nogatok E). BusHaute n =p e+ q = 13+ 19 = 247. BekTOp iHilia-
nisauii Ho Bubepitb Takum, Wo JopiBHIOE 8 (BMOMpanTe BUNaaKOBUM YMHOM).
CnoBo "KO3BNHA" moxHa yaBuTK nocnigosHicTio umicen (12, 16, 9, 10, 15, 1)
3a Homepamu 6ykB B andasiTi. Takum YnmHom, n = 247, Hp =8, M1 = 12, M2 =
16, M3 =9, Mg =10, M5 = 15, Mg = 1.

BukopuctoBytoun dopmyny Hi = (Hi-1 + Mi )2mod n , 3Haxo4daTb retu-
obpas nosigomneHHsa "KO3NHA":

H1 = (Ho + M1)?> mod n = (8 + 12)? mod 247 = 400 mod 247 = 153,

Ho = (H1 + M2)? mod n = (153 + 16) mod 247 = 28 561 mod 247 = 156,

Hs = (H2 + M3)? mod n = (156 + 9)° mod 247 = 27 225 mod 247 = 55,

Ha = (H3 + M4)® mod n = (55 + 10)° mod 247 = 4 225 mod 247 = 26,

Hs = (Hs4 + Ms)? mod n = (26 + 15)% mod 247 = 1 681 mod 247 = 199,

He = (Hs + Mg)? mod n = (199 + 1)° mod 247 = 40 000 mod 247 = 233.

Y nigcymky 3Haxogsatb rew-o6pas nosigomneHHs "KO3NHA", wo go-
piBHIOE 233.

3aBaaHHsA 5. EnekTpoHHMK undpoBum nignuc. BukopnctoBytoum retu-
obpa3s cBoro npi3suLla, 064NCHiTE ENEKTPOHHUI LMPOBMIA NiIANNC 38 CXE-MOHO
RSA.

Hexan rew-o6pas npissuwia gopiBHioe 233, a 3aKpUTUIA KNKOY anropuT-
My RSA — (25, 247). Toai enekTpoHHUI LnhpoBuIi NigNnc NOBIAOMMNEHHS, WO
CKrnagaeTbes i3 npisBuvLLa, 004YMcnioloTb 3a npasunom (aoaaTtok XK) s = 2332°
mod 247 = 168.

Ons nepesipkn EUI, BukopuctoBytoun Bigkputum knwod (121, 247),
3HaxogaTb H = 168121 mod 247 = 233.

Ockinbkn rew-obpas noBiaoOMMeHHs 36iraeTbCs 3i 3HAMOAEHUM 3HAYEH-
HAM H, To nignuc BU3HaTb CNpaBXHIM.
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Po3pin 2

KypcoBuu npoekT 3 Kibepbe3neku iHdopmauinHo-

TeNeKOMYHiKaLinHUX cuctem

CTpykTypa 3MicTy

Ne

n/n Hassu posginis Ta nigposainis

OpieHToBHa
KiNTbKICTb
CTOpPIHOK

MNEPENIK YMOBHUX NMO3HAYEHb

1

BCTYTI

2

1. Mobynosa mogenen NnopyLuHMKa 1 atak Ha KOMM'IOTEePHI Mepexi Ta cu-
cTemun

20

1.1. AHani3s ymoB 0yHKLiOHYBaHHA Ta Cy4aCHUX 3arpos iHpopmau,il
B KOMM'IOTEPHUX Mepexax i cucrtemax

1.2. MNMobynoea knacudikauin kpuntorpadivyHmx 3acobis

1.3. MNMobynosa mogeni nopywHuka 6e3nekn y KmiC

1.4. NMobynosa mogeni peanisadii 3arpo3 6e3nekn y KmiC

1.5. MNMobynosa maTemaTn4HOi Mogeni nacusHux atak y KmiC

1.6. NMobynosa mogeni aktuBHux atak y KmiC i3 6riokyBaHHsAM nepe-
AaBaHHs iHdopmauii

1.7. Nobygosa mogeni aktnBHux atak y KmiC 3i BHECEHHAM nepeLkos

1.8. MNMobynosa mogeni akTMBHUX atak "mMackapag" y KmiC

1.9. Mobynosa Ta aHani3 MoAeni ouiHBaHHA PU3NKY peanisauii 3arpo3
Be3nekn KOMyHiKauinHUX cucTem

1.10. OuiHoBaHHS pU3mMKy peanisadii 3arpo3 y KOMyHikauinHUX cuctemax

1.11. MNMpuknapg po3paxyHkiB pM3nKy iHdopmauinHoi 6eanekn y BIMEC

2. OCHOBHI NPUHLMNN 3aXUCTy iHhopMaLil Nig Yac NiaknyYeHHs 0o IHTepHeT

15

2.1. Firewall (Bpangmayep)

2.2. NAT

2.3. [leminiTapnsoBaHa 30Ha

2.4. Opyrun firewall

2.5. Proxy-cepBep

2.6. Apyrun mail-cepep

2.7. AHTUBIPYCHWI 3aXUCT NOLUTOBOT CUCTEMN

2.8. Log-cepBep

3. BukoHaHHs 3aBOaHHA

10

3.1. NpadbiuHe 3aBOaHHSA

3.2. Po3paxyHkoBe 3aBaaHHS

BMCHOBKU

CMNCOK NITEPATYPU

AOOATKA
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1. MobyaoBa Mmoaenen NOpyLIHMKA U aTak Ha KOMM'IOTepHi
Mepexi Ta cuctemm

1.1. AHani3 ymoB (pyHKLiOHYBaHHS1 Ta Cy4acHUX 3arpo3 iHopmauii
B KOMM'IOTEPHMUX Mepexax Ta cuctemax

AHarni3 yMmoB OyHKLiOHYBaHHA NnokanbHUX i rnobanbHux ob4ymcnoBanb-
HWUX CUCTEM MOKa3as, LLO roSIOBHOK BMMOIOK, SIKy BUCYBalOTb OO HUX, € 3a-
besneyeHHs KopucTyBayam MOTEHLUIMHOI MOXITMBOCTI JOCTYNy A0 pO3noginto-
BaHWX pecypciB ycix KoMmn'totepiB, 06'egHaHNX Y MEPEXY.

[10 OCHOBHMX BUMOr (PYHKLIOHYBaHHA rrnobanbHUX 064YMcnioBasribHUX
cuctem (FOC) HanexaTb: NMPOAYKTUBHICTb, HaAIMHICTb, CYMICHICTb, KepoBa-
HICTb, 3aXMLLEHICTb, PO3LUNPIOBaAHICTb | MacluTaboBaHicTb. OCHOBHI BUMOIrK Ta
IXHI CKnagoBi HaBeaeHo Ha puc. 1.1.

Bumorn roC

FOTOBHICTB

NPOAYKTUBHICTb KEepoBaHiCTb CYMICHICTb HadinHICTb
| Hac peakull MaclTaboBaHIiCTb PO3LUMPEHICTb 3axMLLEHICTb
MNponyckHa \ J
i | ]
CMPOMOXHICTb o
po———— cepenHs nNponyckHa MUTTEBA NponyckHa | [ rOTOBHOCTI
CMPOMOXHICTb CMPOMOXHICTb
nepegaBaHHA P P BIPOTIAHICTb
- AO0CTaBJIEHHA
Bapiauis nakeTta
| saroumim MaKkcumarnbHa NponyckHa
P CMPOMOXHICTb ﬂ Oesneka |

L BiAMOBOCTINKICTb |

Puc. 1.1. Bumoru, fiki BUCyBaroTb A0 064YMCOBaNIbHUX Mepex Ta
cucTem

HuHi ons ouiHIOBaHHA (PYHKLUiIOHYBaAHHSA JlOKanbHUX 064McroBanbHUX
cucteMm (J1OC) i TOC yBegeHe noHATTS "dkicTb obcnyroByBaHHA" (Quality of
Service, Qps) KOMM'IOTEPHOI MepexXi, WO MICTUTb TiNbKN OB HANBaXKMMBILLI
XapaKTepUCTUKN — NPOAYKTUBHICTb | HAOINHICTb.
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3pobneHunn aHani3 nokasHMKa SKocTi 06CnyroByBaHHA MepexXi BU3Ha-4ae
ABa niaxoan oo mnoro 3abesneyeHHs.

lMepwul nioxio nonarae B rapaHTOBaHOMY 3abe3neyeHHi KopuctTyBayesi
OOTPMMaHHA AesiKOol YNCNOBOI BENMUYUHU MOKa3HMKA AKOCTI 06CnyroByBaHHS
(3abe3neveHHsa BCTAHOBMNEHOro nokasHWka cepenHbol MPOMYyCKHOI CIPOMOX-
HOCTI, MOKa3HWKa Yacy 3aTpPUMKW NepefaBaHHs Ta iH.). Tak, Hanpuknag, Tex-
Hororii Frame Relay i ATM posBonstoTe 6yayBaTu Mepexi, WO rapaHTyoTb
AKICTb 0OCIyroByBaHHS1 3a NPOAYKTUBHICTIO (MNOKaA3HUKN cepeHbOl Nponyck-
HOT CMPOMOXHOCTI, Yacy peakuii, Yacy 3aTPUMKM Ta iH.).

Lpyaut nidxid nondarae y npioputeTHOMy 06CnyroByBaHHiI KOPUCTYBauiB,
BiAMNOBIAHO OO BCTAHOBIIEHOT iepapxii Mepexi. Takmm YnMHOM, AKicTb obcnyro-
BYBaHHS 3aneXuTb Bif CTYMNeHA npuBiNenoBaHOCTi kopucTyBada abo rpynu
KOpuCTyBadyiB, 0O SKOI BiH HanexuTs. [Ang ynoBHoBaxeHux kopuctysadis [OC
SKiICTb 06CNyroByBaHHA He rapaHTOBaHO, a rapaHTOBaHO TifIbKN PiBEHb iXHiX
npueineis. Take obcnyroByBaHHsS HasnBaloTb obcnyrosyBaHHsM best effort —
i3 HaMBiNbWKUM cTapaHHAM. 3pobrneHnin aHani3 YHKLiIOHYBaHHA NoKanbHUX
MepeXx Nokasye, Lo 3a Takum npuHumnom npautototb JIOC, nobygosaHi Ha Ko-
MyTaTopax i3 NpiopuTeETOM Kaapi..

[nsa 3abeanevyeHHs HeOBXiAHOro NokasHMKa AKocTi obcnyrosyBaHHA [OC
HeoOXxiaHO 3abe3neynTy NPOAYKTUBHICTL i HaiMHICTb. i NPoAYKTUB-HICTIO
PO3yMIlOTb BMacTMBICTb, WO 3abe3neyvyye MOXNUBICTb po3napanento-BaHHA
po6IT MiXK AeKinbKoMa KoMM'toTepaMmn MepeXi.

OCHOBHUMUM XapaKkTepucTUKamMmu NPOAYKTUBHOCTI € Yac peakuil, NponyckK-
Ha CMPOMOXHICTb, 3aTpUMKa nepeaaBaHHs Ta 1l Bapiauiq.

Yac peakuil € iHTerpanbHOK XapakTepUCTUKOK NPOAYKTUBHOCTI MepeXxi,
LLIO BM3HAYaloTb AK iIHTepBan Yyacy MiXX BUHUKHEHHAM 3annTy KopucTyBaya ao
AKOI-HEBYAb MepexXeBol CNyXou i OTPMMaHHAM BigNoOBIAI Ha Len 3anuT.

3pobneHnin aHani3 uboro NnokasHmka CBigYUTb, LLO MOro 3Ha4YeHHs 3a-
NEeXUTb TiNbKU Big TUNy cnykbu, OO0 SIKOT 3BEPTAETbCA KOPUCTYBad, CTaTycy
KOpuCTyBaya B Mepexi, TUMy cepBepa, a TakoX BiJ MOTOYHOrO CTaHy efieMeH-
TiB [OC — 3aBaHTaXeHOCTi CErMEHTIB, KOMYyTaTOpPIB | MapLIpyTU3aTopiB, Ye-pe3
SIKi NPOXOAUTb 3anuT, 3aBaHTaXXeHOCTI cepBepa Ta iH.

Yac peakuil mepexi po3nofinsioTe Ha Yac NigrotoBKM 3anuTiB Ha Kni-
EHTCbKOMY KOMM'IOTEPI, Yac nepenaBaHHA 3anuTiB MK KITIEHTOM i cepBepoM
Yyepes KOMYyHiKkauiiHe obnagHaHHS, Yac onpavtoBaHHS 3anuTiB Ha cepBepi, Yac
nepefasaHHs BIgnoBigen Big cepBepa KMieHTYy Ta 4Yac obpobrieHHA oTpu-
MyBaHUX Bif cepBepa BignoBigen Ha KIiEHTCbKOMY KOMIM'IoTepi.
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[ns BU3HA4YeHHs obcAaAry nepegaHnx gaHux 3a OguMHULKO Yacy BUKOpPUC-
TOBYIOTb MPOMYCKHY CMPOMOXHICTb Ta 1i NOXigHi (MUTTEBA, MakcMmarbHa i ce-
peaHs NPONyCcKHi CIPOMOXHOCTI).

BogHouyac cepegHi0 NponyckHy CNpPOMOXHICTb BM3Ha4aloTb SK CMiBBIig-
HOLLIEHHS 3aranbHOro obcary nepefaHux JaHux 4o Yacy iXHbOro nepefaBaHHs 3a
TpMBanuin NPOMIKOK Yacy (goba, micaub, pik), MUTTEBY MPOMYCKHY CNPO-MOXHICTb
BM3HA4YalOTb 3a AyXe MareHbkuin npomixkok vacy (Big 0,1 go 1073 c)

i MakcMmanbHy NPOMNyCKHY CPOMOXHICTb BU3HAYaloTb SK HANBINbLy MUTTEBY
NPOMYCKHY CMNPOMOXHICTb, 3ad)iKCOBaHYy NPOTArOM nepiofy CNOCTEPEKEHHS.

AHani3 gyHkuyioHyBaHHA [OC nokasye, Lo OS5 NPOEKTYBAHHSA, HAcTpo-
FOBAHHSA 1N ONTUMI3aLil BAKOPUCTOBYHOTb Taki NMOKa3HWKKU, K cepeaHda 1 MaKcu-
MasibHa MpPOMnyCKHi CNPOMOXHOCTI. [1Na BM3HAYEeHHSA AKOCTI Mepexi 3arasnow,
He AndepEHLitoYM NOro 3a OKPEMUMU cermeHTamm abo obnagHaHHSAMK, BU-
KOPMCTOBYIOTb 3araribHy NPOMYyCKHY CNPOMOXHICTb MepeXi, iKYy BU3Ha4atoTb 9K
cepefHIo KinbKiCTb iHpopmauil, nepegaHy MK ycima By3namu mMepexi 3a
oAuHMULIO Yacy. [Ana BM3HAYEHHS AKOCTI Mepexi Tak caMO BMKOPUCTOBYHOTb
KiNbKICHUI NOKa3HMK MakCUMaribHOI 3aTPUMKK NepeaaBaHHs 11 Ta Bapiauil.

3aTpuUMKy nepefaBaHHA BU3HAYalOTb SK Yac 3HAXOKEHHS nakeTa B
Byab-skoMy MepexeBoMy obnagHaHHi abo yacTuHi mepexi. Llen napametp
NPOAYKTUBHOCTI 3a 3MIiCTOM 65IM3bKUIA A0 peakuii Mepexi, ane Bigpi3HAETbCS
TUM, LLO 3aBXOM XapakTepusye TiNbKn Mepexesi eTann obpobneHHa gaHux,
0e3 3aTtpumok 0b6pobneHHa komn'totepamu J10C.

3pobrneHnn aHania CTBOPEHHS PO3MNOAINIEHNX CUCTEM | ekcnnyaTauii
JTOC i F'OC nokasye, o ansa 3abe3neyvyeHHs IXHbOI HALIMHOCTI 3aCTOCOBYIOTb
XapaKkTEPUCTUKN CKNagHUX CUCTEM: TOTOBHICTb abo KoeduilieHT roTOBHOCTI, LLIO
O3Ha4ae NMPOMIKOK Yacy, MPOTAroM AKOro cuctemy Moxe 6yt BUKOPUC-TAHO;
BipOrigHIiCTb AaHux, TOBTO 3axMCT IX BiA BUKPUBMNEHb, MNOrOMAXKEHICTb
(HecynepeyHiCTb) Ta IXHIO I0EHTUYHICTb.

[na onucy nepefaBaHHA NakeTiB MK KiHUEBMMW By3namMuv BUKOPUCTO-
BYIOTb IMOBIPHICHI XapaKTepuUCTUKN KaHany 3B'A3KYy: IMOBIPHICTb [OCTaBMSAHHA
nakeTa BYy3ny npusHayeHHs 6e3 BUKpMBMEHb, IMOBIPHICTb yTpaTu naketa (3a
KOXXHOK i3 MpUYMH — nepenoBHEHHA Oydepa maplpyTmsaTtopa, 4Yepes3 pos-
OiKHICTb KOHTPOMBHOI CyMW, BiOCYTHICTb Npaue3fgaTHoro wnaxy 4o Bysna npu-
3HAYEeHHS i T. iH.), IMOBIPHICTb BUKPUBIIEHHS OKpeMoro bita nepeaaHnx gaHux.

[1o nokasHuka 3aranbHOi HadIMHOCTI BXOAUTL Ge3neka — e CrpoOMOX-HICTb
CUCTEMW 3aXUCTUTK AOaHi Bi HECaHKLIOHOBAHOro OOCTyny, i BiAMOBOCTIN-KICTb —
CMPOMOXHICTb CUCTEMW CXOBATU Bif KOPUCTYBa4a il OKpeMI ENTEMEHTH.
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[ig yac npoektyBaHHS i MogepHisauii JIOC ypaxoByTb 0OOATKOBI BU-
MOrM A0 0BYMCNIOBarIbHUX MEPEX:

PoswuprosaHicms (extensibility) — Le MOXNUBICTb MOPIBHAHO NErkoro
A0OaBaHHSA OKPEMMUX enieMeHTIB MepeXxi (Kopuctysadis, komn'totepis, goaat-
KiB, Cnyx6), HapowyBaHHA OOBXWHW CErMeHTIiB Mepexi Ta 3aMiHW HasiBHOI
anapaTtypu MOTYTHILLOIO.

MacwmaboeaHicme (scalability) — Le MOXNMBICTb MepeXi HapoLLyBaTK
KiNbKICTb BY3niB | JOBXMHY 3B'A3KIB Y AyXe LUMPOKNX MexXaX, BogHoyac 36epi-
raTu NOKa3HUK NPOAYKTUBHOCTI Mepexi.

[lpo3opicme (transparency) — Ue MOXIMBICTb po60TM 3 BUIyYEHUMMU
pecypcamun 3 BUKOPUCTaAHHSM TUX Xe KOMaHA i npoueayp, Wwo n ans podotu 3
nokanbHMMM pecypcamMmu.

Komn'toTepHi Mepexi CMOKOHBIYHO NPU3HAYeHO ASIS CNiflbHOro JOCTyny
KOopucTyBaya [0 pecypciB KOoMM'toTepiB: dpannis, NPUHTEPIB i T. iH.

3pobneHnn anania npauesgatHocTi JIOC (FOC) nokasye, wo ocobnusy
CKIagHIiCTb CTAHOBNATbL NOEAHAHHA B OAHIN Mepexi TpaauuiHoro kKomn'rotep-
HOro Ta MynbTUMeginHoro Tpadika. [na obniky cknageHoro Tpadoika BUKO -
PUCTOBYIOTb TaKi JOOATKOBI NapamMeTpu Mepexi:

KeposaHicmb — ue MOXMUBICTb LIEHTPanisaoBaHO KOHTPOMIOBaTU CTaH
OCHOBHUX €NEMEHTIB MepeXxi, BUSBNATM Ta BUpillyBaTh npobnemu, Lo BUHK-
KatoTb Nig Yac poboTn Mepexi, BUKOHYBaTW aHani3 NpoayKTUBHOCTI Ta niaHy-
BaTU PO3BUTOK MepeXxi.

[naHysaHHs1 — e MOXIIMBICTb NPOrHO3yBaHHA 3MiH BUMOTI KOPUCTYBa-4iB
[0 Mepexi, 3aCToCyBaHHA HOBUX 0OOATKIB | MepeXXeBnX TEXHOSIOTIN.

CymicHicmb abo iHmezpoeaHiCTb — Lie MOXNMBICTb AofasaHHs B JIOC
(FTOC) HaMpi3HOMaHITHILIOro NPOrpamMHoOro 1 anapaTHoro 3abesnevyeHHs (pisHi
onepauinHi cMctemu, Wo NiATPUMYHOTb Pi3HI CTEKM KOMYHIKaUiMHUX NPOTOKO-
nie, anapatHi 3acobu n goaaTku Big Pi3HUX BUPOBHUKIB).

Takmm 4YMHOM, aHani3 OCHOBHUX BuMoOr, SKi BucyBatoTb go JIOC i TOC,
MOKasye, WO ANA BUKOHAHHA rOfIOBHOrO 3aBAaHHs 3abesneyeHHss KopucTyBayam
NOTEHLINHOT MOXIMBOCTI AOCTYNy OO0 PO3MoAifitoBaHMX pecypciB ycix KoMmn'loTe-
piB, 06'egHaHMX y Mepexy, HeOOXiAHO BMKOHATM BUMOIM ABOX OCHOBHUX Xapak-
TEPUCTUK NOKasHMKa SKOCTi 06CrnyroByBaHHSA — NPOAYKTUBHOCTI Ta HALiIMHOCTI.

[ns ouiHBaHHA HaAIMHOCTI MepexXi BUKOPUCTOBYKOTb OCHOBHI XapakTte-
PUCTUKN CKITAaAHUX CUCTEM: KOeiliEHT roTOBHOCTI — MPOMIXKOK Yacy, NpoTArom
SIKOro cuctema Moxe 6yTn BukopucTaHa; He3neka — CMPOMOXHICTb CUCTEMU
3axXMCTUTU faHi Big HECAHKLIOHOBAHOro AOCTYNY i BIAMOBOCTIMKICTb — CITPOMOX-
HICTb CMCTEMW NpaLoBaTh B yMOBaX BiAMOBU OESAKUX 1T €NlEMEHTIB.
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[Mpobrnema 3axmMcTy KOMM'IOTEPHUX MeEpPEeX Bi HeCaHKLiOHOBaHOro
OOCTy-ny Habyna ocobnmBOoIl roCTPOTH.

P0O3BMTOK KOMYHiKaLiMHUX TEXHOMOriN Ao3BoNse byayBaTtn Mepexi pos-
noaifieHoT apXiTeKTypu, WO MNOEOHYIOTb BESNUKY KiNIbKICTb CEerMeHTiB, po3Ta-
LLIOBAHMX Ha 3HA4HIM BiACTaHI OAWH Big 0OHOro. Yce ue BUKNMKae 30inblueHHsA
KiNbKOCTI BY3niB MepeX i Pi3HUX JTiHIN 3B'A3KY MK HUMMU, LLLO, CBOEKD YEproto,
NigBULLYE PU3NK HECAHKLIOHOBAHOIro NiAKIOYEeHHA A0 Mepexi U goctyny Ao
BaX-NMBOI iHpopmauiil.

36inbLeHHsa obcsriB 06pobnioBaHUX | NnepegaHnx aHuxX y KoMn'toTep-HUX
cuctemax i Mepexax, Hacamneped, Yy 6aHKIBCbKMX cuUCTeEMaX, CUCTEMax
ynpassiiHHA BeNIMKMMU (PiIHAHCOBUMW Ta MNPOMUCIIOBUMW OpraHisauiamu, nia-
NPUEMCTBaAMN EHEPreTUYHOIo CEKTOPY, TPAHCNOPTY HOBMX NiAXOAiIB 40 Noby-A0BuU
NPOTOKONIB i MexaHi3MiB 3abe3neveHHs 6e3nekn iHhopMaLinHNX CUCTEM.

MpupoaHa Bumora ao 6e3neku Ta BiporigHOCTI o6pobntoBaHol 1 nepe-
OaHol iHdhopMaLil B TaknMx cuctemax nocrae Ayxe roctpo, OCKiSIbKW BigMOBa
cuctemm abo Buxig 3a BCTAHOBIEHI OOMEXEHHA 3a3HayYeHuX BNacTUBOCTEN
MOXe NPU3BECTN A0 3HAYHUX PIHAHCOBUX i MaTepianbHUX yTpaT, 36UTKY eKo-
norii, XXUTTH Ta 340pOB'A Noaen.

AHani3 nokasye, Wo 3a OCTaHHI Yac 3aranbHuUn 06cAar onpavuboBaHol
N nepegaHol iHhopmauil B KOMM'IOTEPHUX CUCTEMAX | Mepexax 36inbLunBCs B
Oekinbka pasiB (Ha ABa — TpWU NOPSAKN KOXHI N'ATb — AECATb POKIB) i 3aranb-Hi
TeHOeHUil cBigvaThb, WO Taka gMHamika 3bepernacs.

CyyacHi kpuntorpadiyHi 3acobu 3axmcty iHdopmauii maloTb 3abesne-
4yyBaTW cBoevacHe 0b6pobneHHs BennyesHnx obcarie gaHnx (4ecATKM — COTHI
MG6iT/C) i 3a40BONBHATU TBEPAUM BMMOram L0 BiporigHOCTi Ta 6e3anekun iHdop-
Madlil.

Kpim TOro, cyyacHum po3BuToK iHOOpMaLIMHUX TEXHOMOTiN, BUCOKUIN Pi-
BeHb KoMmN'toTepu3aauii 1 iHbopmaTmsauii cydacHoro cycninbctea o6ymoBunm
BUHWKHEHHSA HOBUX 3arpo3 6eaneui iHdopmauii.

1.2. NobyaoBa knacudikauin kpuntorpadiyHMx 3acobiB

Y npoueci po3pobneHHsa nigxodis Ao aHanisy kpunrorpadidHoil 3axu-
LLIEHOCTi iHdbopMaLiHOT cucTeMn HeobXigHO BpaxoByBaTW, SIKMX 3arpo3 3a-
3Hae cuctema 3 60Ky npoTuBHUKIB. Po3pobneHi knacudikadii 4O3BONATb
BU3HAYNTU 3aNEXHICTb aTak, AKUX MOXe 3a3HaTu Kpuntocuctema, Big ranyasi
1T BUKOPUCTAHHS.

21



Knacugbikauisi kpunnmoepagpiyHux 3acobis

€ Kinbka cnocobiB, BiANOBIOHO A0 SIKMX MOXHa KnacudikyBaTu KpUNTo-
rpadivHi cuctemn. Po3pobneHa knacudikauiss O03BONSIE BU3HAYUTU CXUIb-
HICTb KPMMTOCUCTEMM A0 Pi3HMX aTak i3 6OKy NPOTMBHUKA, iOEHTUQIKYOYUN T,
BiANoBigHO A0 ocobnmBocTewn i peanidauii. 3anponoHOBAHO PO3PI3HUTU KPUn-
TorpacivHi 3acobu 3a kpuTepiamu, HaBeaeHUMn Ha puc. 1.2.

Knacudikauis kpuntorpacpiuHmx 3acobiB

3a JOCTYMHICTIO iHpopmaLii L . 3a CTilKIiCTIO
3a KinbKiCTHO KMoYiB
MPO KpUNTOanropuTm KpunToanroputmy
KpuntocucTemm —| 6e3KNYoBi | —| 6e3yMOBHO CTiKi |
06MexXeHOro BUKOPUCTAHHS : . | |
—| OBOKJOYOBI | |
KpMNTOCUCTEMU 3aranbHOro NPUBNN3HO CTiViKi

| 6araToknioYoBi |

BUKOPWUCTAHHA

3a BUKOPUCTaHUMM

3a HadABHICTIO cepTudikaTa
3acobamu WnpyBaHHA pTvc

L ] I 'HECepTUIKoBaH! I

— nporpamHo-anapatHi |

Puc. 1.2. Knacudikauis kpuntorpadiyHux 3acobiB

Knacudbikauiss 3a 0ocmyriHicmio iHgbopMauii npo Kpurmoanz2opumm

3anpornoHOBaHO TaKy Kracudikauito KpUnToOCUCTEM:

KpnnTocucteMm 0bMeXXeHOro BUKOPUCTAHHSA; KpUNTOCUCTEMMU

3arasibHoro BUKOPUCTaHHS.

KpuntorpagiyHy cuctemy HasmBaTb KPUNTOCUCTEMOKO OOMEXEHOoro
BUKOPUCTAHHA, SKLLO 11 CTINKICTb I'PYHTYETbCA Ha 30epexXeHHi B CEKpPeTi ca-
MOrO XapakTepy anroputmis WNdpyBaHHS 1 po3indpyBaHHA. HannpocTiwmm
NPUKNagoMm Takol CUCTEMU MOXHa BBaXkaTu wndp Llesaps, y skomy nepeTtso-
peHHs iHdopmaLii 3BeeHO 40 NPOCTOl 3aMiHM KOXXHOrO CMMBOJSTY BiAKPUTOrO
TEKCTY TPeTiM, HAaCTYMNHUM 3a HUM, CUMBOJSIOM andasiTy.

CTIMKICTE KPpUNTOCUCTEMU 3arasibHOro BUKOPUCTAHHSA I'PYHTYETbLCA He
Ha CEKPETHOCTI anropuTMiB LWNJPYBaHHSA | pO3WNGPYBaAHHS, @ HA CEKPETHOCTI
OEsIKOro 3Ha4YEeHHS, ike HasnBatoTb 11 KIto4eM. Takuin KIod MatoTb BUPODNATH
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KOHKPETHI KOPUCTYyBaui Taknm YMHOM, WOO HaBiTb po3poboBay KpMNTOCUCTE-MIN
He Mir po3KpuUTHK 1i, HE Mar4n JocTyny Ao Knoda. 3bepiratoydm iHopmadito npo
anroputM y CcekpeTi, MOXHa 3abesneunTn [Oesky gopatkoBy ©Oesneky. [o-
CNnipKeHHs HaiNHOCTI TakMxX CUCTEM 3aBXOu MaloTb MPOBOAUTM i3 npuny-
LWEeHHAM, WO MOTEeHUIMHOMY MPOTMBHUKY BigOMa BCS iHGOpMaLis Npo KpunTo-
CUCTEMY, 3a BUHSATKOM BUKOPMUCTOBYBAHOIO KIlto4a.

Knacucdpikauisi 3a KinbKicmto KIo4yie

3a KnacugikauinHOK CXeMOK KpUNTOCUCTEMU NiAPO3AINAITL HA TPU TUMN:

Be3KnNYoBI, SKi HE BUKOPUCTOBYIOTb KIHOMI Y Npoueci KpuntorpadivHnx
nepeTBOPEHD;

O HOKIOYOBI, L0 BUKOPUCTOBYIOTb Y CBOIX OBYMCINEHHAX TiNbKN CEKpeT-
HUN KIHON;

[BOKIIOYOBI, ¥ AKX Ha Pi3HUX eTanax o64YncneHb 3acTOCOBYOTb ABa BUAU
KNtoYiB: 3akpuTi (0coBUCTI) Ta BIOKPUTI.

Lla knacudikauis € HenoBHOK, TOMY LLIO B Hin BigCYyTHI GaraTokmno4oBi
Kpuntocuctemn. [1o LUbOro TUny MOXHa 3apaxyBaTh CXeMW PO3MNOAiNy Cek-
peTty, abo (M, n)-rpaHUYHi cxeMu. Y Takii CUCTEMI CEKPETHUI KoY PO3Mo-
OiNs0Tb HA N YacTuH (Oe N — KiNbKICTb Y4aCHUKIB CXeMW PO3Mnoainy cekpeTy)
TaK, L0 32 KOXHUMM M YacTMHaMM MOXHa BiQHOBUTU 3alunMdpoBaHy iHpopma-
bito (m < n). OTpumaHi "4acTkn" Krtoya po3noginatTb MK yciMa ydacHUKamu,
nicnsa yoro 6yab-sKi M yYaCHWUKIB MOXYTb CMiflbHO PEKOHCTPYHOBATK 3alumd-
poBaHy iHGopmauito. B okpemomy BuUnagky, SKWO N = m, Ana BigHOBMEHHS
cekpeTy HeobxifHa NPUCYTHICTb YCiX y4aCHUKIB.

Knacudbikauiss 3a cmidkicmio Kpunmoarn2opummy

CNpOMOXHICTb KPUNTOCUCTEMWU MNPOTUCTOATU aTakam KpunToaHanituka
HasuBalTb cmitkicmto. KifibKiCHO CTIMKICTb BUMIPSAOTb SIK CKNagHICTb Hawnkpa-
LLOro anroputMy, WO MNPUBOAUTL KpUMTOAHaniTMka OO YCnixy i3 MPUUHATHOR
MMOBIPHICTIO. YHiBepcanbHUiA MeTonh npsMoro nepebopy MHOXUHM BCIX MOX-
NNBUX KITOYIB [03BOSISIE OTPUMATU OLIHKY 3BepXy AN CTIMKOCTI anroputmy
WwnppyBaHHA. BigHOCHUIW odikyBaHW 6e3reyHuli Yac BU3HaYaloTb SK Hanis-
[O0BYTOK KifIbKOCTi BIAKPUTUX KIOYIB | Yacy, HeobXigHOro KpuntoaHaniTuky ans
TOro, Wob BMNPOOOBYBATU KOXHUIM KMtoY. 3anexHo Big METU N MOXIN-BOCTEWN
KpunToaHanitmka, 3MIHIOETbCA | CTIKKICTb. PO3pi3HAITL CTIRKICTb  Kro4a
(CKnagHIiCTb PO3KPUTTA KMoYa HaWKpawum BiAOMUM anropuMTMOM), CTIRKICTb
6e3KITY0BOro YNTaHHS, IMITOCTIMKICTb (CKNagHICTb HaB'A3yBaHHA HENPaBUIbHOI
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iHbopMau,il HavkpalMM BiJOMUM anropuTMOM) i MMOBIPHICTb HaB'A3yBaHHS
HenpaBunbHOI iHGopMaLil. AHanoriYHO MOXXHa PO3PI3HATU CTIMKICTb BNacHe
KPUNTOaNroputMy, CTiINKICTb NPOTOKONY, CTIMKICTb anroputMy reHepadii 1 rno-
LLUMPEHHSA KNHOYIB.

3anexHo Bia CKNagHoCTI 3namy, anroputmMum 3abeaneyyoTb pPidHi cTyne-
Hi 3axmucTty. 3a ocHoBy 6epyTb NMPMHUUMOBY MOXIUBICTb OTPUMAHHS 3 nepe-
XOMNNeHHs Aedkol iHdhopmauil Npo BiAKPUTUIA TEKCT ab0 BUKOPUCTaAHUM KITHOY.
€ 6e3ymMOBHO CTilki (ab0 TeOPETUYHO CTilKi), 4OKA30BO CTilNKi Ta NPUONMU3HO
CTiMKi KpUNTOANTOPUTMMU.

TeopeTUYHO CTiUKi CUCTEMM CTBOPIOOTH LUMPPTEKCTN, WO MICTATb
HeOoCTaTHIO KiNbKICTb iHbopMauil Anst 0AHO3HAYHOro BU3HAYEHHS BigMNOBIA-HUX
iM TekcTiB (abo kntodiB). Y HaukpawomMy pasi BiOKPUTUA TEKCT Moxe OyTu
nokanisoBaHUn y 4OCUTb BESTUKIN NIAMHOXWUHI MHOXWHW BCiX BIOKPUTUX TEKCTIB, i
NOro MoXxHa nuwe "yragatun" 3 Mi3epHO Marnor WMMOBIpHICTO. Hiskun meton
KpunToaHanisy, BKMOYa4yM MOBHUA nepebip KrodiB, HE O03BOMSAE HE TifbKu
BU3HAYUTM KoY abo BiOKPUTUIA TEKCT, ane HaBiTb OTPMMaTK AesKy iHopMa-Lito
Npo HUX. ANropuTM 0e3yMOBHO CTINKUIA, SIKLWO BiOHOBIEHHS BiOKPUTOrO TEKCTY
HeMOXnuBe 3a Oyab-skoro ob6cary WKMPTEKCTY, OTPUMAHOro  KpUNTo-
aHaniTukom. besneky 6e3yMOBHO CTiMKUX KPUNTOANrOpUTMIB 3aCHOBAHO Ha A0-
BeJEHMX TeopemMax Npo HEMOXITMBICTb PO3KPUTTS KIto4a.

CTiMKiCTb AOKa30BO CTIMKMX KPUNTOANropuTMIiB BU3HAYEHO CKNadHICTHO
BUKOHaHHS Ao0pe BiAOMOro MateMaTUYHOro 3aBAaHHs, sike Hamaranucsl Bu-
KoHaTn 6araTto mMaTeMaTuKiB i dke € 3aranbHOBM3HAHO CKNagHuM. Ak npuknag
MOxHa HaBectu cuctemu DH (didodpi — XenmaHa) i RSA (PiBecta — Lamipa —
ApenbmaHa), 3acHOBaHi Ha CKNagHOCTSX [OUCKPEeTHOro norapuMyBaHHS W
pO3KnagaHHs Uinoro Yncrna Ha MHOXHUKK, BignoBigHo. NigBULLEHHS CTiN-KOCTI B
KpunToanropMtMax 4ocsararoTb 36inbLLIEHHSM po3Mipy MaTeMaTUYHOrO 3aBAaHHS
abo ii 3amiHOW, LWO, MNepeBaxHO, TArHe naHulr 3MiH B anapartypi, 4Ky
BUKOPUCTOBYHOTb ANS WNPyBaHHS.

Mpubnn3Ho CTiNKi KPMNTOANrTOPUTMN 3aCHOBAHO Ha CKNaAHOCTI BUKO-
HaHHS NPUBATHOrO MaTeMaTUYHOro 3aBAaHHs, sike He 3BedeHOo A0 aobpe Bi-
OOMUX 3aBAaHb i sike Hamaranucs BUKOHaTKU oauH abo Kinbka 4vonosik. IMpu-
Knagamu MoXyTb 6yt 6nokoBi Wndgpu. NprubnuaHo CTinKi KpUNnToanropnuTMm
XapaKTepunsyTbCA MOPIBHAHO Masiold BMBYEHICTIO MaTeMaTUYHUX 3aBOaHb,
Ha AKUX I'PYHTYETBLCS IXHSA CTiRKICTb. OgHaK Taki Wngpn MatoTb BESIUKY THYY-
KiCTb, LLO O03BONSIE B pasi BUABNEHHS cnabknx Mmicub HE BiAMOBNATUCA Bid
anroputmis, a X gopobnsTw.
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Knacudpikauis 3a sukopucmosysaHumMu 3acobamu

PosrnsHbTe Lo Knacudikadito B 3aCTOCyBaHHI 4O reHepaTopiB ncesno-
BUNagKoBMx yucen. [nsa reHepadil Kno4yoBol iHopmauil, Nnpu3HaYeHo! ans
BUKOPUCTAHHA B MeXaX CUMETPUYHOI KPpUMNTOCUCTEMU, BUKOPUCTOBYIOTb TaKi
mMeToan (y NopsaKy 3pOCTaHHS SIKOCTI):

nporpamMHa reHepadisi, Wo npunyckae o64YnCneHHs1 YeproBoro rnceB.-
O0BUNAAKOBOro Yyucra gk yHKUii NOTOYHOro Yacy, NocnigoBHOCTI CMMBOISIB,
yBeEeHNX KOPUCTyBayYeM, 0COBNMBOCTEN MOrO KasiaTypHOro NoYepKy Ta iH.;

nporpamMHa reHepadisi, 3acCHoBaHa Ha MoOAeBaHHI SIKICHOro ncesao-
BUNAZKOBOro reHepaTtopa 3 PiBHOMIPHMM 3aKOHOM PO3Mnoainy;

anapaTtHa reHepaudisi 3 BUMKOPUCTaHHAM SIKICHOroO NceBaoOBUNaaKOBOro
reHeparopa;

anapaTtHa reHepaudisi 3 BUKOPUCTAHHSM reHepaTopiB BMNagKoOBUX MO-
cnigoBHocTen, NobygoBaHMX Ha OCHOBI GRI3UYHUX reHepaTopiB LWYMY Ta siKic-
HUX NCeBOOBUNAAKOBUX reHepaTopiB.

Kpaluui cnocib reHepalii MHOXWHK BUNaaKkoBMX BITiB — BUTAT 1X i3 npu-
POAHO BMNAOKOBMX MOAIN peanbHoOro cBiTy. Yacto Takmn meton notpebye
HasIBHOCTI creuianbHol anapaTypu, ane MoXHa pearnidyBatv MOro U Ha KOM-
n'toTepax. AK BUNagKoBi BENIMYMHN MOXHA TaKOX po3rnagatu iHTepBanu Mix
HaTUCKaHHSAMW Knasiw knasiaTtypu. ['0noBHMIA Hedonik nogibHMx cuctem —
MOXXIMBI 3aKOHOMIPHOCTI B NOCAIZOBHOCTI, SIKy reHepytoTb. BukopmnctoByBaHi
di3nyHi Npouecn MoxXyTb 6yTV BUNaaKoOBi, 04HAK BUKOPUCTaAHHS BUMIPHOBarb-
HUX IHCTPYMEHTIB MOXe NPMU3BECTN 40 NosiBU Npobnem: 3cyBy, BigxuneHHsa abo
kopensauii Mk 6itamu. OBINTK Ui HEAOMNIKM MOXHA, BUKOPUCTOBYHOUN HE OOMH,
a Kifibka BUNagKoBUX OXKepern.

Knacucdpikauisi 3a HasisHicmioo cepmucgbikama

BignosigHO OO YMHHOro Ha TepUTOPIl YKpaiHn 3aKoHOA4AaBCTBaA, AKLLO Op-
raHisauia BukopucTtoBye HecepTudikoBaHi B YKpaiHi KpuntorpadiyHi anro-
PUTMU LLUNPPYBAHHA U €NTEKTPOHHUIM LMAPPOBUIN NISNNC OaHMX, BOHA HE MOXe
BECTM OOMIH JOKYMEHTaMun 3 Aep)KaBHMMK ycTaHoBamu. 3abe3neunTtu topu-
ONYHY 3HAYYLLICTb €NEeKTPOHHMX AOKYMEHTIB Mig Yyac 06MiHY HUMK MK KOpUC-
TyBa4YamMu JO3BOSIUTbL BUKOPUCTAHHA CepPTUiIKOBAHUX KPUMNTOANTOPUTMIB.

Knacudbikauiss kpunmoaHanimuyHux amak
HaBepgeHa Ha puc. 1.3 knacudikauisi 403BOMSE PO3PI3HATN KpMNToaHa-
NITUYHI aTakn Ta IXHi Hacnigku ogHoYacHo 3a AekinbkoMa napameTpamMu.
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Knacudikauia kpuntoaHanitTMyHux atak

3a JOCTYNoOM A0 BigKpPUTOro
i 3aMppoBaHOro TEKCTY

Ha OCHOBI

3a CTyrneHeM 3aCTOoCyBaHHA

00 Pi3HUX Wnpis

3a KPUTUYHICTIO pecypcy

TINbKU WNPTEKCTY

BiﬂKpVITOI'O TEKCTY

niaidopaHoro BiAKPUTOro

TeKCT
y

aganTMBHO nigibpaHoro

BiJKPUTOrO TEKCTY

3 NobiYHMX KaHaniB

iHpopmauii

yHiBepcarnbHi

OaHi

| | Ao BignosigHoi kaTteropii

wndpis

nam'aTb

[0 BignoBsigHoOro

KpUNTOanropuTMy

vac

i3 KOHTPOMIO

3a npouecom

nacuBHi

aKTWBH
i

3a pe3ynbTaToM

aTakun

- MOBHWUI 3nam

rnobanbHa aeaykuis

iMiTaLia NOBiAOMMNEHHS

YacTKkoBa AeayKuis

nigmiHa NOBIOOMIIEHHA

3a BUKOpPUCTOBYBAHNMU

3a Hacnigkamum

3a MOXIUBICTIO

napameTpis npoecy - MOpyLLEHHS!

LWNdpyBaHHSA LinicHoOCTI

in MopyLLUEHHSA
eBOoLinHe nporpamyBaHHs ABTEHTIHOCT]

KBaHTOBI KOMM'IOTEPU

AaHMMK po3napontoBaHHs
| . nopyLUeHHA posnogineH
MaTtemMaTu4Hi MmetToam n i
KOHQigEeHUINHOCTI
"nepexonntoBay” i3anHHNX HepO3MofineHi

Puc. 1.3. Knacudikauisa kpuntorpadiyHnx atak

Knacudbikauiss 3 0ocmyry 00 8i0Kpumoeo U 3awugposaHo2o mekcmy
Mepw HiX KNacudikyBaT aTaku cnif yBeCTU psi No3HaYeHb: BIAKPUTUN

TekcT 6yaemo nosHayatm 6yksoto M, wmndgptekct — C (sk M moxe 6yTtun Byab-
sIka NOCNIAOBHICTb BiTiB: TEKCTOBUIA hann i T. iH.). Hexan ons wudpyBaHHA

| po3wndpyBaHHA BUKOPUCTOBYHOTL KItOYi K | k/, Bi4MNOBIAHO, (Y CUMETPUYHIN
KpunTtorpadil k = k/); No3HayvaloTb PyHKUi0 WwndpyBaHHA Ek, poswmdpy-

BaHHSA — Dk.

Topgi BMkOHYHOTbE cnieBigHoweHHA Ex (M) = C, Dk (C) = M. [loHenaBHa 3a
KpuTepiem OOCTyny OO BIAKPUTOrO i LWUM(PPOBAHOIO TEKCTY BUOINANN HYO-TUPU
OCHOBHI TUNK KpuNToaHaniTMYHMX atak. OgHak ocTaHHIM YacoM OAHUM
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i3 HanaKTyanbHUX HaMpAMIiB KpuntoaHanidy crano 34iMCHEeHHS aTak, Wo Bu-
KOPUCTOBYIOTb 0COBNMBOCTI peanisauil Ta pobo4yoro cepegosuLa.

ATaku CTOPOHHIMM abo0 NOGIYHMMM KaHanamum — Le BUA KpunTorpa-
divyHMX aTak, WO BUKOPUCTOBYIOTb IHPOpPMaLito, OTPMMaHy 3i CTOPOHHIX abo
nobBiYHNX KaHaniB. ¥ KOXHoOMy pasi nepegbayeHo, 3rigHo 3 pyHAaMeHTanb-
HUM ponyuweHHAaM Kipxroda, Wo KpunToaHaniTMK 3Hae BUKOPUCTOBYBAHWUU
anroputm WundpyBaHHS.

ATaka Ha OCHOBI Tinbku wudpTekcty. KpuntoaHaniTuk po3TalloBye
LUNJOPTEKCTAMMU C1, ..., Cm, OTPMMAHUMWN 3 HEBIAOMUX BIOKPUTUX TEKCTIB M1, ...,
Mm Pi3HKX noBigomneHb. MNoTpibHO 3HanTK xo4a 6 oauH 3 mji =i, ..., m (abo
Bi-NOBIAHWIA Kntod Kj), BUXOAAYM 3 LOCTATHLOrO 4YMcria m Kpuntorpam, abo

nepe-KOHaTUCS Yy CBOIM HECMPOMOXHOCTI 3pobuTtn ue. B okpemnx Bmnagkax
MOXXNN-BUK 36ir KNto4iB abo BiAKPUTUX TEKCTIB.

ATtaka Ha ocHOBI BigKpuToro Tekcty. KpuntoaHanituk mae y CBOEMY

pPO3NopsagXeHHI napn (m1, C1), ..., (Mm, Cm) BIOKPUTUX | BIgNOBIgHMX M 3a-
LUMdopoBaHMX TekcTiB. MoTpibHO BU3Ha4UMTK KoY Kj Ansa xoda 6 oaHiel 3 nap.
B okpemomy Bunagky, konu k1 = ... = km =k, noTpibHO BU3Ha4nTh kntod k abdo,

NnepeKkoHaBLUNCH Y CBOIN HECMIPOMOXHOCTI 3p0bUTK Lie, BUSHAYUTU BIOKPUTUN
TEKCT Mm+1 e OAHIET KpUNTorpamm Cm+1, LUMAPOBAHOT HA TOMY X KIHOMI.
ATaka Ha OCHOBI nigibpaHoro BiAKPUTOro TeKCTY Bifpi3HAETbLCA Big no-
nepenHbOl NnLEe TUM, WO KpUNToaHaniTuK Mae MOXIMBICTb BUOOPY BiAKPUTUX
TEeKCcTiB My, ..., Mm. MeTa atakm Ta cama, Wwo n nonepeaHwol. lNoaidbHa ataka

MOXIMBa, Hanpuknag, y pasi, Konm KpuntoaHasnitTuk Mae AoCcTyn 40 wudpa-
Topa nepeaaBaribHOI CTOPOHM.

ATaka Ha OCHOBI afanTUBHO NiAiOpaHOro BiAKPUTOro TEKCTY.
Lle okpemun BMNagok onucaHoi paHilwe aTakM 3 BUKOPUCTAHHAM nigibpaHoro
BigKpMTOro Tekcty. KpmntoaHanitmk Moxe He Tinbku BMbmnpaTtn BUKOPUCTOBY-
BaHWIN TEKCT, LLO WNAPYIOTb, ane TakoX yTOYHIOBATU CBi HACTynHUW BUBIp Ha
OCHOBI 30006yTUX paHile pe3ynbTaTiB WM pyBaHHS.
ATaka Ha ocHOBI iHbopMauii 3 No6iYHMX KaHaniB. KpuntoaHarni-
TUK Mae iHpopMauito, aka moxe 6yTn oTpnmaHa 3 obnagHaHHS WNgPYyBaHHS
N He € [0 TOro X Hi BIAKPUTUM TEKCTOM, Hi LUNPPTEKCTOM.
ATaku 3 NoBiYHMX KaHaniB, CBOEI Yeproto, KnacudgikytoTb 3a TakKMMn TUNamu:
3a KOHTPOJIEM HaZ 0BGYMCNOBaNbHUM NPOLECOM: acusHi i akmueHi; 3a
cnocobom gocTtyny Ao Moayns: agpecusHi (invasive), Hanigazgpe-
cusHi (semi-invasive) i HeagpecusHi (non-invasive);
3a METO40M, 3aCTOCOBaHUM Y MpoLueci aHanidy: npocmi — simple side
channel attack (SSCA) i pisHuuyesi — differential side channel attack (DSCA);
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3a BMAOM BMKOPUCTOBYBaHOro nobivyHoro kaHany:
amaku 3a Yacom sukoHaHHs (Timing Attacks);
amaku 3a eHepeocrioxusaHHsaM (Power Analysis Attacks);
amaku 3a rnomursnkamu obyucneHs (Fault Attacks);
amaku 3a efleKmpomMazHimHuMu suripomiHroeaHHsMuU (Electro-
magnetic Analysis);
amaku 3a riomurikamu 8 KaHari 38'a3ky (Error Message Attacks);
amaku 3a kew-nam'ammio (Cache-based Attacks); akycmuyHi
amaku (Acoustic Attacks);
amaku 3a ceimmnosum suripomiHoeaHHsm (Visible Light Attacks).
ATaKkn 3 BUKOpUCTaHHAM Bigomoro abo nigibpaHoro BigKpUTOro TEKCTY
3yCcTpivaloTbCa 4YacTilwe, HiXXK MOXHa nogymatn. HeobXxigHOH BUMOrow [O Kpun-
TOANropuTMy € CNPOMOXHICTb MPOTUCTOATU Takum atakam. Lle osHadvae, wo pos-
cekpeYyeHHs aedkol iHpopMauii, Wwo nepeaatoTb KaHanamm 3B's13Ky B LLUNGPPO-BAaHOMY
BUMNAAI, He Mae NPUBOOUTU OO PO3CEKPEeYEHHs iHWOI iHopMmauiil, wrdpoBaHol Ha
LUbOMy camoMy kmtodi. Kpim TOoro, 3asHayeHa BMMOra BpaxoByE OCOONMBOCTI
eKkcnnyaraudii anapatypu n gonyckae aeski "BinbHocTI" 3 60Ky onepatopa abo ocib,
WO MalTb OOCTYNn A0 dOpMyBaHHA 3acekpeyeHol iHop-mauii. ATakm Ha OCHOBI
nigibpaHnx TEKCTIB yBaXKaloTb HaMHEBE3NeYHILnMMU.

Knacudabikauisi 3 KOHmMposo Had rpouecom wWughpyeaHHs

[1o Knacy nacMBHUX aTak HanexaTtb Ail NPOTUBHMKA, KU "NacuBHO BMBYaE"
LWNdpOBaHi NOBIOOMIIEHHS, MOXe 1X Mepexonutn 1 niggaatu Kpunto-aHanisy, i3
METOK ofepXaHHs iHopMmauii Npo BigkpuTMn TekcT abo kniod. OgHak cydacHi
TEeXHIYHi 3aco0u [03BONATL NOTEHLUIMHOMY MPOTUMBHUKY "akTMBHO" BTpyyaTucs Yy
npouec nepegaBaHHs NOBIAOMMEHHS. 3BUYANHO PO3PI3HAITL ABa TUMN aKTUBHUX
atak, aki MaloTb Ha3BW iMiTaLil 1 NigMIHX NOBIAOMNEHHA. Amaka iMimauii nonsarae B
TOMY, WO NPOTUBHUK "BCTaBNSAE" y KaHan 3B'a3Ky chabpukoBaHe HUM "WndpoBaHe
NnoBigOMIIEHHA", sIKe Hacnpasdi He nepe-gaBanu Bi 3aKOHHOro BignpaBHMKA A0
ogepxyBada. BogHoyac npoTMBHMK po3paxoBye Ha Te, WO oAepXyBay cnpunme ue
NOBIAOMIEHHS SIK CMpaBXHE (aBTEHTUYHe). Amaka niOMiHU nondrae B TOMY, LWO
NPOTMBHUK, CNOCTEpIratoymn nepegaHe KaHarnom 3B'dA3Ky CrpaBXHE MNOBIJOMMEHHS Bif,
BigNpaBHWKa, "BuUNy4Yac" noro 1M 3amiHoe nigpobneHmm. PisHi wndpn MoXyTb ByTH
BiNbl-MeHW ypas-NnMBMMKU OO0 aKTUBHUX aTak. CNpOMOXHICTb caMmoro wugpy (6e3
BMKOPUCTAHHA [O4AaTKOBUX 3acobiB) MPOTUCTOATM aKTUBHWM aTtakaMm 3BUYarHO
Ha3uBaloTb iMiToCTiUKiCTIO Wndpy. KinbkicHOO Mipoto iMITOCTIMKOCTI wndpy €
MMOBIpP-HOCTI ycnixy imiTauil W nigmiHn, BignosigHo. Lli NMMOBIPHOCTI BM3Ha4aloTb
LaHCK
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NPOTUBHMKA Ha YyCMiX y pasi HaB'aA3yBaHHA OTpMMyBa4y HenpaBUibHOMo MoB.i-
OOMJIEHHSA.

Knacudikauisi 3a pe3yribmamom amaku

KpuntoaHania ctaBuTb CBOIM 3aBAAHHAM Y Pi3HUX yMOBax OTpUMYyBaTu
A00AaTKOBI BiOMOCTI NPO KitoY WNdpyBaHHS, Wo6 3HAaYHO 3MEHLUNTK Aiana-30H
IMOBIPHUX KNtoYiB. PesynbTatn kpuntoaHarsidy MOXHa BapitoBaTu 3a CTy-NeHAMu
NpPakTUYHOI 3acTocoBHOCTI. Lndp yBaxalwTb 3namaHuM, SKWO B CU-CTEMI
BUABIEHO criabke micue, sike Moxe ByTn BUKopucTaHo gng Ginbll edpekTUMBHOIo
3namy, HixX MeTog noBHOro nepedopy kntodis (brute-force approach). JonycTiTb,

o Ana gewundpyBaHHA TEKCTY MeToAOM MOBHOro ne-pebopy noTpiGHO

2128 \oxnmeux KntodiB; Todi BMHaxig crnocoby, Wwo notpebye ong

2110

nepedpaTu

AewndgpyBaHHSA onepadin i3 nigbopy kntoya, byayTb BBaXKaTu 3namom. Taki
cnocobu MOXyTb NoTpebyBaTn HepearniCTUYHO BeNnu-knx obcaris nigidpaHoro
Bigkputoro Tekcty abo nam'atri EOM. Tlig 3n1amom posymiloTb nuwe
NniaTBEPOKEHHS HAABHOCTI BPA3fMBOCTI KpUNTOANroOpuTMYy, LLIO CBIgYMTb Mpo Te,
WO BNacTMBOCTI HaAiMHOCTI Wndpy He Bignosiga - OTb 3adBNEeHUM
xapaktepuctmkam. llepeBaHO, KpunNToaHania noYMHaeTbcsl 3i cnpob 3namy
CNpoLLeHOol Moaudikauil anroputMy, Micia 4Yoro pesynbTaTyv MOLMPHOTL Ha
noBHOUiIHHY Bepcito. Kpuntorpad Jlapc KHyaoceH [93] npornoHye Taky
Knacudikauito ycnilwHMX HacnigkiB KpyntoaHanisy 6nokoBux LWngpiB, 3anexHo
BiZ 06cAry i AKOCTi CeKpeTHOI iIHpopMmaLil, IKy BAanocs oTpumMaTi:

NOBHUM 351aM — KpUNTOaHan TUK OTPUMYE CEKPETHUN KITtOu;

rnobanbHa AeayKuisa — KpMnToaHaniTuK po3podnse yHKUiOHaNbHWUM
eKBiBaneHT 4OCi4KyBaHOro anroputMmy, Wo A03BOSISE WndpyBaT n pos-
LngppoByBaTH iHopMaLito 6e3 3HaHHSA KIoYa;

YyacTKoBa AeaykKuif — KpuntoaHaniTuKy BoaeTbcsa poswmdpysatm abo
LundppyBaTn OeAKi NOBIOOMITEHHS;

iHcbopmMauinHa aeayKUia — KpMNToaHanITUK OTpUMYeE AesKy iHhbopma-
Lit0 NPO BiOKPUTUI TEKCT abo Krtou.

Knacudbikauisi 3a ob6csicom HeobxiOHUX pecypcig

ATakn MOXHa TakoX KracuduikyBaTn 3a 06CArom pecypcis, HeObXigHMX
ANst IXHbOro 3AINCHEHHS:

nam'aTb — obcar nam'aTti, HeoOXigHWI ANs peanisadii ataku;

Yyac — KiNnbKiCTb enemMeHTapHuX onepadin, ki HeobxiaHO BUKOHATW; AaHi

— HeobXxigHMM obcsAr BiAKPUTUX i BiANOBIAHUX TM 3alLMdpoOBaHNX
TEKCTIB.

29



Y peskux Bunagkax Ui napamMeTpu € B3aeMo3anexXHUMU: Hanpuknag,
3a paxyHoK 36ifbLUEHHSA NaM'aTi MOXXHa CKOPOTUTU Yac aTaku.

Knacudgbikauis 3a cmyrneHeMm 3acmoco8HOCmi 00 Pi3HUX wugpis

AKWO MeToK KpunToaHasniTuka € po3KpuUTTS BinbLlUOl KifbKOCTI Wndpis
(Hes3anexHo Big TOro, YM nparHe BiH UMM 3aBOaTu LUKOAM CYCNiNbCTBY, none-
peauTh Noro NPo MoXnunBy Hebeaneky abo NPoCcTo Haby T NONyNAPHOCTI), TO ANA
HbOr0 HaWKpawol cTpaTterielo € po3pobneHHs YHiBepcanbHUX Me-ToAiB
aHanisy. Ane ue 3aBaaHHs € TakoX i Hanmbinblw cknagHum. Ta obcTa-BuHa, WO
Oyab-sike  3aBOaHHS  MOLWYKY CNocoby  pO3KpUTTS  AEeAKOl  KOHKPETHOI
KPUNTOCUCTEMM MOXHa nepedopmyrnioBatM 9K npuBabnuee MaTemMaTuyHe
3aBAaHHs, Nig Yac BUKOHAHHSA SIKOro BAAETbLCHA BUKOPUCTOBYBATU 6araTto MeTo-4iB
Tiel camoi Teopii cknagHoOCTI, Teopii unucen i anrebpu, npMBeno 4o NosABM METOAIB
KpunToaHanisy, 3acTocoBaHUX 0 pPi3HMX Kracis wudgpis. HapeLwurTi,
€ arTaku, LU0 BUKOPUCTOBYIOTb AEesKYy BpPasfmBICTb Y MpoOLECi NPOEKTYBaHHSA
abo peanisauil KOHKpeTHoro wndpy. Lli atakn He moxe OyTu B 3aranbHOMY
BUNaAKy nepeHeceHO Ha uinvin Knac wndpis, ogHak MOXyTb e(PpekTUBHO 3a-
CTOCOBYBaTM 4115 3namy Bi4MOBIgHOIO KpUNTOAropuTMmy.

Knacudpikauisi 3a sukopucmosysaHumu 3acobamu

Ta obcTtaBumHa, Wo 6yab-gKke 3aBOaHHA MOLLYKY CNocoby pO3KpUTTS Ae-sKOoi
KOHKPETHOI KPUMTOCUCTEMM MOXHa nepedopMyrnoBatM sK npuBabnuee
MaTtemMaTu4He 3aBAaHHs, Nig Yac BUKOHaAHHSA SIKOro BOAETbCHA BUKOPUCTOBY-BATH
barato meTtopiB Teopil cknagHocTi, Teopil yumcen i anredpu, npuseno Ao
po3kpuTTa BaraTbox Kpuntocuctem. Mawxke Bci 3aiicHeHi Ha npakTuui Baani
aTaku Ha KpMNTOCUCTEMU BUKOPUCTOBYOTb CNabKocTi B peanisauii h po3-MilLeHHi
MEXaHi3MIB KPpUNTOanroputMmy. Taki aTakM 3aCHOBAHO Ha Kopens-uil Mk
3HaYEeHHAMU @DI3UYHUX Mapamempis, 8UMIpO8aHUX Yy PIi3HIi MOMeHmuU i0 4ac
obyucrieHb  (CNOXWBaAHHA  €Heprii, 4ac O00YuCneHb, eneKTpoMarHiTHe
BUMNPOMIHIOBAHHS TOLLO), i BHYTPIiLWLHIM CTaHOM oB4yncntoBanbHOro obnagHaHHs,
CTOCYIOTbCHA CEKPETHOro knioya. Ha npaktuui atakm nobiyHMMKM KaHanamu Ha
Garato nopsakie Ginbl ePEeKTUBHI, HiXX TpaauUiHI aTakun, 3aCHOBaHI TiNbKM Ha
MatemaTudHoMy aHanisi. [lo Toro X arakM nobiYHMMKM KaHanamm BUKOPUC-
TOBYIOTb OCOBNMBOCTI peanisadii (TOMy iX iHOAI TakoX HasMBalTb aTakamu Ha
peanisadito — implementation attacks) ons ButaraHHs cekpeTHUX napameT-pis,
3afisHnx B obumcneHHsax. Takui nigxig MeHWw y3aranbHEeHWUW, OCKISTbKU
NpUB'A3aHnin O KOHKPETHOI pearnisauil, ane HanyacTilwe MOryTHILUWKI, HiX
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KrnacuyHnn KpuntoaHanis. HuHi metoan, 3acHOBaHI Ha BUKOPUCTaAHHI HOBUX
iHbopMaLiNnHMX TEXHONOTIN (€BOMNIOLIMHOIO NPorpamMmyBaHHSA i KBAHTOBUX KOM-
n'toTepiB), y KpunToaHanisi He NpuBENM [0 CEepPUO3HUX MPOPUBIB Y 3raMi
LUNPIB | CTAHOBMATL CKOpILLEe akaZeMiYHUW IHTEPEC, HiXK MPaKTUYHUMN.

Kpuntocuctemy MoOXHa po3rnsgaTty sk "JyopHun awmk", Tobto obnag-
HaHHS abo nporpamy, NPO BHYTPILLHIO CTPYKTYPY SAKOI HIYOro He BiZoMo, ane,
nogarun curHanu komaHam abo gaHi Ha BXig, MOXHa OTpUMaTU peakuito Ha
BUXOAi. 3aBAaHHA KpunToaHanisy — igeHTudpikauis uiel cuctemu, To6TO
BU3HAYEHHSA 11 CTPYKTYPU Ha OCHOBI CUrHaniB, WO HaaXoaaTb Ha 11 BXig | OTpu-
MYIOTb Ha BuUxoai. OgHMM 3 iIHCTPYMEHTIB BUKOHAHHS LIbOro 3aBAaHHS MOXYTb
OYyTW HENPOHHI Mepexi. [eHeTNYHi anropnTMmM yCnilHO 3aCTOCOBYHOTb Y KpW-
ToaHanisi nepecrtaBHUX i NiACTaBHUX WXPPIB.

Knacudpikauiss 3a Hacniokamu amaku

MoxxnumBi Hacnigku peanisauil atakm po3rnaHbTe 3 nornsay nopyLleHHd
BrnacTtmBocten iHdopmauil — KOHAIAEHLUINHOCTI, UiNiCHOCTI 1 aBTEHTUYHOCTI
(goctynHocTi). MoxXHa BMAOINUTK TpU cTpaTerii 4in, ki MOXe noyaTy NnopyLu-
HUK y pasi ycniwHOoI peanisauil aTtaku:

nepexonsieHHs iHgpopMadii, nepegaHol KaHanamm 3B'A3Ky;

Moaudoikauia iHdpopmallii, nepeaaHol KaHanamu 3B'a3ky (nigmiHa, Henpa-
BUSTbHI NOBIAOMIIEHHS, BMOKYBaHHA NnepegaBaHHs TOLLO);

poboTa Big 4yxoro iMeHi (06xig 3acobiB aBTEHTUYHOCTI YYACHUKIB iH-
dopmauinHoi B3aemogil kaHanamm 3B'a3ky).

Knacudbikauisi 3a moxrnuegicmio posrnaparsiesntogaHHs Po3napanentoBaHHIo
niggarTbCa He BCi anroputMu KpuntoaHanisy, ogHak
BOHO A03BOSISIE€ 3HAYHO NPUCKOPUTU 3HAXOMKEHHS Kntoya. Takum YMHOM, nig Yac
OUiHIOBaHHA e(EeKTMBHOCTI MeTody KpunToaHanidy HeoOXxigHO BpaxoByBaTU He
TiSTbKM MO0 YaCcoBY | EMHICHY CKINagHIiCTb, ane n MOXIMBICTb po3naparne-toBaHHS
Ha BaraTonpouecopHin cuctemi. Tak, anroputm lNonnapaa mae

CKNagHIiCTb O(«/ n), oAHaKk He niddaembcsi po3napanenteaHHw. BogHo4vac

Me-To4 MOBHOro nepebopy, SIKMM Ha OAHOMNPOLLECOPHIA MaLUMHI yCTynae 3a
edoekTmB-HicTi0O Metody [lonnapga, CTaHOBUTH MPOCTUA MNpuKnag MeTtoay
KpunToaHanisy, Wwo doryckae po3rnaparnesito8aHHs.

Binomo aBa Hanpsimn B opraHisauii napanenbHoro ob4ncrneHHs Knwo4a.
[Mo-nepwe, nobygosa koHBeepa. Hexanm anroputm cnieeigHoweHHst Ex(M) = C
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nofaHo y BUrMa4i A4eTepMiHOBAHOro NaHLUKoXKa HannpocCTiwmnx gin (onepa-uin):
01, O2, ..., ON. Bisbmitb N npouecopis A1, A2, ..., AN, 3aganTe IXHin No-psaoK i
AoBediTb, WO i-1 NpoLecop BUKOHYE TPU OAHAKOBI 3a YacoMm ornepadil:

1) npurmMaHHs gaHux Big (i — 1)-ro npouecopa;

2) BMKOHaHHS onepadii Oj;

3) nepefaBaHHA gaHUX HAcTynHoMmy (i + 1)-My npouecopy.

Topi koHBeep i3 N nocnigoBHO 3'€egHaHUX Npouecopis, WO napanesibHO U

: : Vv . -
CUHXPOHHO NpauoTb 3i WBUAKICTIO 3=, Ae V — WBUAKICTb BUKOHAHHSA OAHIEl

ornepadii npoLecopom.
Hpyrn Hanpam posnaparnentoBaHHs Nondrae B TOMY, WO MHOXWUHY K po3-
noainAwTb Ha HenepeTuHHi niaMHoxunHn Ki, K2 ..., KQ. Cuctema 3 Q mawuH

nepedupae Knwodi Tak, Lo i-a MalliMHa 34iNCcHI0E Nepebip KIoYiB i3 MHOXUHK K|, |
= 1,Q . Cuctema npunuHsie pobOTy, SKWO OAHA 3 MALUMH 3HaWLIMA KIHou.
Hanbinblio cknagHicTio y BUKIaAeHOMY Nigxodi € opradisauis posnoginy
KNOYoBOT MHOXUHKW. OgHaK, SIKLWO opraHidyBaTK MOLUYK Krtoda TakuM YMHOM, LLO
nif Yac KOXXHOro 4eproBoro BMnpobyBaHHA KOXXHUK i3 N npouecopiB cTapTye

3 BMMNagKoBOI TOYKM, TO Yac BUNpobyBaHHSA 36iNblUMTLCS, ane cxema 3Ha4Ho
cnpoctntbes. CepenHs KinbKiCTb KpoKiB BUNpodysaHHs N npouecopamm

. : K o
(MawmHamMmn) Knoudis i3 MHOXMHKU K 'y LIbOMY pasi CTaHOBUTb L|L| . Peanizauis

Takoro napaneniamy nepenbadae pisHe BUKOHaHHSA. Hanbinblw o4veBuaHe BU-
KOHaHHS — CTBOPEHHSI KOMM'IOTEPHOrO Bipycy AN NOWMPEHHS NpOorpamm-3rnom-
HMKa y rnobanbHin mepexi. Bipyc mae BuKOpUCTOBYBaTM nepiogn MNPOCTOH
Komn'toTepa (3a gaHuMu gocnimkeHb, komn'totep npoctotoe 70 — 90 % yacy) ana
30iNCHEHHSI Nnepebopy 3a MHOXKMHOLO KItoYiB. PaHo abo ni3HO 04uH i3 3apa-XeHuX
KOMN'IOTEPIB BUSABUTL LUYKAHUK Kod  (HeobxigHO nepenbayntv MexaHiam
CMOBILWEHHA NPOTMBHMKA); 3i 3pOCTaHHAM NPOAYKTUBHOCTI KOMM'IOTEPIB | WBUA-
KOCTi NOLUIMPEHHSA BipyciB NOrpo3a ycnilHOro pesyrnbraTy Takol aTaku 3pocTaE.

Knacudbikauisi 3rnoMHUKi8 Kpurimocucmem

Mio 4Yac ouiHOBaHHA CTIMKOCTI KpMATOCMCTEMM HeobxigHo Gpatm Ao
yBarn MOX/UBOCTI NOTEHLIMHOIo NPOTMUBHUKA, KU MOXe 34IMCHUTM aTaku Ha
CU-CTEeMY. IHaKLWe Kaxyyun, HeobxigHO nonepeaHbo BiATBOPUTK 30ipHUIN 0bpa3s
(Mogenb) nopywHuka. Taka Moaernb Ma€e BKkasyBaTu:

KaTeropii ocib, cepe AKMX MoXXe BUSBUTUCHA MNOPYLUHUK;

NPUNYLLEHHS NPo KBanidikauito NOPYLWHMKA i MOro TEXHIYHY OCHALLEHICTD;

MOXIMBI LifTli NOPYLLUHMKA W OYiKyBaHUIM XapakTep Noro gin.
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3a OCHOBY A5 pO3pobeHHs KrnacudikauinHoi cxemu 6yno B3sTO MoO-
aenb nNopyLluHuKa, knacudikauia gossonde nig Yac nodyoosn moaeni 3nom-
HUKa KPUNTOCUCTEMM BpaxoByBaTW Pi3HIi napameTpu n, TMM caMuUM, YCTaHO-
BUTM 3aNEXHICTb MOXIMBUX CLEHAPIIB aTak Big XapakTepUCTUK NPOTUBHUKA, i3
OOKy SKMX cucTemy nigaatoTb Hanagam. Ha puc. 1.4 HaBegeHo kKnacudgika-uito
NPOTUBHMKA.

Knacudpikauis nopywHuka KpuntTocuctem

3a TEXHIYHO . 3a JOCTyrnom [0 3aco-
) 3a KiHLEBOI METOH :
OCHAaLLEHICTIO 6iB, Wo WwWndpyoTh

3a piBHEM MNiArOTOBKM

nepcoHarnbH BUSIBMEHHS CrabKOCTi "BHYTpILWHIN" B3aemogis
'
kommtoTep B anropuTMmi NOPYLLUHUK L | 3 komn'toTepom
Ha piBHI KOpUcTyBaya
l | MOBHUIA 3ram anropuTmy NOPYLUHUK
mMatemMaTuyHun
| CynepkoMmioTep | | anapar
- - - —  nporpamyBaHHs
32 NepBUHHOI0 iHhopmaLlieto 32 MOXIMBICTIO
npo 3aci6 wu BaHHS Koonepauii -
P i P eneKkTpoTexHika
"knenTorpad” i bisnka
"oanHak"
Kpuntorpad . . .
| couianbHa iHxeHepis
KOpI/ICTyBa KONEeKTnB
Yy

Puc. 1.4. Knacudikauis nopylwiHMKa KpuntTocuctem

Knacugikauisi 3a mexHi4YHOK ocHaW,eHicmio

Ha cborogHi Benukin komnaHii 3 0inbwmmMm ob4ncnoBanbHUMN Mepe-
Xamu nig cuny metogom nepebopy po3kpuUTh Koy AoBXKMHOK 64 — 80 6GiTiB.
MigTBEpAXEeHHAM LboMy € po3kpuTTa RCS5-64 (6nokoBoro wndpy KoMnaHii
RSA, wo BukopuctoBye 64-0iTHUM KoY, Wo ctaptyBaB 1997 p. Ha cawnTi
www.distributed.net (npoekT "posnogineHoro 3namy"), y skomy Ha JOBpOBinb-
Hi ocHOBI B35 yyacTb noHag 300 Tucay kopuctyBadiB rnobanbHoi Mepexi,
OyB ycnilWHO 3aBepLueHnin 3a N'aTb pokiB (1 757 gHiB)) — 3a uen 4Yac 6yno ne-
pebpaHo 85 % yciel MHOXMHM KntodiB. KpiM Toro, Ana BUKOHaHHA 3aBAaHb
KpunToaHanisy MoXHa BUKOPUCTOBYBATU CynepKoMn'toTepu.

Knacugbikauisi 3a KiHUe80H MEMOK

B ocHoOBI gin xakepiB 3BM4anHO NEXUTb KOPUCIMBA MOTMUBAULIA, piglie —
BaxkaHHs NpocnaBUTUCS, 3aBAaT MOPanbHOI LLUKOAW 3aKOHHOMY BITaCHUKY
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LungppoBaHol iHhopmaLil ado iHWi npuymHN. MeTa KpunToaHaniTMka nonsarae
Yy CTBOPEHHI HOBUX i MiABULWEHHI edPeKTUBHOCTI HassBHUX METOAIB aHanisy
CTIMKOCTI KpunTtorpadiyHmx 3acobis. KoXXHUM HOBUM METOL KpunToaHasnisy
npuBoANTbL OO Nepernagy 6esnekn Wwudpis, 4O AKMX BiH 3aCTOCOBHUN.

Knacucgpikauiss 3a docmyrom 9o 3acobis, wo wughpyrome

[MopywHNKOM MOXe ByTh He TifIbKM CTOPOHHS ocoba, ane 1 3aKOHHUK
KOpUCTYBa4 CUCTEMMU, a TAaKoX ocoba i3-nomixk 06cnyroBoro nepcoHany. Ak-1o
pofib 3MOMHUKIB BMKOHYIOTb HEHafiNHi CniBpOBITHUKM KOMNaHii, TO MOX-
NUBOCTEN ANS 34INCHEHHS1 aTak BUHMKaE HabaraTto Ginblue, HiX y Byab-sKkux
IHLMX 3NOMHMUKIB.

Knacudpikauisi 3a pisHem n1id20moeKu

KBanigoikauito 3NoOMHUKA BU3HAYEHO HASABHICTIO pPeneBaHTHUX 3HaHb,
YMiHb | HaBMYOK. MOXHa BUOINUTU N'ATb OCHOBHUX CAPEP, OCBOEHHS AKUX MOXE
ByTN KOPUCHUM NOPYLLHUKY ANS 30iIMCHEHHST aTaku Ha KpUNTOCUCTEMY:

B3aEMOAiA 3 KOMN'IOTEPOM Ha PiBHi KOpUCTyBava — NS 34iINCHEHHS
aTak i3 BUKOPUCTAHHAM OOCTYMHUX iIHCTPYMEHTanbHuX 3acobis;

MaTeMaTUYHUN anapart — 419 CTBOPEHHS HOBUX METOZAIB KpUNToaHanisy
N NigBULLEHHSA €(PEKTUBHOCTI HAABHUX METOAIB;

nporpamyBaHHA — N9 pO3pob6neHHsa iHCTpyMeHTanbHMX 3acobis, WO
pea-nidyloTb  anropuTMM  KpunTtoaHanidy; CTBOPEHHS  BipyciB  Ans
po3naparnento-BaHHS MOLUYKIB KrnkoYa 1 T. iH.;

eneKkTpoTexHika W isnka — aOna peanisadii KpyntoaTtak NoOGIYHUMK
KaHanamm 3 BUKOPUCTaHHAM iH(popmaLil, Ky MOXHa BUTAITM 3 obnagHaHHS, Lo
wudpye. Hanpuknaa, 3NoOMHUK MOXe BiACTEXyBaTh eHeprito, CNoXMUBaHy CMapT-
KapToOl, KONMM BOHA BUKOHYE Taki orepaudii i3 3akpuTUM KIYeMm, $SK pos-
WwnppysaHHA abo reHepauia nignucy. NPOTUBHUK MOXe TakoX BUMIptOBaTU Yac,
BUTPAYyBaHUN Ha BUKOHAHHA KpunTorpadpivyHoi onepadii abo ananisyBaTtu no-
BeAiHKY KpunTorpacdidHoro obnagHaHHs nig Yac BUHNKHEHHS MEBHUX MOMUIIOK,;

couianbHa iHXeHepisa — NoTyXHa 36pos 3NTIOMHKMKA, WO A03BONSE 06iNTH
3aXUCT HaMWCTINKILLMX KPUMTOCUCTEM, CKOPUCTaBLUUCL [OOBIPSIMBICTIO KOPUC-
TyBauiB.

"pagauia NPOTUBHUKIB 3a IXHBOI KBanidikauieto Moxe OyTH pi3HOL0.
Hanpwvknag, BuaineHo Tpu Knacu npoTUBHMKIB:

BUCOKOKBanipikoBaHUN 31T0OBMUCHUK-MpodecioHarn;

KBanigikoBaHUN 3N0BMUCHUK-HeNpodoecioHarn,;

HekBanigikoBaHUN 3r10BMUCHUK-HeNnpodecioHarn.
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Knacucapikauisi 3a nep8UHHO iHghopMaujiero npo 3acib wugpysaHHs

MopyLwHMKY Moxe ByTn BigoMa iHpopmMauia (30KpeMa cekpeTHa) Npo
NPUHLMNN PYHKLIOHYBAHHA KPUNTOCUCTEMU. TakK, OOHIEK i3 MPUYNH HEHaA -
HOCTi KpMNTOCUCTEM € BUKOPUCTaAHHSA ClabKux KIoydiB.

Cnabkun Knr4 — Le KoY, Wo He 3abesneyvye JOCTaTHLOro pPiBHS 3a-
XUCTy, abo TOM LLO BMKOPUCTOBYE B LUMAIPYBAHHI 3aKOHOMIPHOCTI, sIKi MOXe
ByTn anamaHo. Lle o3Ha4vae Lo, AKLWO ANs reHepaLii KIoYiB BUKOPUCTOBYOTb
KpunTtorpadgivyHmn cnabknm anroputMm, To, HE3anexHo Big Wndpy, SK1in BUKO-
PUCTOBYIOTb, YCA cucTeMa Oyae HecTinkor. eHepamopu sunadkosux 4ducersl
— ue Te Micue, y KoMy 4acTo JflamarTb KpuntorpadidHi cuctemn. 3Haroum
NPUH-UMN  BUTAryBaHHA BUMAAKOBUX 4YMCEN, TMPOTUBHUK MOXE 3HAYHO
CKOPOTUTU MEXY Nepebopy MOXITMBUX KITHOHIB CUCTEMM.

Ocobnueol yBaru 3acnyroBye TexHosnoris "knentorpacdis”. Po3pobnto-
Ba4y MOXe BUMNagkoBo abo HaBMUCHO BMOHTYBATU Y KPUNTOCUCTEMY NasiBKu,
L0 O03BOMSATb OTPMMYyBaTM AOCTYN A0 3awmdposaHoi iHdopmauii 6e3
3HaHHS CeKkpeTHOoro kntova. Yepes "dyopHum xig" iHpopmoBaHa noguHa Moxe
nerko nogonarty 3axmcTt. AKWO MeXaHi3Mm il Wwupy TpumaroTb Yy CeKperi,
IMOBIpP-HICTb HAsABHOCTI NOAIOHOT "nasiskn" NiaBULLYETHCS.

Knacucpikauisi 3a Moxriugicmro Kooriepauii

OcTaHHIM 4Yacow, y 3B'A3KYy 3 pO3BMTKOM MepeX (3oKpema iHTEPHETY), CTano
MOXIMBUM e(eKTUBHO BMKOpUCTOBYBaTU MeTod "rpyboi cunn" (nepe-6opy)
LWISAXOM  po3naparnesnioBaHHsa  onepauin.  Hepigko  npodecinHi  xakepwu
NOEAHYHOTLCS Y 3MOYMHHI YrpynoBaHHS, WO NparHyTb 40 HaXUBWU Ta BMKOHYOYU
po3KpagalTb KOHMIAEHLUINHY iIHOopMaLito i3 3aMOBNEHb KOHKYPEHTHUX oipM
i HaBiTb IHO3eMHMX cneucnyx6. AnbTepHaTUBHUIA BapiaHT — CTBOPEHHS Bipycy,
HEeNoOMITHO AN KOPUCTyBada, WO BCTAHOBIIOE Ha MIOKMHOYEHUW 00 Mepexi
KoMn'loTep nporpamy, 34aTHy 34incHoBaTU OelundpyBaHHA MOBIOOMITEHHSA
wnaxom nepebopy kntouiB. Micna 3anycky nporpamMy MigKIOYeHO OO cepBepa,
oTpMMye Big HbOro Habip kntodiB Ana nepebopy 1 nicns 3akiH4eHHA poboTu
noseprtae peasynbTaT. [lporpama mMoxe npautoBatv y (POHOBOMY pexumi SK
CKpuHcenBep abo akTmuByBaTMCA HOMaMU. Takuin Nigxig 3acTOCOBYHOTb HE TiNbKK
ans 3namy wudpis, ane U ana nigbopy OBOX TEKCTIB, WO MakwTb OOHAKOBE
3Ha4YeHHS rew-yHKUiT, 064MCneHoT 3a3Ha4YeHNM anropuTMOoM.

Ha puc. 1.5 HaBefeHo npuknag knacudikadii 3arpos iHpopmadii B 3a-
ranbHOMY BUMMAA,.
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3arpo3u iHdopmMauii y KpUTUYHUX iHPOopMaLLiMHUX cucTemMax i TEXHONOrisAX

R
LTyyHi <. _~
4 L 4 L MpupopaHi
HaBMucHi HeHaBMMUCHI
4 L 4 L iL

PoskpagaHHs iHpopmauii
1 HECaHKLiOHOBaHe
KOMitoBaHHS HOCIIB

Hag'asysaHHs
3ab0pOoHEeHUX ain

I ToMUNKK nig 4ac

Bnnue cunbHux NPOEKTYBaHHS

MarHiTHMUX Nonis Ha

CTUXiViHI TinXa
i NPMPOAHI KaTakniamu

MarHiTHi HOCIl iHdbopmauii

Momunkun nepcoHany

. MackysarHs YunTaHHSA 3anuLwKoBoil
nig cnpaeXHbOro incbopmaLli ia 3Y
KopucTyBaua
HesannaHoBaHwui YnpoBagkeHHs anapaTHnx
nepernsg (pes.isis) i NPOrpamHyIX "saknanok’
iHcpopmauii i "BipyciB

HeratuBHun BNnune

®i3nyHe pynHyBaHHS
abo ii KOMMNOHEHTIB A y

HekomneTeHTHe NPUPOAHUX ABULLL
ﬁg’gfp”ma””ﬂ’ TTOMWTKA NPOT pamMHOTO
; potoBaHHs, " anapartHoro
BigKNIOYEHHS 3acobiB p .
3axucTy 3abeaneyeHHs MpupoaHe cTapiHHs
Ta cnpaurBaHHA
HeHaBmucHe nNcyBaHHS PosronolueHHs, 0 orogjn-lnaﬂng:al-malTme
i n BaHHA abo BTpaT: -
obnagHaHHs | nporpamHux AN e aHHS porp ook p
3acobiB goctyny
|
HeHaBMuCHe ncyBaHHS HeobepexHi aii, Momunku B pe3ynbTarTi
HOCIIB iHbopmaUii LLIO NpU3BOAsITH BMMVBY NPUPOSHUX

A0 pO3rosfioleHHA

BigkntoueHHst abo HesakoHHe oTpyMaHHs
BUBELEHHS naponiB Ta iHWKX
3 napgy nigcuctem PEeKBI3NTIB PO3MEXYBaHHS
3abe3neyeHHs besnekn NOCTVOV

Henbane 36epiraHHsi KOHdineHLiHOT

iHbopmau,ii

eneKTpoMarHiTHMX
BUMPOMiHIOBaHb

1 00nik HOCITB

3miHa pexumis pobotn | [MepexonneHHs aaHux, ixHin
npucTpoiB abo nporpam aHanis i cnpobw imitawit

. HenpaBomipHe
HeHaBMUCHe yLIKOOXEHHS | [BiakntoueHHsS obnaaHaHHS

Po3kpuTTa WwndpiB kKpunTo3axucTy iHpopmadit

KaHanis 3B'sA3Ky abo 3MiHa pexumie
po6oTu NpucTpois
: I nporpam
Momunku B poboTi
anaparypu, BUKIUKaHI HeHaBMuCHe HeneransHe
HecnpaBHOCTAMU BMNPOBaXXeHHS

eHepronocTadyaHHs, i BUKOpUCTaHHSA

NOMUIKaMun y il cxemax HEeBpaxOBaHMX Nporpam

Puc. 1.5. 3arpo3u iHdopmauii y KpUTUYHUX iHpOpMaLLIMHUX cUCTeMaX | TeXHOSorifAX




TakmMm 4YMHOM, OUiHIOBaHHS edEKTUBHOCTI KpunTtorpadivyHnx 3acobis
3axucTy iHpopMaLlii CTaHOBUTL CKNagHe HayKOBO-TEXHIYHE 3aBOaHHS.

[ig 4ac Bubopy KpunTocucTtemMn HeobxigHO pobuTn aHani3 norpos 6es-
NeKn B KOHKPETHIN KOMM'IOTEPHIN cUCTEMI, WO nepeabavae OuiHIOBaAHHS CTin-
KOCTi 4O AOCUTb PiBHOMaHITHMX TUNIB KPUNTOAHANITUMHMX Hanagis.

Mogenb norpo3 MoXHa po3rnsgaTv ik KOMNo3uuito Moaeni NpoTUBHN-KA,
mModeni atak i mogeni kpuntocuctemu. Lli mogeni moxe 0ytn nobygoBaHo Ha
OCHOBI HaBeeHMX Kracugikawin.

1.3. Nobynosa moaeni nopywHuka 6e3neku y KmiC

Cnpoba oTpmMaT HeCaHKLIOHOBaHMN OCTYN 40 KOMM'IOTEPHUX MEPEX,
i3 METO 03HAMOMUTUCS 3 HUMMU, 3aNTULLNTK 3arnnCKy, BUKOHATU, SHULLUTU, 3Mi-
HUTK abo BMKpacTu nporpamy abo iHWwy iHpopmadito KBanigikyloTb K KOM-
rn'‘romepHe nipamcmeo. Ak couianbHe siBuLLe NoaibHiI AiT NpOCTEXYIOTb OCTaHHI
10 pokiB, ane BogHo4vac BigbyBaeTbCa TEHAEHUiS1 4O TXHbOro CTPIMKOro 3poc-
TaHHA NO Mipi 36iNbLUEHHA KiINbKOCTI NOBYTOBUX KOMM'IOTEPIB.

3pOCTaHHS KiflbKOCTi KOMM'IOTEPHUX MOPYLLEHb OYiKYIOTb Y TUX KpaiHax,
e BOHU LUMPOKO peKamMyloTb Y pinbmMax i KHUrax, a gitm y npoueci irop paHo
NOYMHaTb 3HANOMUTUCA 3 KOMM'loTepamMu. PasoMm i3 TMM 3pocTae KinbKiCTb
CEPUNO3HNX HABMUCHUX 3ITOUMHIB.

OpHak KOMN'IOTEPHI 3MOYNHLI HE LiKaBNATbCS, HacCKifbkn aobpe 34incHio-
I0Tb 3arasioM KOHTPOJSIb Y KOMMN'HOTEPHIA CUCTEMI; BOHWU LUYKaKOTb €OMHY NasiBKy,
sika npuBeae X 4o baxaHoi meTu. [1na oTpumaHHs iHbopmaLii BOHM BUSB-NSOTb
BUHaXiONUBICTb, BUKOPUCTOBYHOUM MCUXONOTiYHI pakTopu, AeTarbHe nnaHyBaHHA
Ta aKkTuBHI Aii. HeobxiaHo BigokpeMuTn ABa noHATTS: "xakep" (hacker) i "kpakep"
(cracker). OcHOBHa BigMiHHICTb Nosisirae y NOCTaHOBLi MeTU 3namMy KOMM'IOTEPHUX
CUCTEM: NepLli CTaBnATb LOCRIAHWULUbLKI 3aBOaHHA 3 OUIHKA Ta 3HaAXOOKEHHS
Bpas3nmMBOCTEN, i3 METOK NnoaanbLUoro nigBULLEHHA HaAiN-HOCTI KOMN'HOTEPHOI
cuctemu. Kpakepu X BTpy4aroTbCA B CUCTEMY, i3 METOI PYMHYBAHHSA, KPa4iXkKKu,
ncyBaHHs, Moaudikauil iHdpopmadii, i pobnaTe Npa-BOMOPYLUEHHA 3 KOPUCTTUBUMU
HaMipamu LWBMAKOro 36aravyeHHs.

[ns 3anobiraHHs MOXNMBMM norpo3amMm HeobxigHO He Tinbku 3abesne-
YNTU 3aXUCT onepauiHMX CUCTEM, NPOrPaMHOro 3abesneyeHHst i KOHTPOrnb 3a
OOCTYrNoM, ane h BUABUTU KaTeropil NopyLIHWUKIB i Ti MeToaun, SKi BOHW BU-
KOPUCTOBYIOTb.
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3anexHo Big MOTKMBIB, Uinen i metoais, Ail NopyLwHUKIB 6e3nekn iHop-
MaLil MOXHa po3MnoaiNUTN Ha YOTUPW KaTeropil:

LUyKadi npuroa;

iAenHi xakepw;

Xakepu-npodpecioHanu;

HeHaginHi (HebnarononyyHi) cniBpOBGITHMKN.

Llykay npuaod, nepeBaXHO, Le CTYAEHT, Y AKOro pigko € npoaymaHum
nnaH ataku. BiH Bnbupae meTy BMNAgKOBMM YMHOM i 3BMYaWHO BiACTynae,
CTUKaKYUCh i3 TpyaHOWaMK. 3HanLWOoBLUKM Oipy B cMcTeMi ©6e3nekun, BiH HaMma-
raetbcs 3ibpatn 3akpuTy iHOpMaLito, ane NPakTUYHO HIKOMM HEe HamMaraeTb-
ca 1l TaeEMHO 3MiHUTKU. CBOIMM nNepemoramMu Takumn LyKad npurog QinuTbcsa
TiNbKKX 3i CBOIMU BNIM3bKNMU OPY3SAMU-KONEramu.

I0etHUlU xakep — ue TOW camMui LWyKad npurog, ane Ginbl MUTELBKUNA.
BiH y>ke BuOMpae cobi KOHKpPETHI Uini (XOCTK Ta pecypcu) Ha nigctasi CBOIX
nepekoHaHb. Voro yniobneHnm BUaoM ataku € amiHa iHopMaLiiHOro Hamnos-
HeHHs1 web-cepBepa abo, y BinbL pigkux Bunagkax, 6yokyBaHHs poboTn pe-
CypcCy, WO aTakytoTb. [TOPIBHAHO 3 LWyKayeM Npurog, idenHum xakep pos3nosi-
Aae Npo ycniwHi aTakn HabaraTo GinbLuU WWPOKIA ayanuTopii, 3BM4anHO po3Mi-
LLIarYKM iIHGhopMaLito Ha XxakepcbkoMmy web-By3ni abo B koHdepeHuisx Usenet.

Xakep-ripogecioHas Mae YiTKUA NnaH Ain i HAUINMETbCA HA KOHKPETHI
pecypeun. Moro ataku gobpe npoaymaHi Ta 3BUYaiiHO X 3AINCHIOIOTL Y Kiflbka
eTanie. CnoyaTky BiH 36upae nonepeaHio iHopmadito (Tvn onepauinHol cu-
ctemi (OC), cepsicn, WO HagaKTb, | 3aX04N 3axXMCTY, LLO 3aCTOCOBYHOTh). o-
TiM BiH CTAHOBMWTb MNNaH aTaku 3 ypaxyBaHHAM 3ibpaHux gaHux i nigbupae (abo
HaBiTb po3pobnse) BignoBigHI IHCTPYMeHTU. [NpoBiBLWIK aTaky, BiH OTpU-MyeE
3aKkpuTy iHopMaUio, | HapewTi, 3HULWYE BCi cnign cBoIX Ain. Takoro npo-
decioHana, Wo aTtakye, 3Bu4anHoO Jobpe iHaHCYOTh, | BiH MOXe npavoBaTtn
cam abo y cknagi komaHam npodecioHanis.

HeHadiuHul (Hebnazonony4yHul) criepobimHUK CBOIMWN OisMN MOXe 3a-
BOATW CTiNbKKW X npobnem (6yBae 1 GinbLie), CKiNbKA MPOMUCNOBUN LUMAUIYH,
[0 TOro X MOro NPUCYTHICTb, 3BUYanHO, cKnagHiwe susasntu. Kpim Toro, nomy
A0BOAUTBLCS OONaTN He 30BHILLHIN 3aXUCT MEPEXi, a TiNbK1, NepeBaXxHO, MEHLLU
TBEPOUN BHYTPILLHIN 3axnUCT. BiH He Takuii BUTOHYEHUN y cnocobax aTaku, siK
NPOMMCIIOBUI LUMWUIYH, | TOMY YacTille JornycKae NOMUNOK | TUM CaMUM MOXe
BMOaTn CBOK NPUCYTHICTb. OAHaK y uboMy pasi Hebeaneka noro
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HeCaHKLIOHOBAHOro AO0CTYNy A0 KOpNopaTUBHUX OaHuX HabaraTo BuLla, HiX
Oyab-AKOro iHWOoro 3noBMmUcHUKa. NepeniyeHi kaTeropii NopyLwHUKIB 6e3neku
iHbopMauil MOXXHa 3rpynyBaTK 3a IXHbOKW KBanidoikauieto: noyamekieeyb (LLy-
Kad npuroa), ghaxiseupb (idenHU xakep, HeHadinHMA CniBpOBITHUK), rpoghe-
cioHan (xakep-npodecioHan).

[MopywHuK 6e3nekn iHopMmauil, nepeBaxHo, Oyayyn dpaxisLem BU3Ha-
YeHol KBanidikauil, HamaraeTbCcs 4oBigaTUCA NPo KOMMN'tOTEPHIi CUCTEMU N Me-
pexi Ta, 30Kkpema, npo 3acobu IXHLOro 3axmcTty. ToMy MoAesfb MOpPYLUHUKA
BU3HaA4ae:

KaTeropii 0ci6, cepeq AKNX MoXXe BUSBUTUCHA MNOPYLUHUK;

MOXIMBI Ui MOPYLUHKUKA i IXHIO rpajauito 3a CTyrneHAMN BaXXIMBOCTI 1
Hebe3neku;

NpUNyLLEHHS NPOo MOro Kearsiduikau,ito;

OLLiHKY MOro TEXHIYHOI 036POEHOCTI;

OOMEXEeHHS Ta NPUNYLLEHHS NPO XapakTep Noro Ain.

Ha puc. 1.6 HaBegeHo y3aranbHeHy Moaenb NopyLHUKa 6e3neku iH-

dopmadit.

MopywHuk 6e3neku iHcpopmauii

Momusu nopyweHHs1 6esneku Keanigbikayisi TexHi4Ha 036poeHicmb

— — ——

FpansHi gii 8 Mepex OomawHin MKy mepexi

MNouaTkiBeupb

Peakuis Ha gorany,
HecnnaTa 3a po6oTy,
3nui ymucen

MKy mepexi Ha poborTi

CneuianicT
+ MOBM NporpamyBaHHs

MK oCcTaHHbLOrO MOKOMIHHS
B Mepexi + apceHarn cy4acHoro
nporpamHoro 3abeaneyeHHs

MpomucroBuin WNioHaxX, Npoaax

iHdopmaLii MpodbecioHan

e - /'l\_/\
- S A

Puc. 1.6. Mogenb nopywHuka 6e3neku iHchopmauii
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[liana3oH cnoHyKkanbHUX MOTUBIB AiCTaHHA O4OCTYNy 4O CUCTEMWU OOCUTb
LUMPOKMIA: Big OakaHHsA BMNpoOyBaTW eMOLINHUK NigoM nig Yac rpyu 3 KOM-
n'loTepoM A0 BiAYyTTS Bnaauv Hag HEHABUCHUM MeHeoKepoM. 3anmaroTbCs
LUM He TiNbKM HOBa4kn, o BaxatoTb nobaButucs, ane m npodyeciHi npo-
rpamictu. lNMaponi BoHM 3006yBaloTb abo B pe3ynbTaTi nigbopy abo LWsxom
OOMiHY 3 iIHLIMMW XaKkepamu.

UacTuHa 3 HMX, OfHaK, NOYMHAE He TiNbKW nepernagaTtv dannu, ane
N BUABIIATU IHTEPEC CaMe A0 IXHbOro 3MICTy, a Le BXe CTaHOBUTb CEPUO3HY
3arposy, OCKiflbK/ B LibOMY pasi BaXXKO BIOPI3HUTU HEBUHHI NyCTOLLUi Big 350-
YUHHUX Ain.

[loHegaBHa BUMKNUKaNM 3aHEMNOKOEHHA BUMNALKW, KOMW He3a4oBOSIEHI
KEPIBHUKOM Cry>X60BLi, 3MOBXMBaO4YN CBOIM MOMNOXEHHAM, NcyBann CUCTe-
MU, OOMNYCKak4yM 40 HUX CTOPOHHIX abo 3anuwatoum cuctemn 6e3 gornagy B
pobo4YOMYy CTaHi.

CnoHyKanbHMMU MOTMBaMMU Takux Ain €:

peakuist Ha goraHy abo 3ayBaXkeHHs1 3 BOKY KepiBHUKA;

HEBAOOBOMEHHA TUM, WO dipMa He onnaTuna NoHagHOPMOBI rOAMHN Po-
601K (xo4a HanvacTiwe noHagHopMoBa poboTa BMHUKAE Yepes HeeekTUBHE
BUKOPUCTaHHA poboYoro vacy);

31N HaMip SK peBaHLL, i3 METOK NocnabuTn dipMy SIK KOHKYpPEHTa
sKolI-HeByab ipmu.

He3anoBoneHnn kepiBHUKOM CrnyX60BeLb CTBOPIOE OAHY i3 HAanNBINbLLMX
3arpo3 obumcnoBanbHMM CUCTEMAM KONEKTUBHOIO KOPUCTYBAHHS.

lNpogpecilHi xakepu — Uue KOMN'toTEPHI dbaHaTK, WO NPEKPACHO 3HaTb
obumncnoBanbHy TEXHIKY i CMCTEMU 3B'A3KY. BOHM BUTpaTUNM mMacy 4acy Ha
oOMipkoByBaHHS cnocobiB MPOHUKHEHHSA B cuCcTeMM Ta we Ginblue, ekcnepu-
MEHTYOUM i3 caMnuMn cuctemamu. [Ans BXOMKEHHA B CUCTEMY NpodbecioHanm
HanyacTile BUKOPUCTOBYIOTb AEAKY CUCTEMATUKY N €KCNEPUMEHTU, a HE PO3-
paxoBylOTb Ha yaady abo 3forag. IXHA MeTa — BUSIBUTM 1 MOAONATH 3aXuCT,
BMBYUTN MOXIMBOCTI 064YMCnioBasibHOI YCTAaHOBKM W NOTIM BUATW, YNEBHMUB-
LLWCb Y MOXITMBOCTI AOCATHEHHS CBOEI METH.

3aBaskM BMCOKIN KBanidpikauil, Ui Sloan po3yMmitoTb, WO CTYMNiHb PU3UKY
Marnum, TOMy WO BiACYTHI MOTUBM pyMHYBaHHA abo poskpagaHHs. [o kaTero-
pii XxakepiB-npogecioHanis 3BU4anHO 3apaxoByOTb Taknx ocib:

SIKi HanexaTb 40 3MOYMHHMX YyrpynoBaHb, Wo AbaloTb NPO NONITUYHI Lini;

SKi NparHyTb oTpuMaTu iHbopmaLito, i3 METO MPOMMUCIIOBOIO LLUMUIYHCTBA;

xakepiB abo yrpynoBaHHs Xakepis, LLO NparHyTb 4O HAXMBW.
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[ns 30inCHEHHS HeCaHKLOHOBAHOro AOCTyny A0 iHopMaLUiHOI cucTe-
MU NOTPiIGHO, NnepeBaXkHO, NPOBECTU ABa NiAroTOBYI eTanu:

3ibpaTtn BiZOMOCTI NpPo cucTemy;,

BUKOHATWN NPOBHiI cnpobun BXOLKEHHSA B CUCTEMY.

36ip sidomocmeu. 3anexHo Big 0COBUCTOCTI 3NOMHMKA | MOro CXUITbHO-
CTen MOXMUBI Pi3HI HANPsIMK 30MpaHHSA BiAOMOCTEN:

niabip cniBy4aCHUKIB;

aHani3 nepiogMyHMx BUAaHb, BiAOMYMX OIONIETEHIB | JOKyMEHTaLl;

nepexonsieHHs NOBigOMIIEHb €TEKTPOHHOI MOLUTY;

NpPOCyXoBYyBaHHA PO3MOB, TeNnekKciB, TernedoHiB;

nepexonneHHs iHgpopmadii 1 enekTpoMarHiTHOro BUNPOMIiHIOBaHHS,

opraHisauisi KpagiXok;

BUMaraHHs 1 xabap.

baraTto BnacHuKiB CMCTEM 4YacTo He yAaABNSAKTb, 9Ky MigrotoByy poboTy
Ma€ BMKOHATWU NOPYLUHUK, W06 NPOHMKHYTM B Ty abo Ty KOMN'IOTEPHY CUCTE-
My. TOMy BOHM CaMOBMNEBHEHO BBaXatoTb, LLIO €ANHE, L0 HEOOXIAHO 3pobn-Tu,
— ue 3axuctutu cann, Hagaswm MOMY naporb, i 3abyeatoTb, WO Oyab-sika
iHbopmauia npo Ti abo Ti cnabki micuss cucteMmn MoXXe AONOMOITU 3FIOMHUKY
3HanTKW NasiBky U 06iINTK Naponb, AicTaswWwm A0CTyn Ao danny. Takum YMHOM,
iHbopMauia cTae NerkogoCTYMNHOK, AKLLO 3rTOMHUK 3HaE, e W WO AUBUTUCS.

1id6ip cnigy4yacHukie. INMigbip cniBy4acHMKIB 3aCHOBAHO Ha NPOCIYXOBY-
BaHHi po3moB y Bapax, owne rotenis, pectopaHax, TakcCi, NigKNOYEHHI OO Te-
necdoHiB i Tenekcis, BUBYEHHI 3MIiCTy 3arybneHux noptdenis i JOKYMEHTIB.
BinbLly 1 KOPUCHY IHpOpMaLLito MOXHA BUTAITU, AKLLO TPaNNAETbLCA MOXIIN-
BiCTb nigcicTu o rpynu nporpamicTie. Llen cnocié 4yacto BMKOPUCTOBYHOTb
penopTepun Ta NPOdECINHI areHTu.

BumsayesaHHs1 iHgbopmauii 3 nepioOuYHUX eudaHb. 3NOMHUKN MOXYTb MO-
YyepnHyTK 6araTo KOPUCHOI iHbopMmaLii 3 ra3eT Ta iHLWKX NepioaNYHNX BUOAHb.

[NepexorneHHsi NogidoMreHb €1eKMpPOHHOI nowmu. 3BUYanHO ans nig-
KNIOYEHHS 0O €NEeKTPOHHOT NOLTN BUKOPUCTOBYOTH NOBYTOBUIM KOMM'OTEP i3
MO-4EMOM AJ15 3B'A3KY 3 AepXXaBHOK TenedOHHOK MepeXxelo.

TeneOHHMN KaHan OOCTynNy B TaKy CUCTEMY 3BMYAMHO BiflbHUN, Xo4a
OCTaHHIM 4acoM CUCTEMHI ornepaTopyu BMMaralTb YCTAHOBKM O6nagHaHHs
peecTpauil KOpUCTyBauiB eneKkTPoHHOI NowTn. AX 40 HeQaBHLOro Yyacy bara-
TO OOBIAKOBUX CUCTEM Oyrio ocHalleHo 6rokamu, yepes ski 3IOMHUKMA MOTn
BUTAraTM BiNbLwi ob6cArM gaHMx, a TakoxX igeHTUdikaTtopu N naposi KoOpucTy-
BayiB. 3apa3 HeMae Hi4oro He3BM4YanHOro B TOMy, LLO B610KN, YCTaHOBSEHI
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Kpakepamu, MOXyTb OyTU 3aliMpoBaHi 1 TifIbKM OKPEMi YNEHU 3MOYUHHUX
yrpynoBaHb MOXYTb 34UTYBaTU 3 HUX iHpopMaU,ito.

3ae’'sisyeaHHs1 3Hatiomcma. |3 MeTo OTpuMaHHs iHdopmauii npo obunc-
noBanbHy cuctemy abo oTpuMMaHHS Cry>X60BUX MaposiB 3MOMHUKM MOXYTb
BUKOPUCTOBYBATWU Pi3HOMaHITHI cnocobu. Hanpwuknag, 3HanoMnsyYncb, BOHWU
npeacTaBnATbLCA MEHEDKEPAMU; BUKOPUCTOBYIOTb ONUTYBANbHUKK, PO3-4ato4un
iX y dore cipMm 1 getanbHO PoO3NUTYOYM CRIBPOBITHUKIB NPO KOM-M'IOTEPHY
CUCTEMY; O3BOHATb CUCTEMHOMY aAMIHICTpaToOpOBi B 00igHIN Yac i3 NpoxXaHHAM
HaragaTu HIGUTo 3abyTnin Naposib; NPOrynTLCA B BYAMHKY, CnocTepiratoyn 3a
OOCTYNOM 0 CUCTEMU; YCTAHOBNIOKTb KOHTAKTU 3 HE3AWHA-TUMW B LLle MOMEHT
cnyx60BUAMM OXOPOHMU, AKMM BiABigyBaYi Npu BXoai B Oy-ANHOK dipMK MatloTb
npea'aBnaATy ineHTUikauinHnn kog abo napons..

BinbLw 3noBMUCHUM, ane, MOXNUBO, i BinNbL yCRilWHKMM € MeToA "nosto-
BaHHA 3a pasymamu", KOnun Ha pipMy npuxoguTb NOANHA, ska Baxkae npawto-
BaTWU CUCTEMHUM NporpamMictomMm abo iHXXeHepoMm 3B'A3Ky, | NPOCUTb AaTh oMy
KOHcynbTauito. [mBHO, gk 6araTo iHopmauii Moxe nepegatn cnyxboselpb,
SKMA HE Ma€e NepPCrneKkTUBMN 3POCTaHHSA, ane BBaxae cebe rigHm Ginbly BaXx-
NUBOI Ta BUCOKOOMMNayvyBaHoIl Nocagu; BiH MOXe PO3KPUTU KOAM KOPUCTYBA-uiB,
naponi, ykasaTtu crnabki micusa B Mepexax 3B'sa3Ky ToLLO.

AHaniz po30pykKigoK. [esiki 3nOMHWKW AicTann AocTyn OO KoMmn'loTepa,
NPOCTO BUBYAKOYN PO3APYKIBKY, i Lie OAMH i3 HanBINbw eEKTUBHUX | HANMEHLU
PU3MKOBAHNX LUNAXIB OTPUMAaHHA KOHiAeHUinHOI iHdbopmauii. YucneHHi cdipmum
BTpavaloTb iHopMaLito 3i CBOIX KOMMN'IOTEPHUX CUCTEM, NO-NepLle, NOMUII-KOBO
Aymaruy, WO BOHA He MICTUTb KOHIgeHUiMHOT iHdopmadliil, i, no-gpyre,
NOMWITKOBO BBa)karouu, LLLO BCi YOPHOBI PO3APYKIBKM CYMITIHHO 3HULWLYIOTL. Came
TakuM cnocoboM 3MOMHMKM 3MOTIM 3'iCyBaTU AOCUTb NOBHY KapTUHY OpraHisauii
KOMM'FOTEPHOI CUCTEMN, BUKOPUCTOBYIOYN BUKUHYTI PO3OPYKIBKM
N He3aTpebyBaHi NpoToKONM POBOTHN CMCTEMU, AKi CniBPOBITHMKaM obumncnio-
BaSIbHOroO LEHTPY NpeacTaBnsfiiuca HEBUHHMMM NanipuaMu.

lNepexorneHHss rnosidomreHb y KaHasrax 38'dA3ky. Ha cborofHi KifibKicTb
dipM, oCHaWEeHNX 0BYMCrOBarnbHOK TEXHIKOK, MOCTIMHO 3pOoCTae, TOMy nepe-
XOMJIEHHS MOBIAOMSIEHb CTarno LOCUTb pearibHOK 3arpo30to 1 419 KOMepLin-HOro
CBiTY. CNekTp MOXNUBUX MepexonneHb OOCUTb LUMPOKUA — Lie Nepexon-neHHs
YCHMUX TMOBIOOMMEHb i3 BUKOPUCTaAHHAM pajionepegaBadiB, MIKPOPOHIB i
MIKPOXBUNbLOBUX 0b6MnagHaHb; MPOCNYXOBYBAHHA MOBIAOMSIEHb, MNepefaHuXx i3
TeneoHy, Tenekcy 1 iHWMMK KaHanamu nepegaBaHHs AaHUX; KOHTPOSb
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3a eriekTpomMarHiTHMM BuUNpoMmiHioBaHHAM Big [1K; nepexonneHHa CynyTHUKO-
BMX ab0 MIKpOXBUITbLOBUX Nepead.

YcTaHoBMEHHAM pagionepeaasadiB, MiKPOGOHIB i MiKpOXBMIbOBOIO 06-
nagHaHHs abo NpoCnyxoBYBaHHSAM MNiHIN 3B'A3KY 3BMYaMHO 3aMaloTbCs NpPo-
decinHi 3NOMHMKK, a TakoX amaTopu Ta gaxiBui 3i 3B'A3Ky. OCTaHHIM Yacom
KiNbKiCTb BUNAaAKiB YCTAHOBEHHA Takoro obnagHaHHA 3pocrna. YnobneHnmm
TOYKaMn BE3KOHTPOSNBHOrO AOCTYNY TaKoX € TeNeOHHI NiHil.

[MepeoaBaHHsa gaHUX i3 KOMyTaUielo nakeTiB abo 3 BUKOPUCTAHHAM LIK-
POKOCMYFOBUMX MiHIN 3B'A3KY 3i WUBWOKOCTAMU TUCsYa Ta MinbroHn 6oais BuM-
KInukae iHTepec y 3roMHUKIB | MOXe ByTun nepexonneHe, WwWob BUKpacTu nepe-
OaHi NoBigOMMNEHHS, MoandikyBaTh IXHIN 3MIiCT, 3aTpumMaTti abo BURNy4nUTH.

1.4. NMobynoBa mopeni peanisadii 3arpo3 6eanekn y KmiC

MogentoBaHHA npouecy peanisauil 3arpo3 KmiC gouinbHo 3aiicHioBaTu
Ha OCHOBI pO3rngagy IOriYHOro naHutoXKa: "3arposn — [mKepeno 3arposn —
MeToA peanisauil — ypasnusicTb — Hacnigkn". Ha puc. 1.7 nogaHo CTpyKTypHa
cxema Mmofeni peanisadii 3arpos iHpopmauinHmx pecypcis y KmiC.

3arposu I Artaka

MeToau peanizauii
Mxepena 3arpos IB Ypa3nuBictb 3arpos Ib

AHaniTMyHi.
MporpamHi.

MigmiHa. 4[\ AHTPOMOTEHHI. _|\ O6'eKTUBHI. —|\ Textiuni
MogaudikaLlisi. Al Texrorenni. ) Cy6'eKTBHI. / EXHI4HI.

Kpagixka.

OpraHisauiiHi.

CTUXiNHI Bunapkosi
SHULLIEHHS. ColjanbHi

MopyLueHHs HopmanbHOi poboTw.
Momunku nig yac iHctanauii N3, OC,
CKB[ y npoueci ekcnnyatauii M3 YCyHeHHs
1 TEXHIYHUX 3acobiB. abo |
MepexonnexHs iHdopmaliii. ocnabneHHs MeToau 3axucTy \/

Hag'azyBaHHsa HenpasunbHOT araku

iHcpopmaui. MporpamHo-anapartHi.
3HUKHEHHS TexHiYHiI. Hacnigku aTtaku
IHXEHEPHO-TEXHIYHI.
OpraHisauiiiHi.
Mpaeos.i

Puc. 1.7. CTpykTypHa cxema Mopeni peanisauii 3arpo3 iHchopmauinHnx
pecypciB B KmiC

AHani3 HeraTUBHMX HacnigkiB peanisadii norpo3 nepenbadae oboB'sA3-
KOBY ideHTUdikauito (Hanpuknazg, NPUCBOEHHS YHIKANbHOMO Kogy) MOXINBUX
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[pKeper 3arpos, ypasnmnBoCTeN, LLO CrpUAI0TL IXHIKM NOABI Ta MeToaiB peani-
3auii, TobTo Knacudikauito (puc. 1.8).

Ob’ekT 3axucry
iHdbopMaUinHi pecypcu, SKi MiCTATb Bi4OMOCTI 0OMeXeHOoro gocTyny

MeTa iHchopMaLLinHOT 6Ge3neKkn BUKNIOYEHHA HAHECEHHSA MaTepianbHO[O, MOparibHOro
abo iHwWoro 36utky

Wi a TI
—

Kpagixkka GnokyBaHHs Moandikauis

yTpaTa 3HULLEHHS 3anepevyeHHA OIMCHOCTI

3arposu iHopmaLinHoi 6e3neku HaB'A3yBaHHS XNBHOI NOMUIKN

Puc. 1.8. MeTa i norpo3u 6e3neku iHdopmauii

Ona onucy wMogeni peanisaudil 3arpo3 iHoOpMaLuinHUX pecypciB
3acpikcynTe KiHUEBY MHOXWHY CYy6'eKTiB, B3aeEMOLiNHMX 3 iH(opMaLiNHO
cucTemMoro — S, napameTp N — KifibKicTb ypasnusux o ataku komn'totepis (IMK);
napameTp D MICTUTb NoYaTKoOBE 3HAYEHHA CepefHbOl KiNbKOCTi aTakoBaHUX
Komn'toTepiB 3a BUOpaHy OAMHWULIO 4Yacy. YBaXaroTb, WO D € KOHCTaHTOl,
0BYMCNEHHS BPaxoBYyHOTh, LLIO KOMM'IOTEP HE MOXe OyTn atakoBaHo ABidi; a(t)
— nponopuia Bpasnueux K, aki 6yno ycniwHo atakoBaHo 3a 4ac t , N-a(t) —
3aranbHa KifbKiCTb YCNiLWHO aTakoBaHMX KOMM'toTepiB, 3a 4ac t 3pobneHo He
6inbwe D(1-a(t)) HoBux ycniwHnx atak. KinbkicTb 3axonneHnx koMmn'toTepis 3a
ne-pioa Yacy d(t) AopiBHIoE:

n=aN - D(1 - a)dt.

YpaxoBytouu, wo N — koHcTaHTa i N = d(Na) = Nda, npaBunsHum 6yae

TakKe PiBHAHHA:

Nda =aN - D(1 — a)dt,
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y audpepeHuiansHoMy BUrNAai:

d‘ldt =Da(l - a)

Ma€ Take piLIJeHHFII

€D (t-T)

a=—
1+eoi-mn

e T — YyacoBuiA NapameTp, Lo XapakTepuaye HanbinbLue 3pocTaHHs aTak.

[na nobynosu 3aranbHOT CTPYKTYpU nigcuctemmn 6esnekn iHdopmauinHoi
6esnekn y KMiC i mogenen atak BubpaHo pyHKLiOHANbHUI TUM MaTeMaTUYHUX
Moenen, 9KMin HasuBaroTb MoAenaMM "4OPHOI CKPUHbKK". MaTtemaTtudHa Mo-
aenb € mogennto ob'ekta, npouecy abo sBMLa, WO CTAHOBUTb MaTeMaTWU4HI
3aKOHOMIPHOCTI, 3a AOMNOMOrOK SIKUX ONMMUCAHO OCHOBHI XapakTepUCTUKN ob'ekTa,
AKMN MOoAentoTb, nNpouecy abo gasuwa. 3aranbHUM Ans onucy LMx matema-
TUYHUX Mofenen € npouec hopMyBaHHS KpUNTOrpamu.

[na uboro 3agikcytoTb KiHUEeBY MHOXUHY | = {l1, | 2 ,..., Im } nepegaHux
nakeTiB, NPMYOMY KOXXHOMY NakeToBi Bianosiaae nvosipHicts P~ (1 ). Pos-
noain iMoBipHOCTEN BMMAOKOBOro Mnpouecy 3afarTb CYKYNMHMM po3nogi-nom

iIMOBIpPHOCTEN BMNAAKOBUX BENMNYNH, TOOTO MHOXMHO iMOBipHOCTEN P To= {P

"), P (2), .. P (Im)}. Oxepeno ktovis Mopomkye NoTK Krkouis i3
MHOXWHK K i/abo K*. KoxxHomy kntody Ki € K ={K1, K2, ..., Kk} BianoBigae gesika
moBipHicTb P~ ( Ki ), a koxHomy Ki* e K* = {K1*, K2* ..., Kk*} Bignosigae

. . . * * - .
imoBipHicTb P~ (K ). BunagkoBuin npouec BUpoBAeHHS KrtoYiB 3agatoTb MHO-
XXWHOIO IMOBIPHOCTEN:

Pk ={P"(Kt),P"(K2),..P " (Kk)}

P ={P (k). P (k2 ), .. (k) }.

Bubip knoya Kj BM3Hayae KOHKpeTHe BigOOpaXKeHHS @i i3 MHOXWHU
BigobpaxeHsb i popmye kpuntorpamy: E| = ¢i(Ki,lj).
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BigMIHHICTb MK aKTUBHMMU W MACUBHUMU aTakaMu rnosisirae B TOMYy, LLO
nig Yac 34iINCHEHHS1 aTak nepLworo Tuny (akTUBHI aTaku) NOPYLUHUK BUKO-HYE
aKTUBHI Ail, TOB6TO Ail, NoB'A3aHi 3i 3MiHOKO NOTOKY AaHMX abo 3i CTBOPEH-HAM
danbLwmnBMX NOTOKIB (iMiTauis, BiATBOPEHHSA, MoaudiikaLis noeigoMneHb abo
nepeLwlkoan B obcnyroByBaHHi). MeToro gpyroro Tmuny atak (nacuBHi aTakn)
€ OTPMMaHHSA nepegaHoi iHopmauil (PO3KPUTTSA BMICTY NOBIAOMIEHD |
aHani3 NoToKy AaHuX).

OuiHoBaHHS CTyneHst e(peKTUBHOCTI aTakm Moxe ByTn 34incHEHO 3a pa-
XYHOK aHarsnisy gaHux, SKMMmu Bonogie NpOTUBHUK, NOr0 MOXITMBOCTEN Ta iHLUMX
napameTpiB nacnBHux atak. OCHOBHUM METOAOM OLHIOBaHHSA MOXIMBOCTEN
NPOTMBHMKA Nif Yac aTtak € CTBOPEHHSA Mofernen aTak.

1.5. MNobyaoBa matemaTtu4Hol moaeni nacuBHux atak y KmiC

[MacuBHI 3arpo3n BMNNMBAIOTL i3 NPOCITYXOBYBaHHSA (HECaHKLiOHOBAHO-
ro 34nTyBaHHS iHpopMaLii) i He NOB'sA3aHi 3 AKoK-HEeDYAb 3MIHOK IHdhopMaLii.
CyTHiCTb aTaku nondrae B TOMY, WO MOPYLIHWK, BUSHAYMBLUN (PaKT BUKOHAHHS
KpunTorpadpiyHOro NpoTOKOMY, NEPEXOonsIte BCi AaHi, aki 6yno nepegaHo ka-
Harom 3B's3Ky, TOOTO nig Yyac nepegaBaHHA KpunTorpamu E| y By3nu npunman-
HA OeAKUM KaHasrioM MOpPYLIHUK BUKOHYE MOHITOPUHI Mepexi.

BoaHovac nopywHuk (KpuntoaHaniTuk) 3000B's3aHMA BOMOAITM BCiMa
BIAKPUTUMW napamMmeTpamn N OJaHUMn, siKi BUKOPUCTOBYIOTb CyD'ekTn S. Y Ta-
KOMY pasi KpunToaHaniTMk MoXxe 3pobuTn KpunToaHania npoTOKOy, i3 MeTOo
BU3HAYEHHSA ceaHCoBMX abo OOBroCTPOKOBUX KIOYIB, SIKi BUKOPUCTOBYHOTLCS
cyb'ekTamMum-y4acHUKamMum NpoTOKONY.

KpuntoaHania npoTokony 3anexuTb Big TUNy MpOTOKOMY, KiNbKOCTI W
TUMY KIOYiB, MaTeMaTUYHOro anaparTy, SKi BAKOPUCTOBYHOTb Y MPOTOKONI, Ta
IHLWMX XapaKTepUCTUK MNPOTOKONYy. Y3aranbHeHy MoAenb MNacuBHUX aTak
nogaHo Ha puc. 1.9 1.10.

laeHTudbikatop
1 ninposainy. Op. Inchopmauiis 2

ﬂILIDOSAT GaHky lchopmaLi Migpo3ain 6aHky 2

3aincCHeHHA IHbopmaLis 3
NacuBHOI aTaku MOHITOPUHIY 3
3 3arposu Mepexi MopyLwHMK

MopyLwHuK

Y
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I i,ﬂmepeno Kro4iB

T Kntoui

laeHTudikaTop
nigpo3sginy

7

Op.
OpepxaHHS KnoYig
KNiEHTOM BaHK

IHdpopMmaLis Op. Kpuntorpama
WndpyBaHHs
iHpopmauii
4 IHdbopMmauis 3
MOHITOPUHIY Mepexi
3arposn j Op. 3) N
MoHiTopuHr I
—l Mepexi KpunTtorpama

Op. 4
OpepxaHHs
Knto4is )
IHbopmaLis
— >
LL Anroput™ LWNpyBaHHA

|4AJ'IFODI/ITMI/I LNdpyBaHHS

Puc. 1.10. lekomno3uuia moaeni naCMBHUX aTak

KpuntoaHania € pilleHHsM MaTeMaTUYHOro 3aBAaHHS, i3 METOK BU3Ha-
YEeHHS1 camMoro noBigoMeHHs abo gesikmx ocobucTmx Kntodis cyb'ekTiB-yvac-
HWKIB NPOTOKOIY.

1.6. NMobynosa mopgeni aktuBHux atak y KmiC i3 6nokyBaHHAM ne-
peanaBaHHA iHopMmauii

CyTHIiCTb aTaku i3 BnokyBaHHAM nepefaBaHHsA iHGOpMauil nonarae B
TOMY, LWO MNOPYLWHUK, BU3HAYMBLLUN aKT BUKOHaAHHA KpunTtorpadgiyHoro
npoToKony, 6nokye nepegaBaHHA iHopMaLil, y pe3ynbTaTi Yoro Kpuntorpama
He [0Cs-ra€ NPUMMOMHOT CTOPOHM.

Y3aranbHeHa Mofernb akTUMBHUX aTtak i3 GroKyBaHHAM nepefaBaHHS
iHpopmau,il nogaHo Ha puc. 1.11 i 1.12. OTpumyBadem iHopmaLii B LN MO-
aerni € NopyLHNUK.

laeHTndikaTop

1 nigpo3ainy (Op. 0
Mippo3ain IHdopmauis i MepexonneHa
BaHky 1 . . KpunTorpama 3
3aiNCHEHHSA aKTUBHOI ™| MNopywHuk
aTaku i3 6110KyBaHHSM
3 3arpoau nepegadvi iHdopmadii
MopyLuHmk
. J

Puc. 1.11. Moaenb akTUBHUX aTak i3 65IOKyBaHHAM nepenaBaHHA
iHopmauii
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loeHTudikaTop £
nigposainy p.

OpepkaHHA KntoYi

KnieHTOM 6aHKy Kntoui

Op.
IHdbopmauis LLndbpysaHHs KpunTorpama
™ iHdopmauii
/'y
3arpoau Op. .
P :rp BroKyBaHHs IHcbopmaList npo
—[ nepepavi ycniLlHy aTaky
iHdbopmauii
gﬁgexonneHa
Op. 4lkpunTorpama
OpepxaHHs puntorpama

KpunTorpamm

Anroput™m WnpyBaHHS

|2| AnroputMu WNdpyBaHHA

Puc. 1.12. [lekomno3uuia moaeni akTMBHUX aTak i3 6/1OKyBaHHAM
nepenaBaHHA iHopmauii

[ig yac peanisauii uiei atakm HeobXigHI AaHi He JocAralTb NYHKTY Mpu-
3Ha4yeHHsa abo gocaralTb 3aHaATO Mi3HO, WO NPM3BOAUTL A0 BTpaATU KOHQI-
OeHUinHOT 6aHKIBCbKOT iHdhopMmauil.

1.7. Mobynosa moaeni aktuBHux atak y KmiC i3 BHeceHHAIM nepelukon

CyTHICTb aTaku i3 BHECEHHSIM NEePELLKOA Nonsrae B TOMy, O NO-PYLUHMK,
BM3HAUMBLUM (PaKT BMKOHAHHS KpunTOrpadpiyHOro MpOTOKONY, YHO-CUTb AEsKy

NOMUIIKY e 1 nepefae y By3on npunmMmaHHa kpuntorpamy (Ej+e). Ha npunomHomy
KiHUi 32 AONOMOroK 3BOPOTHOrO BigoBpaXeHHs gpi'l (3apa-Horo knovem Ki*) i3
Kpuntorpamu (Ej+¢) BiAHOBMOETECA HEAOCTOBIPHA IHOP-
mauis lje = o H(Ki*, Efre).

Y3aranbHeHy MoAesib aKTUBHUX aTak i3 BHECEHHAM nepeLukos nogaHo
Ha pnc.1.13i 1.14.

IneHTUdbikaTop - < MepekpyyeHa
1 iAposaTy » Op. q iHdbopmauisa
Migpo3ain 6aHky ) »| Migpo3gin 6aHky 2
1 IHdopmauisa .
30iNCHEHHs
aKTUBHOI aTaku 3
BHECEHHSIM MepPEeLLKo, Kpuntorpama 3
3 3arpoau MopyLUHMK
MopyLwHuK L y

Puc. 1.13. Moaenb aKkTUBHUX aTakK i3 BHECEHHSAM nepewkon 48




laeHTudikatop | ]l [Ixepeno krtovis
nigposainy ¥

Kntoui

Z - X
7 Op.
OpepxaHHs kntodiB [y Knroui
KnieHTom 6aHky
Op. 2
IHcbopmauisa Wcppysariia untorpammak
; unTorpama
pMay » |chbop|v|au,|| pamManpurorp

op. D KpunTorpama R

MepexonneHHs

'l iHdbopmauii

i BHECEHHS 3MiH

j Op.
O

OepXKaHHS KNoYiB

3arposu

MoaundikoBaHa kpuntorpama

[lepekpyyeHaa
ifHdopmauis
OewmndppyBanHgf——*™

p.

Anroputmmn Anroput™ WNpyBaHHs
LwnppyBaHHA

N

Puc. 1.14. lekomno3uuisi Mmoaerni akTUBHUX aTak
i3 BHECEHHAM nepeLikon

Peanisauis uiei aTakm Moxe npu3BecTn Ao nepeboto abo Ao ogepkaHHS
Ha MNPUAOMHIN CTOPOHI HernpaBwWmbHOI TpaH3akuii. [lopywHUK MOXe
"ynpaBnatn"  KoHIgEHUINHOK  iH(popMauie, pesynbTaToM UbOro €
€KOHOMIYHNIN 36UTOK KrieHTiB KmiC.

1.8. MNobGynoBa Moaeni akTMBHMUX aTtak "Mackapan"” y KmiC

CyTHicTb aTakm "mMackapag" nonsrae B TOMy, WO KopucTyBay (abo iHLWMM
cyb'ekT — npouec, niagcucremMa Ta iH.) nepegae iHdopMadito Bif iMeHi iHLWOoro
kopuctyBaya. Cnocobu 3amiHn igeHTudikaTtopa MoXyTb OyTW pi3Hi, 3a3BMyan ix
BM3HavyalTb 3a NOMUIKaMM Ta 0COBNUBOCTAMU MepexeBux NpoTokonis. NMpoTte
Ha NPUMOMHOMY BY3Ili Take NOBIAOMIEHHS Oyade CrpUMHATE SIK KOPEKTHe, Lo
MOXe NPU3BECTU OO CEPNO3HMX NopyLleHb poboTn KmiC.

Po3rnaHbMO npouec 34iMCHEHHA aTaku Lboro Tuny. NopyLwHuK, BU3Ha-
YMBWKN PaKT BUKOHAHHA KpunTorpadiyHOro npoTOKOMy, MNepexonsioe
Kpuntorpa-my E|. 13 1 gonomoroio BiH Moxe cnpobyBatm o64ncnunTu
anocTepiopHi NMOBIP-HOCTI Pi3HNUX MOXNUBUX NOBIAOMSIEHb:

oE { (1 ') (2 ') (m |>}

* *

P, =P IE PIE ,..P" I E
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| PI3HUX MOXIMBUX KIHOYIB:
KE

R R B R

P, =P K|E. P K|E..PTKE |,

AKi Mornu 6yTn BMKOPUCTaHI nig Yac bopmyBaHHs Kpuntorpamu Ej.

MHOXMHN anoCTepiOPHUX IMOBIPHOCTEN YTBOPHOKOTL anoCTEePIiOPHI 3HaH-
HA nopywHuka npo kntodi K = {K1, Ko, ..., Kk} i npo iHpopmauito | = {I1, I2,

*

...,Im} nicna nepexonneHHs kpunTtorpamu E|. ®akTU4HO MHOXMHM P .
KIEl

. * . . . ~ . .
i P = € MHOXMHaMMU NpUNYyLLEHb, AKUM NPUNUCaHO BIAMNOBIgHI UMOBIPHOCTI.
OpepxaBLumn HeobXxigHy iHdopMaLito, hopMye KpunTorpamy 3 HE4OCTOBIPHOKO
iHpopmauieto E| e = ¢i(Ki,lje) i nepenae ii Ha By3ni npuMMaHHs.

Ha npunoMHOMY KiHLUi 3a 4OMOMOroH 3BOPOTHOMO BigobpakeHHs (pi'l
(3agaHoro knovem Ki*) i3 kpuntorpamun Eje BiQHOBNIOETLCSA HEQOCTOBIPHA iH-

doopmauisi, nepegaHa NOpPYyLUHUKOM:
lie = o (Ki*, Ele), lie #1;.

Takoro TUMY aTaky, NepeBaxHo, NOB'A3aHO 3i cnpobamMu NPOHUKHEHHS
BcepeamHy nepumeTtpa 6e3nekn KMiC i yacTo peanisyeTbCcsl Xxakepamu.
Y3aranbHeHy MoZesnb akTUBHUX aTak "Mackapaa" nogaHo Ha puc. 1.15
i 1.16.

lneHTndikaTop
1 nigposainy Op. N

IHdopMmauis Big

Migpo3spin 6aHky 1

IHopmaLis

3

3arposu

MopyLwHuK

Puc. 1.15. Mogenb akTMUBHUX aTakK "mMackapag"

30iNCHEeHHs
aKTUBHOI aTaku

"mackapag"

NopyLUHUKa

2

IHdopmaLis
KnieHTa

Migpo3gin 6aHky 2

3
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laeHTudbikatop

niaposainy |1| [xepeno kntouis

Kntoun

N KI‘IIO‘jI

Op. . Kntoui
OpepxaHHs Kntoyis
KMiEHTOM GaHKy
Op. Kpuntorpama
IHopmaLis LIJVICbpyBaHHF_l_
» x@opmauu
Op. R IHdopmauis knieHTa
3arposu :r MepexonneHHs iHdopmalil "
'L i Nnepefaya NoBiJOMIEHHSI KpunTorpama
NOPYLUHWKA J
Y MopYyLUHWKa
p. Iibopmauisiop 51
OpepxaHHs , Bif
L KrtouiB . nopyLHMKa
— — >
Kntoui
ﬁ{ P >
| | AnroputMmn Anroputm WNdpyBaHHA
2| wundpyBaHHs

Puc. 1.16. lekomno3uudisa moaeni akTUBHOI aTtakm "mackapan™

[ig yac 34iNCHEHHA NAaCUBHOI aTaky MOPYLUHMK He BIiMBaE Ha NPOTOKON
0OMiHy iHbopmauieto y KMiC i HamaraeTbCcs oTpumaTy iHdhopMaLito Npo yyac-
HUKIB MPOTOKOMIB 3@ JOMOMOIO MOHITOPUHIY MepeXi, TOMy MacuBHi aTaku
BaXXKo BUABUTU. i Yyac akTUBHOIO PO3KPUTTS KPUNTOMPOTOKOSIB MOPYLUHMK
HamMaraeTbCsl 3MiHUTKU NPOTOKOS Ans BfacHoi notpebu. Cnpobu 3aincHeHHs
TaKoro TUMy atakm MarTb Ha MeTi BinbLu LWNpoku Habip 3aBaHb: OTPUMAaHHS
iHpopmaLil, noripweHHst poboTn cnctemm abo oaepxaHHSA HECaHKLiIOHOBaHOIoO

AO0CTyny 00 pecypci..

1.9. NobynoBa Ta aHani3 moaeni ouiHOBaHHA PU3UKY peanisauii
3arpo3 6e3nekn KOMyHiKauilHUX cuctem

OuiHoBaHHSA pU3KKy peanizauil 3arpo3 6e3nekn 3acHOBaHO Ha 3aXUCTI
KOHQpigEeHLUIMHNX pecypcCiB, AKY BU3Ha4aTb 3a 4ONOMOror aHanisy 3arpos, LWwo
Oil0Tb HA KOHKPETHUI Pecypc, YpasnuMBOCTEN, Yepes SKi Ui 3arpo3un Moxe dyTn
pearnisoBaHo, i Mogernen aTak.

[na nobyooBn mogeni ouiHOBaHHA pU3nKy peanidauii 3arpo3 6esneku
TEeNEeKOMYHiKaLinHUX CcUCTeM BMOpPaHO (PyHKUiOHANbHUIA TUM MaTeMaTUYHUX
MoZenen, HasBaHun mogenamu "dopHoro awwmka". Lli mogeni nobyaosaHo,
BignosigHo o metoponorii IDEFO, i3 BukopuctaHHsam Case-3acoby Bpwin
(puc. 1.17, 1.18).
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Pecypcu

IHbopMaLis LWoAo KPUTUYHOCTI pecypcy‘

Mogeni
peanizauii
3arpos

Pusuk peanisauii 3a 3 6azosumu

3arpo3am AJis pecypcy »

TS
pecypcu

IHdbopMaList Npo 3arpo3au, sikuM nigaaHi Ha

pecypcu

BpasnuBocTi, Yepes siki peanidytoTbcs

3arposun

BiporigHicTb peanisauii 3arposu Yepes

[laHy BpasfBiCTb

KputnyHicTb peanisauii 3arpoau yepes

OuiHka pusuky
peanisauii 3arpos

Pwu3uik peanisauii cymapHo 3a

BCIMa 3arpo3amu 4ns pecypcy

Pwu3wuk peanisauii 3a Tpboma
6a3oBumMu 3arposam ansi IC

Pwu3wuk peanisauii 3a Bcima
3arpo3am ansi IC

Pu3vk peanisauii 3a Bcima 3arposam

[aHy BpasnuBeicTb

Cnyxba
Geanekn

Cuctema 6e3neku

ans IC nicns 3aBaaHHs KOHTP3axoais

Puc. 1.17. Mogenb ouiHOBaHHA pU3MKY peani3auil 3arpo3

[Mani npo Bigainu, 4o AKux

BiAHOCHATLC 51 pecypcu

Pec ypc n
Bpaanueoc Ti,

peanisyloTbec s
3arpoau 1]

(KOHTEeKCTHa fiarpama)

Mopeni peanisauii 3arpo3

'03paxyHOK PiBHA

IHdpopmauis

npo 3arpoau,
AKUM nigaaHi
Ha pec ypc u

IHdpopmauia
uono
KPUTUYHOC Ti
pecypcy

BiporigHic Tb
peanisauii
3arposu
yepes flaHy |/
BpasNMBIC Tb

Kputnusicte
peanisaui P
3arpoau

yepes flaHy
BpasNuBIC Tb

[Ans ouiHBaHHA eKoOHOMIYHOro 36UTKY Nifg Yac peanisauii 3arposu B Te-

I, piBHS 3arpos 3a

BpPasnMBOC TAMM|

Pu3uk peanisauii 3a 3 6a3o0BuMK 3arposam Ans

pecypcy

Pu3uk peanisauii ¢ ymapHo 3a BCima 3arposamu Anst pec ype ¥

PospaxyHok 3HaueHHs|
3aransHoro
piBHsI 3arpo3

3aranbHorp piBHS
3arpo3

A A

OujiHka pusuky

Op.

3a pec ypc om b2

A A

Puank peanisauii 3a Tpboma 6asosumin
3arposam ansi IC

Puavk peanisallii 3a B ima 3arposam ans IC
-

Puauk peanisauii
3a BC iMa 3arpo3am

ns IC nic ns
3aBAaHHA

MosTopHi
PO3paxyHKM 3 y

J T
v

paxyBaHHAM 3afaHux gmp;aﬁgia_x@a

KOHTp3axopiB
-
Op.

i X

Cuc Tema Geaneku
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Puc. 1.18. lekomno3uuia moaeni ouiHOBaHHA PU3UKY peanisaudii 3arpos

NEeKOMYHIKaUiHUX cucTeMax NpPONOHYHTb BUKOPUCTOBYBATWU y3araribHEHY KapT-
Ky ekcrnepTa-aHaniTvka i3 3axucTy iHdopmauil, WO O03BOSMSE BM3HAYUTU HaW-
GinblWw ypasnuei Micus, OUIHUTU PU3NKM Ta BUMPOOUTU KOMMMEKC 3axoniB Ans
3abesneyeHHsa 6e3nekn gaHux (tabn. 1.1). lNig Yac BUKOPUCTaAHHA KapTKU eKc-
nepTa-aHaniTMka BBaXKatoTb, LLIO NOKA3HUK 3aXULLEHOCTI TENEKOMYHiKaLuinHNX




cepefHix cnctem Y1 = 5, TO6TO BOHM HanexaTtb 40 CUCTEM 3i CTYyNeHeM
BUXia-HOI 3aXULLLEHOCTI.

Tabnuuga 1.1

KapTka ouiHIOBaHHS 3arpo3 6e3neku TeneKkoMyHikauiiHUX cucTem

Hassu MeTtoau npoTtunaii
Y2 Y — —
3arpoau TEXHIYHI opraHisauinHi
1 2 3 4 5 6
3arpo3n HaBMUCHOIO
. EkpaHyBaHHs : .
€NEeKTPOMarHiTHOro . BuoaneHHs Big mepexi
5 | 0,5 [Cepeans OyanHKiB .
BMAMBY . . KOHTPOJSIbOBAHOT 30HU
i npuMiweHb, T3
Ha 1l eneMeHTun
[HCTpyKLUiT KOpucTyBaYva
Ta agMiHicTpaTopa
Besneku;
TEXHONOrYHNI NpoLec
06pOBnEHHS;
"eHepaTOp Wymy aKT yCTaHOBIIEHHS
3a naHuyrom 3acobiB 3axucTy;
3arposu BUTOKY
Mo TEXHIYHNX 5 | 0,5 |CepeaHs | eNEKTPOXKMBIIEHHS; BUKITIOYEHHS
KaHanax reHepartopu eNEeKTPUYHNX NiHIA,
NPOCTOPOBOrO SIKi BUXOOATb 3a MeXi
3aLlyMeHHSA KOHTPOSbOBAHOI 30HM NiHilA;
PO3MiLLEHHS
TpaHcOopMaTOpPHOI
nigcrTaHuit
B KOHTPOJSIbOBAHIN 30Hi;
KOHTYpP 3a3eMIIEHHS
3arpo3n HecaHKLIOHOBaHOro JOCTyny A0 iHhopmauil
OxopoHHa
curHanisauisi; .
. MponycKkHWIA pexnm;
rpaTu Ha BiKHa;
3arpo3u 3HULEHHS, , . OXOpPOHZ;
MeTaneBi ABepi;
po3KkpagaHHs . aKT YCTaHOBMEHHSA
, KOOOBUIN 3aMOK,; ,
anapaTHux 3acobis 3acobiB 3axucTy;
HOCITB iH(popmau,ii 2 0,35 |CepeaHs |wmdpyBaHHA gaHux; | 06nik HOCIiB iHpopmMaLlii;
LUNAXOM (Pi3UYHOro OXopoHHa IHCTPYKLUiT KopucTyBa4da
JocTyny A0 HUX eurHarnisauia, Ta agMiHicTpaTopa
yny 36epiraHHs B cendi paTop
. 6eaneku
KOLUTOBHMWX PECypCiB;
LWMPPYBaAHHA OaHUX
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3akiH4yeHHsa Tabn. 1.1

1 2 3 4 5 6
IHCTpyKUia KopucTyBaya;
3arpoan poskpagaHHs, . by . p . y
. . IHCTPYKUiA agMmiHicTpaTopa
HEeCaHKLiOHOBaHOI
N be3neku;
Moandikauii , .
. TEXHONOrYHNIA nNpoLec
abo 6nokyBaHHS AHTUBIpycHe TM3;
. 06pobneHHs;
iHdopmauii HacTpPOKBaHHA |, . .
10 (0,75 | Bucoka . IHCTPYKLIA 3 aHTMBIPYCHOTIO
3a paxyHok HC[] 3acobiB 3axucTy; SAXUCTV:
i3 3aCTOCYBaHHAM 3aXUCT NPUMILLEHHSA y:
aKT yCTaHOBJEHHS
nporpamHo- )
3acobiB 3axucTy;
anapaTHUX
. , onnoMbyBaHHS;
i nporpamHux 3acobis o
cepTudikauisa
HacTtpotoBaHHSA
3arposu )
. 3acobiB 3axucTy; ,
HEHaBMWCHUX Ain I[HCTpYKLUis KopuCcTyBaya;
KOpUCTyBauiB AOCTYN 0 BCTAHOB- | IHCTPYKLiA agMiHicTpaTopa
i nopyLeHb 6e3neku NEHHS pe)KM_M'B beaneku;
. poboTun 3acobiB 3a- ,
(pYHKLiOHYBaHHS ) pe3epBHE KOMNitoBaHHS;
. XUCTY HagaHo Tiflb-
BIBC, yepes nepeboi . aKT YCTaHOBIEHHS
Kn agmiHicTpaTopy .
y nporpamMHomy 3acobiB 3axucTy;
, Cepes- besneku; .
3abe3neyeHHi, 10 10,75 [03BifibHa cuctema
_ HS BMKOPUCTaHHSA
a TakoX Big 3arpo3 AO0MNYyCKy;
. nxepen 0
(nepeboiB anapatypu o TEXHOMOrYHUIN npouec
6e3nepebinHoro
Ta eNEeKTPOXMBIIEHHS) 06pOoBneHHS;
i cTuxinHoro (ygapis eNEeKTPOXUBIIEHHS; | AOrOBIp NPO HEPO3roso-
ONUCKaBOK, MOXEX, roxexHa LLeHHA BaHKIBCbKOI
... curHanisauis; .
MOBEHEN i T. iH.) iHpopmaLii
apaKTe cucTema 3axucTy
P Py Biga HC[
TexHonoriYyHnn npouec;
3arpoau IHCTPYKLiS KOpUCTyBaya
HecaHKLIiOHOBaHOro Mixxmepexesui Ta agMiHicTpaTopa
10 | 0,75 | Bucoka P patop
AOCTyny KaHanamm eKpaH be3neky;
3B'sI3KY aKT yCTaHOBJEHHS
3acobiB 3axucTty
3arpo3au
nepexonneHHs
nig L|ar<): nepegaBaHHA HincppysatHs; MponycKkHUN PEXNM;
.p 10 (0,75 | Bucoka | @isanyHMK 3axmcT pory , ,p ’
NpoBigHNMY , TEXHOMOrYHUIN npouec
. KaHany 3B'a3ky
(kabenbHUMK) NiHIgMK
3B'A3KY
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Ha nigcTtasi imoBipHOCTEW 3arpo3 6e3neku iHhopmau,ii (BU3Ha4atoTb eKC-
nepTu-aHaniTMKN) po3paxoByOTb MOXIMBICTb 1 peanisauil 3a Takol dop-
MYJIOHO:

v :Y1+Y2”
20
ae Y1 — CTyniHb BMXigHOI 3axuLlieHocTi cuctemun: 0 — gna BUCOKOI, 5 — ans ce-
peaHbol, 10 — Ans HN3LKOro CTyNeHa BUXIAHOI 3aXULLEHOCTI;

Y2 — IMOBIpHICTb peani3auii 3arpo3u: 0 — ons ManoMMOoBIpHOI 3arposu; 2 —
OJ19 HU3bKOT IMOBIPHOCTI 3arposun; 5 — ona cepeHbOol iMOBIpHOCTI 3arposu; 10
— [NA BUCOKOI IMOBIPHOCTI 3arposu.

Y — MoXnuBicTb peanisauil 3arpo3m: 0 <Y < 0,3 — Hu3bKa; 0,3 <Y <0,6 —
cepegHs; 0,6 <Y < 0,8 —Bucoka; Y > 0,8 — ayxe BUCoOKa.

1.10. OuiHOBaHHA PU3KKY peani3auii 3arpo3 y KOMyHiKaulilHUX CU-
cTemax

[MpONOHYOTL BUKOPUCTOBYBATU TaKy METOAMKY.

Ha nepiomy eTani po3paxoByloTb piBeHb 3arpo3u 3a BpasnueicTio Th
Ha OCHOBI KPUTUYHOCTI Ta MOXIMBOCTI peani3auil 3arpo3n 4vepes L0 Bpa-
3nmBIiCTb. PiBeHb 3arpo3un nokasye, HacKinbKN KPUTUYHUM € BMNNUB L€l 3arpo-
31 Ha pecypc i3 ypaxyBaHHSM iIMOBIPHOCTI 1T pearnisaduil.

ER
Thc,l,a= C’I’aF)(V)c,I,a,

100
ne ERc | .a — KpnTUYHicTb peanisauil 3arposu (%);

P (V)c | a —MOXNUBICTb peanisauii 3arpo3u Yyepes Lo BpasnmBiCTb.

[ig KpUTUYHICTIO peani3auii 3arpo3u (ER) po3ymitoTb CTyniHb BNMBY
peanisauii 3arpo3n Ha pecypc, TOBTO SK CUNbHO peani3auia 3arpo3n BNMHE
Ha pobOTy pecypcy, BOHA CKNagaeTbCs i3 KPUTUYHOCTI peanisauii 3arposu 3a
KOHiAeHUiMHICTIO, uinicHicTio Ta goctynHicTio (Erc, Eri, Era). O64ncniooTb
ofgHe abo TpW 3HAYEeHHs, 3anexHo BiA KinbkocTi 6a3oBux nocnyr 6esnekw.
3HaxoaaTb 3HAYEHHS PIBHA 3arpo3un 3a BpasnumBeicTo B iHTepsani Big 0 go 1.
Mig 6aszoeumu rocryz2amu 6e3rnexku po3yMitoTb NOPYLLUEHHS KOHQIAEHLIMHOCTI,
aBTEHTUYHOCTI Ta LiNiCHOCTI AaHUX.
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Ha gpyromy etani po3paxoByloTb piBeHb 3arpo3u 3a Bcima Bpasnu-
BocTAMU Cth, yepes aki MOXnunBa pearisauisa Liel 3arpo3v Ha pecypci oaHiel
3 hopMyn, 3anexHoO Bif KiNbKOCTI BUKOPUCTOBYBaHMX 6a3oBUX NOCAyr Y

BIMNBC: ans pexumy 3 ogHieto 6a3oBoto Nocnyro 6e3neku:

cth=1-][@a-Th):
i=1
ana pexnmvy i3 TPbOMa 0asoBuMU nocJsiyramm oesneku:

CThe =1- [ [(a-The) :
i=1

CThi =1- ln_[(l—Thi )

i=1

CTha =1-] 1@ -Tha).

i=1
3HauyeHHs pieHs 3arpo3n 3a BciMa BpasnuBOCTSAMU nepebyBae B iHTEp-
BaniBig 0 oo 1.
AHanoriYyHoO po3paxoByOTb 3arafibHUMN piBeHb 3arpo3 3a pecypcom

Cthr (ypaxoBytoum BCi 3arposu, Lo AitoTb Ha pecypc):
ONSA pexumy 3 ogHieto 6a3oBoro 3arpo30to:

cThr=1-[[@a-Th):
i=1
ONS pexuMy i3 TpboMa 0a30BMMK 3arpo3amu:

CThRe =1- [ [(1-The);
i=1

CcThR =1- [ [(a-Thi):
i=1

CThRa =1 -] ] -Tha).

i=1

3Ha4yeHHs 3aranbHOro piBHA 3arpo3un 3HaxoaaTb B iHTepsani Big 0 go 1.
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Ha TpeTboMy eTani po3paxoByOTb PU3UK 3a pecypcoM R ons pexnmy
3 0gHieto 6a3oBO 3arpo3010:

R=CThR-D,
ae D — KpUTUYHICTb pecypcy (3agaHo y rpollax abo piBHSAX).

[ig KkpuTNYHicTIO pecypcy (D) po3ymitoTb CTYMiHb 3HAYYLLIOCTI pecypcy
ansa iHpopmauinHoi cuctemn, ToBTO SIK CUMNBbHO peanisauia 3arpo3 iHpopma-
LinHOT ©6e3nekn Ha pecypc BNMHeE Ha poboTy iHbopMaUuiHOT CUCTEMM.

3anexHo Big BnbpaHoro pexmmy poboTu, BiH MOXe cKragaTucs i3 Kpu-
TUYHOCTI pecypcy 3a KOHIOEHUIMHICTIO, LiNICHICTIO Ta aBTEHTUYHICTIO, UOro
BU3HAYalOTb 4S8 peXnmy i3 TpboMa 6a3oBmMMKU Nocnyramm 6e3nekun 3a Takn-mum
dopmynamu:

Rc = CTth . Dc;

R
i=CThRi -Dj;
Ra = CThRa . Da ;
3 R
R=(1-|l(@a-—) 100,
( H( 0)
ae Da ci — KPUTUYHICTb pecypcy 3a TpboMa nocriyraMm 6e3neku;

R — cymapHuiA pu3nK 3a TpboOMa 3arpo3amu.

Taknum 4YMHOM, 3HaxXoOATb 3HAYEHHHA PU3UKY 38 PECYPCOM Y PIBHAX (3a-
OaHUX KopucTyBayeM) abo rpoLuax.

Ha 4yeTBepTOMYy eTani po3paxoByoTb eKOHOMiYHUN pu3nk y BINBC CR
OS5 pexmumy 3 ogHieto 6a3oBoK0 3arpo3oto (y rpoLuax):

CR=DR :

i=1

abo ans pexumy poboTu B PiBHAX:

n RI
CR= (1—!1_[(1— og)) 100.
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[ns pexumy poboTu i3 TpboMa 3arpo3amu (y rpoLuax):

3

CR=<CR
z a,,c
i=1
ae CRa i ¢ — pM3MK CUCTEMM 3 KOXKHOIO BMAY 3arpos;
CR - pU3nK cuctemmn CymapHa 3a TpbomMa Baam 3arpos3

abo ona pexumy poboTu B piBHSAX:

CRac=(1- H ﬁ)) 100 :
CR=(1- H” (1 —R_ ) -100 .
i =1 100

Taknm 4YnMHOM, 3anpornoHoBaHa MeToauKa O03BONMSE OLIHUTU €KOHOMIY-
HUM 30UTOK Mig Yac peanisauii 3arpo3n Ha BINBC y xoai BUKOpUCTAHHA €K
okpeMunx 3acobiB 3axUCTy, Tak i Mig Yac KOMNIEKCHOro 3abe3nevyeHHs 3a-XUCTy
BGaHKiBCbKkMX TpaH3akuin. [Ana aHanidy edekTUBHOCTI BUKOPUCTAHHSA 3a-cobiB
3axXuUCTy NPOMOHYIOTh OUIHUTY BBeAeHU "KOHTp3axig" E 3a Bupasom:

E = Rold_ Rnew ,
R

old
e Rold — 3Ha4YeHHS pu3nky 6e3 ob1iky KOHTp3axoay;

Rnew — 3Ha4YeHHA pU3UKYy 3 ypaxyBaHHAM 3a4aHOro KOHTp3axoay.
1.11. NMpuknap po3paxyHKiB pu3uky iHcpopmauinHoi 6e3nekn y BMBC

Po3rnaHbMO po3paxyHKuU pU3KMKIB ONA OAHIET nocnyrn iHgopmauinHoT
Be3nekun, OCKiNbKM ANg iHWKNX NOCAYT PU3NK PO3PaxoBYHOTb aHarnoriYHoO Ha nNpu-
Knagi KpUTUYHUX CUCTEM YNpaBniHHS KOMEPUIMHOIO BaHKy.

Pecypcom € cepBep, KpUTUYHICTb SIKOro OUiHIOTbL 3a wWkanoto Big 0 oo
100 % (puc. 1.19).

0 20 40 60 80 100

Puc. 1.19. lUkana ouiHOBaHHA KPUTUYHOCTI pecypcy
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KpUTHYHICTb pecypcy BU3Ha4aloTb, BiANOBIAHO 40 LiHHOCTI 36epexeHoi
B cucteMi iHdpopmalii, nig wiHHiCcTO iHopMauil po3yMiloTb TON MNO3UTUBHUN
edeKT, AKMN MoXe BYyTKU OTPUMAaHO Nig Yac 1l BUKOPUCTAHHA Ha PO3rTsiHYyTOMY
iHTepBani 4yacy.

O64ncniTb 3HAa4YEHHS1 KPUTUYHOCTI cepBepa baHky, wo gopisHioe 100 %,
TOMY LLO BTpaTa KoHdigeHUinHOT iHbopMmauil, Wwo nepebyBae Ha cepsepi, Npu-
BOOMTb 00 1 BTpATK Ta BianoBiaHO pynHyBaHHI0 Beiel BIMBC 3aranom. Bigno-
BiAHO OO pO3pobNeHoro anroputMy, podbnaTe Po3paxyHKn Mig Yac BUHUKHEH-
HS pi3HKX 3arpo3 (Tabn. 1.2).

Tabnuusa 1.2
3arpo3u Ta BpasnuBocTi y BI1BC
3arposu YpasnusocTi P(V) | ER %
1. BigcyTHICTb pernamMmeHTy JOCTyny 40 Npwu-
1. Pog_Kpa,D,al-_l_!-lﬂ_ adnaapaTHM_)_g MilLleHHS 3 pecypcamu, Lo MicTATb 6aHkis- | 0,35 70
3acobiB, HOCIiB iHdbopmaLlii : ey :
LINSXOM (hisUHOrO JOCTY- CbKy (KOHiAEeHUINHY) iHdopmaLLito _
2. HasiBHa cuctema cnocTtepexxeHHst oxon
ry AO HIX NOE He BCi BaXXnNuei 06'eKTH 0,35 70
2. HecaHK”"OHOBa,'-MM Ao~ 1 3, BigcyTHICTb MiXKMepeXXeBoro ekpaHa 0,75 70
CTyn KaHanamm 3B'si3Ky
3. MNepebin enektpoxme- | 4. BigcyTHicTb axepena 6e3nepebinHoro 075 40
NEHHS €NEeKTPOXUBNEHHSA ’

PesynbTatn po3paxyHKiB OLiHKM pU3nKy pecypcy HaBegeHo B Tabn. 1.3.

Tabnuusa 1.3

Pe3ynbTatn po3paxyHkKiB OLliHKOBaHHS PU3UKY pecypcCy

3arposa/ypasnueicTb Th Cth Cthr R,%
3arposa 1/ypasnusicTtb 1 0,245
3arposa 1/ypasnmsictb 2 0,245 0,430
3arposa 2/ypasnusictb 3 0,525 0,525 0.8105 81,05
3arposa 3/ypasnusictb 4 0,3 0,300

Takum YnHOM, pU3KK cepBepa, po3paxoBaHWin 3a MOAENNo 3arpo3 6es-
nekn BI1BC i MeToAMKOK OLiHIOBaHHS pU3uUKy pearnisauil 3arpos, CTaHOBUTb
81,05 %, Wo cBigYMTb NPO HEODXIAHICTb Y BXMBAHHI KOMMMEKCY 3axoaiB LWoao
3abe3neyeHHs 3axUCTy LbOro cepsepa 3a AOMNOMOrok BiAMNoBIAHUX KPUMNTO-
rpadgoivHNX anropuTMise.
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2. OCHOBHI npMHUUNK 3axucTy iHdopmauii
nig yac nigknroYveHHA Ao mepexi "iHtepHeTt"

[Ons nigkniodeHHs Mepexi opraHisaudii (byab-akol) Ao iHTepHeTy Heob-
XiAHO BXUTWU P NEBHUX OpraHisauinHO-TEXHIYHUX 3axoAiB Ang 1l 3axXucCTy.

[ig yac nobygoBM CUCTEMU 3aXUCTy BapTO BUXOAUTU 3 TOro, Wo Oyab-
SKUMA 3aXUCT YCKNAAHIE BUKOPUCTAHHS CUCTEMM, LLO 3a NMPSMUM NPU3HaYeH-
HAM 0OMeXye OYHKLiOHANbHI MOXNUBOCTI, CMOXMBAE ob4ncntoBarnbHi Ta Tpy-
O0BI pecypcu, noTpedye dhiHaHCOBUX BUTPAT Ha CTBOPEHHSA Ta eKcniyaTauito.
UM HagivHIiWKA 3aX1UCT, TUM JOPOXYOK B Xodi nobyaoBm Ta obcnyroByBaH-
HS1 CTae cucTema i TUM MEeHLL 3pyYHOro Anga 6esnocepeHix KOPUCTyBauiB.

Tomy 3axuLiaroym Mepexy BapTO BUMXOAUTWM 3 AOUINbHOI BapTOCTI 3a-
xucty. TobTo BUTpaTK Ha 3axmMCT MatoTb BYTKM NPONOPLIMHI LiHHOCTI pecypcy,
Lo 3axuLlae. € pag OCHOBHUX MPUHLMNMIB, WO OO3BOMAKTL OpraHidysaTtn f0-
CUTb Be3neYyHe NigKNIYeHHS 00 IHTEPHET MOPIBHAHO NPOCTUMK 3acobamu.

2.1. Firewall (bpangmayep)

OCHOBHUM 3arasnibHOBM3HAHMM 3acObOM TaKOro 3axucTy € MiXKMepexe-
BUN ekpaH (bpanamayep).

MixxmepekeBUn ekpaH yCTaHOBSIOIOTb MK MEpeXel Ta iHTepHeT, i BiH
BUKOHYE pOsSib MepexeBoro dinbTpa (puc. 2.1).

NAT

OAWH B OOMH @
) 3 5

[
|
|
|
|

Puc. 2.1. YcTtaHOBRneHHA OpaHamMmayepa B JfloKanbHiu Mepexi
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loro HacTPOIOKTL TaKUM YMHOM, LWO6 NponyckaT AONyCTUMMWIA Tpadik
Bif KOpuUCTyBayiB Mepexi 4o cnyxb iHTepHeT i Ha3aa, i obmexunTn Tpadik i3
OOKy iHTEpHeT [0 Mepexi, fka noTpebye 3axucTy, TiflbKM HeobXigHMMU
cnyx6amu, Hanpuknag: smtp, dns, ntp.

Honyctumicte TOro abo Toro Tpadika BW3HAYEHO MEPEXEBUM
agMiHicTpa-TOpoM, BIAMOBIAHO A0 MONITUKM  iHdopMauinHOT  Beanekun
opraHisauii. (Hanpu-knag, moxe 6yTn [03BONEHO AOCTYN i3 YaCcTUHMU
Komn'toTepiB Mepexi Ao web Ta ftp-cepBepiB iHTEpHET LBOCNPAMOBAHUM
OOCTYN MiXK IHTEPHET Ta NOLUTO-BUM CEPBEPOM, ane BogHo4ac 3ab0OpOHEHO BCi
iHLWI NPOTOKONM 1 HanpsaMu Tpadika).

Taknm 4YMHOM, MiXXMepexeBun ekpaH (Pi3UYHO PO3TaLLOBYOTb Ha MiCLi
MepeXeBOoro W3y (MapLipytTmnsaTtopa), JIOr4HoO € JOUINIbHUM CMOMNyYnUTH IXHi
dyHKUIT B ogHOMY npucTpoi. Lle fo3sonsie ogHnum 3acobom 3axMCcTUTK 1 no-
KanbHy Mepexy i 6eanocepeHb0 cam Wnto3. Taky onuito nepenbadeHo Ans
mMapLpyTtmsaTopiB komnaHii Cisco Systems (Firewall Feature Set). OgHak ue
npa-Buno € HeobOB'A3KOBUM i MDKMepexeBun ekpaH Moxe OyTu nogaHo
OKPEMUM NPUCTPOEM.

Y HannpocTiwoMy BUMaaKy BUMKOHAHHA OYHKLIA MiKMepexXeBOoro ekpaHa
MOXHa opraHidyBaTth 3a OOMOMOro MepexeBoro qoifibTpa Ha OCHOBI CTOPIHOK
pocTtyny (access-lists). CTopiHKM gocTyny BM3HavaloTb NpaBuna, 3a skumu abo
[03BONEeH0, abo 3abOpPOHEHO NPOXOMKEHHSA Tpadhika 3 NEeBHUMWU O3HaKaMu Bif
O[HOro MepexeBoro iHTepdency MmapLpyTnsaTtopa 4o iHLWOoro ycepeauHi camoro
MapLupyTusatopa. Sk 03Hakm MOXyTb BUKopucToByBaTtu IP-agpecu abo giana-
30H, IP-agpeca mxeperna n npurmayda, Tun npoTOKONY, HOMEpP NOPTY NPU3HaAYeH-
HA abo BignpaBneHHs, pag iHWKX cnyx6oBnx o3Hak IP-nakeTa.

BigMiHHICTb | HeQONIK CTOPIHOK JOCTYNY, MOPIBHAHO i3 Cy4aCHUM MiKMe-
peXeBUM eKpaHOM Monsarae B TOMYy, O BOHU A0O3BOSISAOTbL CTBOPUTU CTaTUY-
HUI 0aHOGIYHMI DINbTP, TOAI 9K MepexeBe 3'€AHaHHS CTaHOBUTb ANHAMIY-HUN
npouec. CTOpiHKM OOCTYyny He O03BOMANTb KOHTpONtoBatTh napameTpu |P-
nakeTta, WO 3anexaTb Big nonepegHix nakeTiB. 3BiACKM BMHUKAE CKMagHICTb
3aCTOCYyBaHHA CTOPIHOK AOCTYMNYy ANA TOHKOro HAaCTPOKBaHHA oinbTpauii Tpa-
dika B TOYHIM BigMNOBIAHOCTI i3 NPUAHATOK noniTuko 6e3nekn. 3okpema, i3
Lii€T MPUYMHU CTOPIHKN JOCTYNY He B 3MO3i 3aXUCTUTK BiJ TAKOro pisHOBUOY Me-
pexXeBol aTaku, 9K "BUKpaaeHHs 3'egHaHHNA", abo "Xxan-gxekiHr".

Y Firewall Feature Set 3a3Ha4deHi npobrnemu BMPILWYOTbL 3a 4OMNOMOrOH0
TOro, LLO BiH BIACTEXYE KOXHE MepexeBe 3'€qHaHHS OKPEMO | KOHTPOSOE
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Becb npouec y guHawmiui. Mig 4ac ycrtaHoBneHHs HoBoro TCP-ceaHcy Mixme-
pexeBuUn eKpaH CTBOPKE ANA HbOro HOBMIK MPOLEC, WO KOHTPOSIE npaBusib-
HICTb 3'€AHaHHA 0O CaMOro MOMEHTY MOro 3aBepLUeHHS. [1o TOro X KOXHU nakeT
Ha TPaHCNOPTHOMY PiBHi NEpPEBIPAITb Ha BiAMOBIAHICTL NonepeaHLOMY,

a BCi "nigo3pini" nakeTtun BigbpakoBylOTb. 3aBASKN LIbOMY CTa€ MOXIMBUM J0-
CWUTb Nerko opraHidyBaTtu pinbTp ANa OOCTYNy BHYTPIWHLOro Komn'totepa o
30BHILLIHBLOrO, ane He [O03BOSIIE 30BHILUHbOMY KOMM'HOTEPY CaMOCTIMHO
3BEPHYTUCA OO0 BHYTPILIHbLOrO.

[HaKkWwe Kaxky4dn, y HacCTPOBAHHAX MDKMepeXeBOro ekpaHa 3agaloTb
npa-suna ans NpoxomKeHHs Tpadika Big o4HOro iHtTepdency o iHworo, Ans
KOX-HOr0 HanpsaMy W KOXHOro TpakTy OKpemo. AKLO npaBuio [O03BOSNSAE
NPoxXogxeH-HA |P-nakeTa Big iHTepdency BHYTPILLHbLOI Mepexi [0 IHTepHeT-
iHTepdpency, TO Ha niacTaBi Takoro naketa OPMYETLCS JIOMYHUN TYHErb Y
MapLIpyTU3a-Topi, Yepes3 SAKUMA yXe MOXYTb MPOWTW BIAMNOBIOHI NakeTn Big
30BHILWHLOro oTpuMyBada. Ak Tifnbku 3'€QHaHHSA 3akpute abo BMYepnaHo 4ac
OYiKyBaHHS!, TYHENb 3aKpUBaETbLCS, i 06ir 330BHI 40 BHYTPILLHBbOro KoMM'totTepa
Byae Bigku-HyTO. I3 L€l )X NPUYMHN eKpaH He NPONYCTUTb NakeTn y 3BOPOTHOMY
HanpsMy, AKLLO iHiLiaTOpOM 3'€AHaHHS € 30BHILLUHIN KOMM'IoTep.

Kpim Toro, MmixkmepexxeBumn ekpaH, Ha BigMiHy Bif, CTOPIHOK JOCTYMY, MOXe
KOHTposntoBaTth 3MicT IP-nakeTiB y noni gaHux i BiabpakoByBaTK NakeTu, LLO
MICTATb MNOTEHUINHO Hebes3neyHi Koau, Hanpuknag, java-annitn. € Mikme-
pexeBi eKpaHu, 34aTHi BUABUTU B IP-nakeTax 03HaKu BiJOMUX MepexXeBux aTak
i nepepBaTu Take 3'€HaHHS, ane ue BXe 40CUTb JOPOri CUCTEMMN.

I3 HanbinbLW geweBux cuctem cnig 3asHaunT Firewall Ha ocHOBI ssapa
onepauinHoi cuctemmn Linux Bepcil 2.4.20 i Buwol n 3acobu ynpasniHHA
iptables. Yepe3 Te wo Linux € 6e3kowToBHo0 OC, Butpatn Ha nobyaosy
Takoro MixX-MepexeBoro ekpaHa 3BedeHo A0 npuabaHHsa 3BUYAWMHOrO
nepcoHanbHOro Komn'rotepa i3 ABoma mMepexeBumun iHTepdencamum. NpoTe
Linux go3Bonsie nobyayBatn AOCUTb HALIMHUM | THYYKUMI MepexeBuin inbTp,
LLIO pOo3ni3Hae okpeMi npanopui y cnyxbosux nonsax IP-nakera.

2.2. NAT

[pyroto LernnHkoro 3abesneyvyeHHst 3axmLLLEHOCTI MepeXxi € "3amiHa mepe-
xeBoi agpecun" — Network Address Translation, abo NAT. BoHa cTaHOBUTb 3aMiHy
B IP-nakeTi peanbHOT agpecu koMmn'toTepa BHYTPILWHBLOT Mepexi Ha Byab-aKy
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iHWY 3afaHy agpecy nig 4ac rnocunaHHs MOoro B 30BHIWWHIO Mepexy. 3aBasku
UbOMY [OMS BHYTPIWHLOI Mepexi CTae MOXIUBUM BUKOPUCTAHHA [iana3oHiB
aZpec, siki He 3acTOCOBYOTb B iHTepHeT (Hanpuknag, 10.0.0.0 — 10.255.255.255).
Lle nossonsie 3anobirtn npsiMomy 06iry 330BHI 4O BHYTPILUHIX KOMN'tOTEPIB i Npu-
XOBYE CTPYKTYpPY Mepexi. € kinbka pisHosuais NAT.

HannpocTiwa n Hanbinbw mMapHa 3 nornsgy 3axucty — ue TpaHcnsauisa
dikcoBaHOI BHYTPILWHbLOI agpecu y doikcoBaHy 30BHILLHIO. [10 TOro X npoTmBs-
HUK Be3nepeLlKoaHo "6ayunTb" TakmMi KOMN'IOTEP Y 30BHILLHIN MepeXxi, TOMY Lo
NOMy OOHO3HA4YHO BiANOBIAAae NeBHa 30BHiWHSA agpeca. OgHak BOHa Heob-
XigHa nig Yac opraHisaudii cepBepa, 40 AKOro noTpibHo 3abesneynTn gocTyn
330BHi (puc. 2.2).

Firewall+NAT NAT+Firewall
103
(Mapuipytusarop)

JlerepminoBaHa 30Ha

W Web-cepsep
5

Mail-cepsep

Puc. 2.2. TpaHcnsauifa ¢gikcoBaHOI BHYTPIWHLOI agpecu
y chikcoBaHy 30BHIlUHIO

Lpyzaa cpopma NAT — ue TpaHCnsUis rpynn BHYTPILWHIX agpec B OOHY
30BHILLHIO. Y LUbOMY pasi BCi BHYTPILLHI KOMN'IOTEPU MOXYTb npaLoBaTu
3 IHTEpHET OAHOYACHO, a MapLUpyTU3aToOp PO3pPI3HSE, KOMY fKa BignoBigb ne-
peTpaHCbOBYETLCA 3a cnyxbosvmu pgaHummn TCP-3'egHaHHA. Y 30BHILLHIN
MepeXi CTBOPHETLCH BPaXKEHHS, LLO A0 Hel 3BepTaeTbCA TifIbKU OOUH KOMM'IO-
Tep. Taka 3aMiHa ICTOTHO YCKNagHIE XUTTA MPOTUBHUKY, TOMY LLO MOBHICTIO
NPWUXOBYE BHYTPILLHI KOMM'IOTEPU 1N NEepPELLKOMKAE "0BUYMCNEHHI0" XepTan (puc.
2.3). NMpoTnBHUK, HaBiTb Bayaum Tpadik, WO BUXOAUTL i3 BHYTPILLHBbOT Mepexi, He
MOXe BM3HA4UTW, Bif AKOro KoMmn'toTepa BiH BUXOOMUTb.
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NAT 6araTto -B oauH

NAT
6ara_To B OOWVH

Puc. 2.3. TpaHcnAuia rpynu BHYTPILWHIX agpec B OAHY 30BHILLHIO

Kpim TOro, ue BUKOYaE MOXMAMBICTb iHiLiaTUBHOIO 00iry 330BHI 4O BHYTPILU-
HbOro KOMN'toTepa, TOMY WO AN MapLipyTusaTtopa B LbOMY pasi BigCYyTHE
npaBuno nNpuB'A3yBaHHA 30BHILLIHBOI agpecu 0O BHYTPIWHbLOI. 30Kpema BU-
KINKOYEHO MOXITMBICTb CKaHYBaHHS i330BHI BHYTPILLIHLOT MEPEXI.

Tpems cpopma NAT — Lue BUKOPUCTAHHSA AN 3aMiHW BHYTPILLHIX agpec
He ofgHiel agpecu, a byab-aKol 3 BMAINEHUX agpec, TOOTO, BHYTPILLHIN KOM-
n'toTep, BUXOAAYM B iIHTEPHET, OTPUMYE BiflbHY B e MOMEHT agpecy 3 6asu
nanux (BMl). BogHovac agpecu nigMiHOOTL gMHAMIYHO, | KOXHe HoBe TCP-
3'eqHaHHA MOXe ByTn BCTaHOBMEHO 3 iHWO IP-agpecoto. Lle Takox cTBOpoE
O0OAaTKOBI TPYAHOLLI MPOTUBHUKY, TOMY WO NO30aBNsie MOro MOXNUBOCTI aTa-
KyBaTu Oyab-SIKMIA BHYTPILWHIM KoMn'toTep npuuinbHo. CkaszaHe woao apyrol
dopmu NAT € cnpaBeanueuMm i Ana TpeTbOl POpPMU. AKLLO 3annUT NPUXOaUTb
i330BHi, TO MapLLIpyTM3aTOp He B 3MO3i 3B'A3aTu agpecy i3 bl 3 agpecoto me-
pexi. ToMy Taknmin 3anuT He OOCArHe METH.

2.3. NeminitTapn3oBaHa 30Ha

lMepeBaxHO, opraHisauii NoTpibHO MaTn B cebe aesiki Mmepexesi pecypcu,
00 SKUX BIiOKPUTUMIA OOCTYN 3 iHTEepHeT. 3BMYarHO ue nowTtoBui, dns- i web-
cepBepun. MexaHi3m iXHbOT pobOTM AOMNyCKae, WO A0 HUX Mae ByTu JO3BOse-HO
BiNbHMN abo cnabko obmexeHui obir 3 iHTepHeT. BianoBiaHO iMOBIPHICTb IXHBOIO
3namy BuLLA, HDK HWKX KOMM'IOTEPIB Mepexi. 13 uiel NpuinHuU posmi-watm ix
ycepeauHi 30HU, Ky 3axuLLeHo, HeaouinbHO 3 nornagy 6esneku, Tomy
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WO B pasi 3namy BOHW MOXYTb CTaTW BOPOTaMM ONS aTakh BHYTPILWHIX KOM-
n'toTepis. na MiHiMi3aUil pusnky i 36epexxeHHs1 (PyHKLIOHanNbHOCTI Taki cepBe-pu
BCTAHOBSOIOTb 32 OCHOBHMM LUSIKO30M MepeXxi, ane nepeq MiKMepeXeBuUM
ekpaHoM, Wo 3abesneyye 3axuCT BHYTPIWHIX Komn'toTepiB. JloriyHy obnactb
IXHBOro PO3MILLEHHSI HAa3MBalOTb AeMiniTapM3oBaHOK 30HOO (puc. 2.4).

NAT+Firewall

1103
(Mapiupyruzarop)

Internet

” Web-cepsep
@ Mail-cepsep

Puc. 2.4. QleminitTapn3oBaHa 30Ha
2.4. Npyrun firewall

I3 puc. 2.5 BMOHO, WO Hilo He 3aBaxae BcTaHoBUTU apyrun Firewall Ha
OCHOBHOMY LWNIO3i Mepexi. Lle € noriyHnm pileHHsam i 4o3BONSE O4HOYACHO
NiABULNTY piBEHb 3aXUCTY BHYTPILHBLOT MEpPEXi U 3aXUCTUTU cepBepu AeMini-
Tapun3oBaHOl 30HU. Y pasi NpaBUbHOIO HACTPOOBAHHA 000X MiXKMepexXeBux
eKkpaHiB NpOTUBHWKY Oyae BXe HabaraTo CyTyXHiwe Aictatuca OO0 BHYTPiL-
HbOI MepeXi opraHidauii. HasaBHICTb Apyroro MiXkMepexxeBoro ekpaHa ycknag-
HIOE KOHpirypyBaHHs MepexxeBoro obnagHaHHS 1 HacTpoBaHHA poboTu BCixX
enemMmeHTIiB Mepexi. [1na goaaTtkoBoro niaBULLEHHST 3aXULLEHOCTI MOXHa BWU-
kopuctatn Firewall-u pisHux BMpobHUKIB. Toai SKWO B ogHOMY 3 HuxX Byae
BUSABMNEHO BPasfMBICTb, IHWWA He O03BONUTbL MPOTUBHUKY 6e3nepeLlkogHo
NPOHMKHYTU B Mepexy, 9K Le marno 6 micue nig yac BukopuctaHHs Firewall-iB
OZHOro TUNy.
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Firewall+NAT | NAT+Firewall
Lno3
(MapLupyTtusatop

BHyTpiwHA mepexa

[eTtepmiHOBaHa 30H3

eb-cepsep

Mail-cepsep

Puc. 2.5. JlokanbHO-KOHCONbHUX NOPT ANA cepBepiB

OcobnmBo BapTo NigKPECNTU, WO MOXINBICTb MEPEXKEBOro AOCTYNY A0
LUNKO3IB | OO MDKMEpPEXeBUX eKpaHiB, WoO YHUKHYTU 3F1I0BMMUCHOMO BMKO-
puUCTaHHs, Mae 6yTn BuknodeHa. I3 nornagy 6e3nekn nNpucTpol, siki nepeby-
BalOTb Ha BapTi Mepexi, MatoTb KOHMirypysatM n agMiHiCTpyBaTu Tiflbku Yve-
pe3 KOHCOSMbHWUI NOPT JIOKarbHO (puc. 2.5).

Cxemy, 3anponoHoBaHy Ha puc. 2.5, Moxe ByTu aewo BAOCKOHANEHO.
[Ans uboro HeobXiAHO BUKOPUCTATU FPaAHMYHUM MapLUpyTM3aTop i3 ABOMa
Ethernet-noptamu (puc. 2.6).

2.5. Proxy-cepBep

BukopuctaHHs Tak 3BaHoro "nocepeaHuka" (Proxy-cepBepa) TakoXx nia-
BULLYYE PIBEHb 3aXULLEHOCTI Mepexi, TOMy L0 BUKIOYaE HeOBXIgHICTb y Nps-
MOMY BUXOZi B iHTEPHET KOMMN'OTEpIiB KOpUCTyBadiB. BogHoyac Takox cTae
MOXNUBUM BiNbLU CyBOPUM KOHTPOSb 3a AaHuMu B IP-naketax Ha piBHI Me-
pexeBux gopaTtkis. Proxy-cepsep npautoe gk nocepeHnk Mk 4o4aTKOM KO-
pUCTyBaya i BUITyHEHUM MepeXeBUM PecypcoMm B iHTEpHET. CxemMaTU4HO CyT-
HICTb MOro poboTn nokasaHo Ha puc. 2.6.
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Internet

KnieHTCbKn Komn'toTepu

Puc. 2.6. Proxy-cepBep

Proxy-cepBep cknagaeTbCs Hibu i3 ABOX YaCTUWH, KIIEHTCLKOT Ta cepBep-
Hoi. KnieHTcbka YacTuHa amBnTbCA B BiK iIHTEPHET, cepBepHa — B DiK KNIEHTCb-
Koro komn'totepa. Konun KnieHTCbKUM KOMM'IOTEP 3BEPTAETLCA OO0 BUIYYEHOro
canty Yyepes Proxy-cepsep, MOro KnieHTCbKNN MepeXeBnn oOaTOK B3aeMogie
i3 cepBepHOI0 YacTnHoto Proxy-cepsepa.

BogHo4yac Proxy-cepsep Ha piBHI godaTka nepenae KnieHTCbKUA 3anut
CBOEI KITIEHTCBbKOI YaCTUHU, | BOHA BXe Bif iMeHi Proxy-cepBepa Haacunae Lemn
3anuT Ha Buny4deHun cant. Tob6To BignpasneHun IP-naket mae agpecy Proxy-
cepsepa.

MoTim oTpumaHy BigNOBIAb NepefarTb Yy 3BOPOTHUM OIK Big KMIEHTCLKOI
yacTuHM Proxy-cepBepa WOro cepBepHOl YacTuHW, i3 akow 6esnocepeHbO
B3aeMofie KOMN'toTep KOpuUcTyBaya. TakMMm YMHOM, npaAMe 3'€QHaHHSA KIIEHTCbKUX
KOMM'toTepiB i3 BUNYYEHUM CaWTOM BUKIIOYEHO. YcepeauHi Proxy-cepBepa nepe-
AAaBaHHSA OaHUX MiXK KNIEHTCbKOK YaCTMHOK 1 CEPBEPHOIO BiABYBaAETLCS BXE He Ha
TPaAHCMOPTHOMY pPiBHi, @ Ha piBHI NPOTOKONY AodaTka, unm 3abeanevyeHo nerkicTb
KOHTPOSO KOMaHZ i AaHMX Ha BiANOBIOHICTb yCTaHOBNEHUM cTaHgapTaMm. Kpim Toro,
ue [os3Bonse 3abe3neyntn [OCUTb HALIMHWUM KOHTPOMb 3a nepe-AaBaHHAM
3MOBMUCHUX KOAIB ycepeauHi JaHux. HaBiTb y pasi yCcnilHOoI aTtaku
3 00Ky iHTEpHET 3a BIAKPUTUMM NpPOTOKONaMM Yy UbOMY Bunagky b6yae
YLLIKOKEHO TiNbKn Proxy-cepsep, WO He CTaHOBUTb iIHpOpMaLiNHY LiHHICTb, a
komn'toTepu KopucTyBadiB byayTb 3anuiatucs B 6esnewi e SKMncb Yac.

Uepes Te, WO Proxy-cepBep npautoe TiNbKW 3a AekinbkoMa BiZOMUMW Mpo-
Tokonamu (HTTP, FTP Ta iH.) i He nponyckae Yyepes3 cebe iHWi nakeTu, BiH CUMbHO
00OMeXy€e MOXINUBOCTI MPOTMBHUKA 3 BUKOPUCTAHHS MEPEXEBUX "TPOSHCLKNX KOHER"
ANSA 3aKpinfieHHs Ha Oyab-KoMy 3 KOMN'IOTEPIB KOPUCTYBaYIB.
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3anuwatun mail-cepep y AeminiTapusoBaHin 30Hi 3 ogHoro 6oky Heba-
XaHo, TOMY WO Ha HbOMY dPaKTU4YHO 36epiraeTbCcs nowToBa 6asa gaHuX i3 ne-
PENMCKOK0 NOKaribHUX KOPUCTYBadiB, a AeMiniTapu3oBaHa 30Ha HEe MOXe 3a-
B6e3nevunTn HanexHoro pPiBHS 3axncTy MepexeBnM pecypcam. 3 iHWoro Boky,
SKLWO cxoBaTu mail-cepBep ycepeaunHi nokanbHOI Mepexi, To BiH abo He 3Moxe
B3aEMOLISATU i3 30BHILWHIM cepeaoBuLleM, abo byae cTaHOBUTM BOPOTA i3 30B-
HILLHLOrO cepefoBuLLA Yy BHYTPIWHIO JIOKANbHY MepeXy, SKUMU NOTEHUINHO
3MOXe CKOpUCTaTUCS NMPOTUBHUK.

YHacnigok uboro AopeYHUM PilleHHAM € BUKOPUCTaHHS OBOX MOLUTOBUX
cepBepiB. OCHOBHUIN CepBep YCTaAHOBMIOKTbL yCepeauHi Mepexi, sika 3axu-
LeHa, | MOro He BUAOHO AN 30BHIWHbLOrO CBITY. YCi JIOKarbHi KOpUCTyBaui
NOLUTOBOI CUCTEMU 3aBOAATb HA HBOIO | MaKTb 40 HbOro NPsAMUM goctyn. Bia-
NnoBiAHO, yCA BXigHa KopecnoHAeHUis 36epiraeTbCs Ha HbOMY B MOLUTOBUX
CKPpUHbKax JIOKarbHUX KOpUCTyBadiB. BignpaBrieHHS eneKTPOHHOI NnowTn Ta-
KOX 34INCHIOKTb Yepes HbOro.

Apyrun, abo 30BHILLHIN, NOWTOBUN CepBep YCTaHOBIIOKTL Y AeMinita-
PU30BaHiIl 30Hi, BiH 3abe3neuye B3aemogilo e-mail 3 iHTepHeT. Moro HacTpo-
IOOTb TakKMM YMHOM, WOO yCl MNOWTY, WO NpUXoauTb Ha iM'A KOPUCTyBauiB
opradisauii, Bigpasy nepecunaTt Ha BHYTPILLHIA MOLWTOBUN cepBep. Y Takum
cnoci6 y noro nowToBi 6a3i AaHUX HEMAE Hi OAHOro 0BMIKOBOro 3anucy Ko-
PUCTYyBadYiB OpraHisauil i XOOHY CTOPIHKY He BigknagawTb NS OOBroCTPO-
KoBoro 36epiraHHsi. ToMy SIKLWO BiH BUABUTLCH 3NaMaHuUM 31T0BMUCHUKOM, TO
NPOTUBHUK He AiCTaHe AOoCTyny A0 Hakonu4yeHol nepenuckwu. poTe nicns
3namMy NPOTUBHUK AICTAE MOXINUBICTb NEPEXONSIEHHA N YNTAHHA TPaH3UTHOI
nowTn. Tomy nNOTPiOGEH peTenbHUM KOHTPONb 3a NOoAIbHOK cuTyauien |
HeramHe BXMBaHHS 3axo4iB 3a Nigo3pu Ha HecaHauinHoBaHwun goctyn (HCL).

[MepeBaroto Takoi cxeMun € Te, WO HaBiTb 3i 3laMaHOro 30BHILLIHBOMO Mo-
LUTOBOrO cepBepa He TaK NMpoCTO AiCTaTUCA A0 BHYTPILWHBLOT 3aXULLEHOT MepeXi.
O6MiH gaHUMM MK 30BHILLHIMM Ta BHYTPILWHIM NOWTOBMMKU cepBepamn Bigdy-
BAETbCA Yepesd MKMepeXXeBU eKpaH i3 eguHUM o3BorieHnM noptom (SMTP) 3a
€OMHOK0 O03BOJSIEHOID Mapol agpec. 3BepTaHHA A0 iHWKUX KOMM'loTepiB i 3a iH-
LMK npoTokonamu 6yae 3abnokosaHo. ToMy BNAMBAaTK 3 HBOrO NPAMO Ha KOM-
N'toTepn KOPUCTYBaYIB BHYTPILLUHLOT MEPEXi HEMOXITNBO.

2.7. AHTUBIPYCHMM 3aXUCT NOLUITOBOI CUCTEMM

OnepavuinHa cuctema Windows gyxe Bpasnuea nepen AesKUMU pisHOBU-
Aamu nowTosux BipyciB. KopuctyBayy 6yBae 4OCTaTHBO BCTAHOBUTU MOKAKYMK
Ha iH(pikoBaHMN KOHBEPT, WOo6 Bipyc akTueidyBaBcs. Ane Ginbl HebeaneyHnm
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€ Te, WO MexaHi3M poboTn NOoLWTOBKX BipyCiB MOXe BYTU BUKOPUCTAHO 3110B-
MUCHMKOM AN 3aKnaaHHs B 0611acTb MEPEXEBONO "TPOSIHCLKOIO KOHS", SSIKUMM
3axuwaeTbcd. BiH 0O3BONMUTE MPOTUBHUKY TAEMHO CKadyBaTW [aHi 3 BaLlOl
Mepexi Ta 3006yTn BCto iHdhopmaLito, WO LikaBuTb. TOMy 3abe3neveHHto aHTu-
BipYCHOro 3axuCTy TpaKTy OOCTaBMSAHHS MOLWTU Yy BHYTPILWHIO MEPEXY BapTO
npUAINMTU JOCUTb CEPUO3HY yBary.

€ pag nporpaMHux 3acobiB, NPM3HAYEHUX AS151 KOHTPOSIO 3a KOPECHMOH-
AEHLIE Ha MOLITOBUX cepBepax o4O HasABHOCTI B Hi BipyciB y npoLueci
NPUMMaHHSA N NepecunaHHsa enekTPOHHOT NOLUTHU.

MpuHUMN 1T poboTM Nnondarae B TOMY, WO BCHO MNOLITY, WO NPOXOAUTb Yyepes
cepBep, cnoyaTKy nepecrnpsiMmoBylOTb CrelianbHOMY KOPUCTYBaYeBi, posib SIKOro
BUKOHYE aHTMBIPYCHUM npouec. BiH ckaHye 3MICT KOXXHOI CTOPIHKW Ha HasiBHICTb Y
HbOMY (oparMeHTIiB BiZOMWUX BIPYCIiB. AKLIO CTOpiHKa MICTUTb LLOCb CXOXe Ha
BipyC, MOro BUIy4aroTb i3 nNpouecy nepenaBaHHs W, 3aneXHO Bif HACTPOKBaHb
aHTUBIpyCy, NigaalTb 3agaHin obpobui. NoBiAOMNEHHA NPO BUSBNEHUN BipyC
BiACMNalOTb BigNpPaBHUKY U OTPUMYyBaYy iH(IKOBaAHOI CTOPIHKK, a TaKoX Ha iM'a
3a3HayeHnx agMmiHictpaTopiB cuctemu. licna nepesBipkn CTOPIHKK, LWLO HE BUKIMN-
KaloTb Migo3pu, BiocMnalTb 3a NPU3HAYEHHAM.

TuM cammm Ha piBHI NOWITOBOrO cepBepa CTaBnATb HaLiMHUA 3axucT
BiJOMUM BipycaM B €NeKTPOHHIN nowTi. Yepes Te, WO aHTUBIpyCHa nporpamMa
po3ni3Hae TifbKKU BipyCcK, curHatypu skmx nepebysatoTb y 1i 6asi gaHux, He-
0oOXiaHO perynapHoO oBHOBNATU aHTUBIpYCHY 6a3y gaHnX 3 OiLiHOIO CanTy.
IHakwe mepexxa MoxXe cTaTu BpasfmMBoKo ANA 3HOBY CTBOPEHUX BipYCIB.

2.8. Log-cepBep

Log-cepBep — ue 3ararbHOBIJOMUMA MEXaHi3M MPOTOKOSIIOBAHHA CUCTEM-
HUX MOAIN Ha cepBepax i KNIEHTCbKUX poboumx cTaHuisax. PospobntoBayi npo-
rpaMHoro 3abeaneyeHHs BKIOYaOTb Y CBOI NPOAYKTU doparMeHTn Koay, siki Ha Ty
abo Ty noaito reHepyloTb BiAMOBIAHI TEKCTOBI MOBIAOMMEHHS, WO MNOCKMaTb
onepauinHin cuctemi. Cuctema 30upae gaHi nosigoMrneHHs B log-dannax, Aki
NoTiM MOXYTb aHanidyBaTtmcs agmiHictpatopoMm abo KOpUCTyBayeMm, i3 METOH
3'scyBaHH4, Ak noAii BigbyBanuncs B cuctemi gesiknin yac notomy. Lle nossonse,
Hanpuknag, 3'acyBatn, YOMy He 3anyckaeTbcsl Ta abo Ta nporpama, abo 4yomy
NPUNUHUB (PYHKLIOHYBaTN NEBHUI cepBic. [lyxe KopucHi log-hannu ansa no-wyky
cnigis 3anamy cucteMu 1 BigBigyBaHHs 1l HECaHKUIOHOBaHMMU rocTtamun. Yepes Te,
LLIO 311aM, NepeBaXxHO, CyNpoBOAKeHO 6e3nivy4yto 3abopoHEHMX iN,
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e NopoaXKYE BESIUKY KiNbKICTb CUCTEMHMX NOBILOMIMEHb, WO ocigalTb Y log-
drannax. Hepes ue NpoTUBHMK 3aBXAW NparHe CTePTU Cnign CBOEI NPUCYTHOCTI,
abo suaganuewu log-gannu, abo ix nigumctTmeLun. B 060X BMNagkax agMiHicTpa-
TOpPY Nicns Luboro 6yae BaXKo 3p03yMiTH, LLO X Bigdynocsa B cUCTeMi Hacnpasgi:
SAKUM YMHOM Yy Hel NMPOHUKIK, K OOBro B Hi nepebyBanu, nepLu HiX BCTUIMN
nokopuctyBaTtucs. ABO HaBiTb MPOCTO NepekoHaTUcs, LWo Bce Jobpe.

Tomy 060B'sI3KOBOIO YMOBOI A1t MEpPEXi, NiAKIOYEHOT A0 IHTEPHET, €
HasABHICTb Y Hi OKpeMoro Log-cepsepa.

[MpuHUMN noro poboTn nonsirae B TOMy, LLO KOXHa onepauinHa cucrtema
MOX€e nocunaTtu NoBiAOMIIEHHS NPO cucTeMHi noaii 3a UDP -npoTokonom Ha
BUNydeHun cepsep. Lle MOoXyTb pobuTU TakoX MapLupyTmMsaTopy N MiK-
MepexeBi ekpaHn. 3bmupatoum Taki NoBIJOMIIEHHS Ha chneuianbHO BUAINEHOMY
cepBepi, 3abe3nevyoTb IM CXOPOHHICTb Bid PyK NPOTUBHMKA. TOMY ASS MiHi-
Mi3auii iMoBipHOCTI 3namy Log-cepBep Mae 6yTu npusHa4yeHO TinbKW AN
36upaHHs log-nosigomneHb. BiH He Mae BMKOHYyBaTK OyaOb-sIKUX iHLWNX OYHK-
Ui | BUKOHYBATK iHLWWI MepexeBi foaaTtkn, Kpim syslogd. Y ubomy pasi nicns
3namy 6yab-sKux KoMn'toTepiB Mepexi Ha Log-cepBepi 3anuwaTtbea BignoBig-
Hi NOBIOOMMNEHHSA, 3HULLUTN AKI NPOTUBHUK YXKE HE 3MOXeE.

Takum YMHOM, y pe3ynbTaTi HanbiNbL ONTUMAarbHOK € Taka cxema nia-
KIOYEHHSA NIOKanbHOI Mepexi Ao iHTepHeT (puc. 2.7).

JlokanbHa mepexa

NAT+firewall

NAT+firewall
LWnto3
(mapwpyTtunsartop)

Mail-cepsep Web-cepBep

. BHyTpiLwHIn
[eTepmiHOBaHa 30Ha  Mail-cepsep

Proxy-cepsep Log-cepsep

Puc. 2.7. Cxema 3 Log-cepBepom
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Takum 4ymHoM, 3pobrieHnn aHani3 cnocobiB 3axXMCTy KOMM'IOTEPHUX MEPEX
nig Yac nigknoveHHs X o rnobanbHOI Mepexi iHTepHeT nokasas, Lo Ansa 3a-
Be3neyeHHs 3axmCTy nig Yac odMiHy iHopMaLieto abOHEHTU NoKanNbHOT Me-pexi
MatoTb BUKOPUCTOBYBATU NPUHLMMNN N 3acobun B6eanekn B KOMMNIEKCI
3 opraHizauinHmmMmm 3axogamu. Lle 0o3BonuUTb HaZIMHO 3aXUCTUTK B aTak K
aKTUBHUX, TaK i MACMBHUX NPOTUBHUKIB.

3. BUKOHaHHSA 3aBAOaHHA

3.1. padhiuHe 3aBAAHHA

Po3pobitb 3a gonomoroto MS Vizio cTpykTypHY cxemy nobynosu Kop-

nopaTMBHOI MepPEXi KOMMNaHii.

Y KopnopaTuBHiin Mepexi KOMMNaHii, Wo po3TalloBYETbCA Y ABOX OyauH-
kax (4 noBepxu Ta 2 noBepxu, BignosigHo), KinbkicTb NK i Mepexesi TexHoro-

rii BU3Ha4yeHo B T1abn. 3.1.

Tabnuusa 3.1
KinbkicTb K i mepexeBi TexHonorii

Ne Kinbkictb MK Mepexesi Kinekictb MK Mepexesi
BapiaHTa 1-n 6yguHoK TeXHosorii 2-1 ByanHOK TexHonoril

1 2 3 4 5

1 8 Ethernet 6 FDDI

2 10 100AnyLAN 4 WiFi

3 6 Token Ring 8 Fast Ethernet

4 12 WiFi 12 Token Ring

5 14 Ethernet 14 WiFi

6 20 100AnyLAN 16 Token Ring

7 8 Fast Ethernet 20 100AnyLAN

8 6 Ethernet 8 FDDI

9 4 100AnyLAN 10 WiFi

10 8 Token Ring 6 Fast Ethernet

11 12 WiFi 12 Token Ring

12 14 Ethernet 14 WiFi

13 16 100AnyLAN 20 Token Ring

14 20 Fast Ethernet 8 100AnyLAN

15 8 Ethernet 6 FDDI

16 10 100AnyLAN 4 WiFi

17 6 Token Ring 8 Fast Ethernet
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3akiHyeHHsa Tabn. 3.1

1 2 3 4 5

18 12 WiFi 12 Token Ring

19 14 Ethernet 14 WiFi

20 20 100AnyLAN 16 Token Ring

21 8 Fast Ethernet 20 100AnyLAN

22 6 Token Ring 8 Fast Ethernet
23 12 WiFi 12 Token Ring

24 14 Ethernet 14 WiFi

25 20 100AnyLAN 16 Token Ring

Po3pobiTb CTPYKTYPHY CXEMY 3axXUCTYy KOPNOpaTUBHOI MepEXi KOMMaHil,
Oobr'pyHTYNTE Ta 3anponoHynTe HeobXiaHi NPOTOKONW KaHanis 3B'A3Ky i nNpo-
rpamHo-anapaTHi 3acobu ansa 3abesneyeHHss KOHQIgEHUINHOro 0OMiHY iHop-
MaLien MK KopucTyBadammn gpyroro OyauHky; 3abesneydte HagilHUM 3aXUCT
nig 4ac BMxody KoOpucTyBadiB go mepexi "lHTepHeTt". lNporpamHo-anaparHi
3acobun 3abes3neyveHHs 6esnekn nig Yyac NigkIYeHHa 0o iIHTepHET HaBe4EeHO B

Tabn. 3.2.

Tabnuusa 3.2

MporpamHo-anapaTHi 3acobu 3abe3ne4vyeHHs 6e3neku
nig vyac nigkroYvYeHHA Ao iHTepHeT

Ne MporpamHe Ne MporpamHe
BapiaHTa 3abe3neyeHHs BapiaHTa 3abe3neyveHHs
1,3,5,19 NAT-2, Proxy-cepBep 8, 10, 12, 22 HewminiTapusoBaHa 30Ha,

NAT-3
2,4,6,20 | [OewminitapnsoBaHa 30Ha, 13, 15, 17, 23 2 Mail-cepBepu, NAT-1
Log-cepBep
7,9,11, 21 NAT-1 + Firewall, 14, 16, 18, 24, Log-cepsep,
Proxy-cepeep 25 Proxy-cepBep

3.2. Po3paxyHKoBe 3aBAaHHA

MpoBeaiTb po3paxyHkM pu3unky iHopmaLinHOT 6e3nekn npu NigKMYeHHI
00 Mepexi Ta MOXITMBOCTI NPOBeLEHHSI aKTUBHOI (MACUBHOI) aTakw.

BapiaHT 3aBgaHHA 0N KOXHOro CTydeHTa BM3Ha4yaloTb BigMoOBIAHO 3a
HO-MepoM Yy XKypHani akageMidHol rpynu.
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HdonaTtku

Hopatok A

CumBonu knpunuui (anbTepHatMBHa KkogoBa Tabnuua ASCII)

CumBonu [lecaTtkosi [1Binkosi Cumonu | [ecartkosi [1Binkosi
A 192 11000000 9] 225 11100001
b 193 11000001 B 226 11100010
B 194 11000010 r 227 11100011
r 195 11000011 A 228 11100100
a 196 11000100 e 229 11100101
E 197 11000101 X 230 11100110
XK 198 11000110 3 231 11100111
3 199 11000111 n 232 11101000
n 200 11001000 n 277 11101001
n 201 11001001 K 234 11101010
K 202 11001010 n 235 11101011
J1 203 11001011 M 236 11101100
M 204 11001100 H 237 11101101
H 205 11001101 o 238 11101110
@) 206 11001110 n 239 11101111
Mn 207 11001111 p 240 11110000
P 208 11010000 c 241 11110001
C 209 11010001 T 242 11110010
T 210 11010010 y 243 11110011
Yy 211 11010011 d 244 11110100
d 212 11010100 X 245 11110101
X 213 11010101 L, 246 11110110
U 214 11010110 y 247 11110111
Y 215 11010111 L 248 11111000
L 216 11011000 L, 249 11111001
Ll 217 11011001 b 250 11111010
b 218 11011010 bl 251 11111011
bl 219 11011011 b 252 11111100
b 220 11011100 3 253 11111101
C] 221 11011101 t0 254 11111110
O 222 11011110 A 255 11111111
A 223 11011111 npoden 32 00100000
a 224 11100000
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[lonatok b
Anroputm wudcppyBaHHa OCTY 28147-89

MixgepxxaBHu ctaHgapT wudpysaHHs ACTY 28147-89 nepenbavace 4
pexXMmmn poboTu:

e DEXMM NPOCTOI 3aMiHu;

® PEXNM raMyBaHHS;

® PEXMM raMyBaHHSA 3i 3BOPOTHUM 3B'A3KOM;

e PEXNUM BUPOBNEHHS IMITOBCTaBKN.

MNMpocTa 3amiHa

Pexxnm nNpocToi 3amMiHM € OCHOBOK AJ1S BCIX IHWKUX pexumis. [JoBXWHa
onoka — 64 6iTn, AOBXMHA KNo4Ya — 256 OiTiB, KiNbKicTb NigkntodiB — 32, JoB-
XuHa nigknoya — 32 6iTu, KinbKicTb UuKniB — 32.

BiokpuTi gaHi, wo nignaratoTb 3awmMdpyBaHHIO, po3noginsaiTs Ha 64-6i-
TOBI 6noKK, AKi 0BPOBNAITL, HE3ANEXHO OOUH Bi4 0gHOro (OcKinbku 6rokn a-
HUX WNJQPYOTb, He3aneXxHo OAWH BiL OOHOro, nig Yac 3awundpyBaHHA OBOX
OAHaKOBMX BIIOKIB BIOKPUTOrO TEKCTY BUXOAATb O4HAKOBI 6510KN LUNAPOTEKCTY
i HaBnaku). Cxemy obpobneHHs 64-6iTHoro 6noky nokasaHo Ha puc. b1 i B2.

Mpouenypa wndpysaHHs 64-6iTHoro 6noka MICTUTb 32 LMKNK. Y KOX-
HOMY UMKITi BUKOPUCTOBYIOTb CBIiM MiOKMIOY, KM BUPOONAOTbL 3 OCHOBHOIO
Kntoya. Po3mip macmBy Bigkputnx abo 3awmndpoBaHUX AaHUX, WO NigaacTb-
cs, BiANOBIAHO, 3alWMndpyBaHHO abo po3wmndpyBaHH, Mae 6yTn KpaTHUN 64
GiTam, nicna BUKOHAHHSA onepauil po3mip BU3HAYEHOro MacuBy OaHUX HE 3Mi-
HIOETbLCS.

Pexxnm npocToi 3amiHM 3aCTOCOBYOTbL ANA WNJPYBaAHHA KOPOTKOI, KIO-
4OBOI iIHdpopMaLlil.

Y pexumax ramyBaHHs BUPoOnsaTb ramy wndgpy 6nokamm no 64 6itu i3
3actocyBaHHaAM [JCTY y pexumi NnpocTol 3amiHW. Y NepLloMy peXnmi rama He
3anexuTb Big WKdpoBaHMX JaHKX, Y APYroMy — 3anexuTb Big Wwndpo-6nokis.

Pexxum BUPOONEHHS iMITOBCTaBKM NPU3HAYEHO ANS BUSBNEHHS BUNaa-
KoBMX abo HAaBMUCHUX CMOTBOPEHb AaHuMX. IMiToBCTaBKy BMpobnsatoTh (3a 4O-
nomoroto nepwmnx 16 umknis ACTY y pexumi NpocToi 3aMiHK) i3 BigKpUTUX
OaHuX | KNoya Ta godatroTb Nig Yac nepegaBaHHA KaHanom 3B'a3Ky Ao 6okiB
3awmnpoBaHNX JaHuUX.
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BxogHon 6nok

| LO | RO |
32 buta 32 bwuta

- Lo (R0, )
- FOBIRIXI)

R30 = R28@f(R29,X2)

R31 = R29Pf(R30,X1)

R32 = R30Ef(R31,X0)
32 burta 32 buta

[ r2 | Rt |
BerogHon 6ok

ae @ — cknagaHHsa 3a moaynem 2.

Puc. b1. Anroputm
wudpysaHHa OCTY 28147-89
(pexnm npocToi 3aMiHun)

32 bura

3akiH4yeHHa gogaTka b

I3

X
32 bura
®mod 2%
= ®mod 2%
32 bura
K ENOKK NOACTAHOBKH
32 bura
]
by Ty T T Cpeur Ha 11 GuTos
R’ R 1R X)

Puc. b2. ®yHKuia nepeTBopeHHsA f(R,X)
B anroputmi [CTY 28147-89

76



[lonaTtok B

Bbnok niactaHoBku B anroputmi wndpyBaHHa ACTY 28147-89

8 7 6 5 4 3 2 1
0 1 13 4 6 7 5 14 4
1 15 11 11 12 13 8 11 10
2 13 4 10 7 10 1 4 9
3 0 1 0 1 1 13 12 2
4 5 3 7 5 0 10 6 13
5 7 15 2 15 8 3 13 8
6 10 5 1 13 9 4 15 0
7 4 9 13 8 15 2 10 14
8 9 0 3 4 14 14 2 6
9 2 10 6 10 4 15 3 11
10 3 14 8 9 6 12 8 1
11 14 7 5 14 12 7 1 12
12 6 6 9 0 11 6 0 7
13 11 8 12 3 2 0 7 15
14 8 2 15 11 5 9 5 5
15 12 12 14 2 3 11 9 3

Mpuknap. Hexan 32-6iTHa NOCNiAOBHICTb Ma€e Takun BUrMsAA:

1001

1011

1100

0101

1110

0100

0000

1001

Poanoginite BXigHy nocnigoBHicTbe Ha 8 6nokiB no 4 6itu. Loctun 6nok
1100 nponyckanTe 4epes 6-M BY30/n NiACTAHOBKM 3a TakMM MNpaBUSIOM: ne-
peTBoOpiTb ABiNkoBe vncno 1100 go gecatkoBoro Burnsagy — 12. 3anoBHEHHS
12-ro psggka ona 6-ro Byana nigctaHoOBKW AOPIBHIOE 9, WO Y OBIMKOBOMY BU-
rnagi € 1001. Takum 4nHom, 4-6itTHmn 6nok 1100 3amiHeHo Ha 1001. PewrTa
BGnoKy 3aMiHIOTb aHanorivyHo.

8 7 6 5 4 3 2 1 HOMep BYy3na
1001 1011 1100 | 0101 | 1110 | 0100 | OOOO | 1001 | BXig

9 11 12 5 14 4 0 9 agpeca

2 7 9 15 5 10 14 11 | 3anoBHEHHA
0010 0111 1001 | 1111 | 0101 | 1010 | 1110 | 1011 | pesynbTaTt

BuxigHa nocnigoBHICTb Ma€e Takuin BUrnsia;:

010

111} 001

111

101

010

110

011
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[onatok I
Anroputm wundpyBaHHa RSA

Anroputm wndpyBaHHA RSA HanexuTb 4O KpuntorpadivyHUX CUCTEM i3

BIOKPUTMM KntoyeM. KpuntocucteMm 3 BIOKPUTUM KtoYeM (aCMMETPUYHI
Kpuntocuctemn) 6yno po3pobneHo y 2-n non. 1970-x pp. B acumeTpunyHmnx
KpuntTocuctemax npouenypu npamMoro i 3BBOPOTHLOIO KpUNTONEPETBOPEHL BU-
KOHYIOTb Ha PIi3HUX KntoYax i He MatoTb MK cOB0OK OYEeBUMAHUX i Nerko npo-
CTEXYBaHWUX 3B'A3KIB, SIKi JO3BONAKTb 3@ OAHMM KINKOYEM BU3HAYUTU IHLIWNA.
Y TaKkin CXxeMi 3HaHHS TifNbKW Kro4va LWnpyBaHHA He O03BOSISE po3Lmndpy-
BaTW NOBIAOMSEHHS, TOMY BiH HE € CEKPEeTHUM eneMeHTOM Lndpy i noro 3a-
3BMYan nNyonikye yyacHuk obmiHy aons Toro, wob Oyab-sakun baxaruun mir
nocrnaTtn noMmy WndpyBaHHS NOBIJOMIEHHS.

MpuHUMN PYHKLIOHYBAHHS aCUMETPUYHOI KPMNTOCUCTEMU NOMSArae B Ta-
KOMY:

e KOpUcTyBa4y A reHepye ABa KN4 — BIOKPUTUM (He3aceKkpedeHnn)
| CeKpeTHUI Ta nepefae BiAKPUTUIN KITHOY HE3aXULLEHUM KaHanoM KOpucTyBa-
4y bB;

e KOpucTyBad b Lwnpye NoBiJOMITEHHS, BUKOPUCTOBYHOUM BiOKPUTUN
KoY WndppyBaHHA KopucTyBaya A,

e kopucTtyBad b nocunae 3awmdgpoBaHe NOBIOOMITEHHSA KOpUCcTyBady A
He3axuLeHNM KaHasowm;

e KOpucTyBad A oTpuMye 3alumpoBaHe NoBIAOMMNEHHS | Aewndpye
NOro, BUKOPUCTOBYHOUMN CBIil CEKPETHUM KIHOY.

Mapwn {BIOKPUTUI KIHOY; CEKPETHUI KN4} 0BYMCNIOTL 32 LOMOMOroH
creuianbHUX anropuTMmie, NPUYOMY KOAEH KoY He Moxe OyTu BMBEOEHO 3
iHLLIOrO.

KpuntorpadiyHa cuctema RSA (Rivest — Shamir — Adleman)

AsTopamu anroputmy RSA, 3anponoHoBaHoro 1977 p., € P. Pieect
(Rivest), A. Wawmip (Shamir) i A. AonemaH (Adleman). HagivHictb anroputmy
I'PYHTYETLCA Ha CKNagHoCTi dpakTopuaauii (po3knagaHHs Ha MHOXHUKK) Be-
NNKNX Yncen i TpyagHowax ob4YmcreHHss AUCKPETHUX anropuTMIB (3HaAXOOKEH-

HS X 3@ Bigomux a, b i n i3 piBHsiHHA @° = b (mod n)).
Anroputm RSA cknagaetbcs i3 TpbOX YacTUH: reHepauii Knodis, Wwud-
pyBaHHS Ta PO3LLMEPYBaHHS.
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3akiH4yeHHa popaTka [

1. leHepauisa kntodis. Bubepite ABa BeNUKi pisHi NpocTi Yicna p i q (Ha-
TypanbHe YUCO € MPOCTUM, AKLLO BOHO OiNUTbCA TiNbKM Ha cebe Ta Ha 1)
| 3HanAITb IXHiM oByTOK N = pq.

O6uncnite pyHkuito Ennepa ¢(n) 3a Takoo opmynolo:

pn)=(pP-1)(q-1).
Aneopumm wiugpysaHHsi RSA

3akputnin kntod d obupatoTb 3 yMoB d < ¢(n) Ta d B3aEMHO NPOCTO 3
o(n), T06T0 d i @(N) HE MalOTb 3aranbHUX OiNbHUKIB.

BigkpuTtui kntod e obupatoTb 3 yMOB € < ¢(n) Ta de = 1(mod ¢(n)).

OcTaHHAa ymoBa 03Hauae, Wo pisHuua (de — 1) mae ginutncsa Ha ¢(n)
6e3 3anuwky. [Ins BM3Ha4eHHs Yncna e HeobxigHo nigidbpaTtn Take umcno K,
wo (de — 1) = ¢(n) - k.

B anroputmi RSA (e, n) — BigkpuTum kniod, (d, N) — CEKPETHUN KITkoM.

2. lWndpyBaHHA. BxigHe noBigoMneHHsa po3noainsaoTb Ha 6nokn Mj og-
HaKoBOI OOBXWHKU. KoxxeH 6GnoK nogarTb y BUrMSA4i BENMKOro OEeCATKOBOro
4yucna, MEHLUOro n, i wndpytoTb okpemo. LndpysaHHa 6noka M (M — gecaT-
KOBE 4YMCI0) 34IMCHIOKTL 3a Tako POPMYIIOH:

ME® =C (mod n),
ae C — wnpobnok, signosigHun 610Ky BigkpUTOoro nosigomneHHs M. Lndp-
pPOBIOKM NOEAHYIOTE B LUMAppOrpamy.
3. PoswmndpysaHH4a. Tig yac poswmndpyBaHHS LWngporpamy posnogi-
NalTb Ha BNokn BiQOMOT OOBXMHM Ta KOXEH WNGPoONoK po3wmngpoByOThb
OKpPeMO 3a Takor (PopMyIioH:

cd =m (mod n).
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Tabnuus npocTux yncen

Hopatok [

1 2 3 5 7
11 13 17 19 23
29 31 37 41 43
47 53 59 61 67
71 73 79 83 89
97 101 103 107 109
113 127 131 137 139
149 151 157 163 167
173 179 181 191 193
197 199 211 223 227
229 233 239 241 251
257 263 269 271 277
281 283 293 307 311
313 317 331 337 347
349 353 359 367 373
379 383 389 397 401
409 419 421 431 433
439 443 449 457 461
463 467 479 487 491
499 503 509 521 523
541 547 557 563 569
571 S77 587 593 599
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[loaatok E
PyHKLIA rellyBaHHs

dyHKUi€ rewlyBaHHs (rel-yHKUIE) Ha3nBalOTb NEPETBOPEHHS Aa-HUX, WO
nepeBoaaTb psaok 6iTiB M goBINbLHOI AOBXMHN B pAaok 6iTiB h(M) geakoi
hikcoBaHOT JOBXUHWN (Kinbka gecAatkiB abo coTeHb 6iT). New-cpyHKuis h(M)
Ma€e 3aJ0BOSIbHATU TaKi YMOBMU:
1) rew-cpyHkuig h(M) mae 6yTn yyTnmnBoto 4o 6yab-SAKNX 3MiH BXigHOT
nocnigoBHocTI M;
2) Ana uboro 3HadeHHs h(M) mae 6yTn HEMOXNUBO 3HANTU 3HAYEHHS M;
3) 4ns uboro 3Ha4vyeHHst h(M) mae ByTnU HEMOXMBO 3HANTU 3HAYEHHS
M = M Take, wo h(M) = h(M) .
CuTtyauiq, 3a sikol ons pisHmMx BxigHux nocnigosHocten M, M' 36iratoTb-
Csl 3HAaYeHHs iXHix rew-obpaasis: h(M) = h(M'"), HasnBalOTb KOMi3i€lo.
[ig yac nobynosi rew-o06pasy BxigHY NOCNIAOBHICTL M po3noginatoTh Ha
6nokn M; hikcoBaHOI AOBXMHU N 06pobnsaTb No 6Grokax 3a Takow dop-
MYJIOHO:

Hi = f(Hi-1, Mi).

["eL-3HaYeHHs, Wo 0BYMCNIOKTD Nig Yac yBeAeHHS1 OCTaHHbOro 6roka
NOBIJOMIIEHHS, CTa€E rew-3HavyeHHsM (rew-obpa3om) yCboro noBigOMITEHHS.

Ak npyknag po3rnaHbTe CNpoLEeHNA BapiaHT re-goyHKLiT 3 peKOMeH-
pauin MKKTT X.509:

Hi = (Hi-1 + M; )2 mod n ,
aen=p-q,p Taq- BenuKi NPocTi Yicna;
Ho — ooBinNbHe NoYaTKoOBE 3arMOBHEHHS;
Mi — i- 6nok nosigomneHHa M = M1 M2 ... Mk.
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[onatok X
EnekTpoHHun uucppoBun nignuc

Lincpposun nignuc y umgpoBmnx JOKyMeHTax Bigirpae Ty X posb, WO 1 nig-
nuc, NOCTaBIIEHUN Big, PYKM B AOKYMEHTax Ha nanepi: ue gaHi, Wwo npuegHy-1oTb
00 nepefaHoro noBiOOMIEHHS, AKi NiOTBEPXKYIOTb, WO BrACHUK Mignucy yknas
abo 3acsigumB uUe noBigomneHHs. OTpuMmyBa4y MOBIOMITIEHHA 3a A0MNO-MOroH
LMppoBOro nignucy Moxe nepeBipuTy, LLIO aBTOPOM MOBIAOMIEHHS
€ CaMe BfnacHMK nignucy i Wwo y npoLeci nepegaBaHHs He Oyno NopyLUEHO Lji-
NICHICTb OTPUMaHNX OaHUX.

[ig Yac po3pobneHHs MexaHiamy LMdpoBoro Nignucy cnig BUKOHATH
Taki 3aBAaHHSA:

e CTBOPUTM MNIAMNMUC TaKUM YUHOM, LLLOG MOro HEMOXITMBO BYyNo NigpoduTK;

e MaTW MOXIMBICTb NEpPEBIPKN TOrO, LLO NigNUC OINCHO HANEXUTb yKa-
3aHOMY BJIACHUKY;

e MaTW MOXNUBICTb 3anobirtTu BiAMOBI Big Nignucy.

KnacuuHa cxema cTBopeHHSA uucpoBoro nignucy

[Mig Yac cTBOpEHHS LMdPOBOro Nignucy 3a KnacuyHOK CXeMOHo Bif-
NpPaBHUK:

1)3acTocoBye 00 BMXIAHOrO NOBIAOMIEHHS reLu-(OyHKLi;

2) 0bumcnoe LnMdpoBuin NigNUc 3a reww-odbpasom NoBigOMITEHHS 3 BUKO-
PUCTaHHAM CEKPETHOro Kn4va CTBOPEHHS Nignucy;

3) hopmye HOBE NOBIAOMIIEHHSA, WO CKIaAaeTbCs 3 BUXIAHOMo NoBigoM-
NEeHHs | 4OAaHOro 40 HbOro LmMgpoBoro nianucy.

OTpumasLum nignucaHe rnoBigOMIIEHHS, OTPUMYBau:

1) Bigainsie ungposun Nignuc Big OCHOBHOMO NOBIOOMITEHHS;

2) 3aCTOCOBYE 10 OCHOBHOIO NOBIAOMMNEHHAM reL-gOyHKLiH;

3) i3 BUKOPUCTaAHHSAM BIQKPUTOrO Krtova nepesipku Nignucy BUTArye
rew-o6pas noBigoMIIeHHS i3 LMcpoBOro Nignucy;

4) nepeBipsie BiANOBIgHICTb 064YMcrieHoro rew-obpasy noBigoMIIeHHS (.
2) i BUTArHyTOro i3 umcposoro nignucy. Akwo rew-obpasun 3biraloTbes, TO
NiANUC BU3HAKOTb CNPaBXHIM.
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3akiH4yeHHa gogaTka X
Cxema nignucy RSA

Kpuntocuctemy 3 Bigkpntum knrodem RSA MoXXHa BUKOPUCTOBYBATU He
TiNbKM ons wudpyBaHHSA, ane n ans nodygosu cxemu LmdpoBoro nignucy.

[na cTBOpeHHS nignucy nosigoMsieHHs M BignpaBHUK:

1) obuncntoe rew-obpas r = h(M) nosigomneHHss M 3a 4oONoMorow ae-
AKOI reL-goyHKLUIT;

2) 3aWmnpoBye OTpUMaHUI reww-obpas r Ha CBOEMY CEKPETHOMY KIHoui
(d,n), TOBTO OBYMCIIOE 3HAYEHHS S = r 9 mod n, sike i € nignucom.

[ns nepesipku Nignucy oTpymyBavy:

1) poswndpoByE NigNUC S Ha BigKpPUTOMY KItodi (e, n) BignpaBHUKa,
T06TO 0BuMCHIoE ' = (€ « mod n) i TakMM YMHOM BigHOBMIOE NepeabayyBaHuit
rew-obpas r' nosigomMneHHa M;

2) obuncntoe rew-obpas h(M) = r nosigomneHHs M 3a 4ONOMOroHo Tiel
camol reLu-gyHKuiT, AKy BUKOPUCTOBYBAB BigMpaBHUK,;

3) NOPiBHIOE 3HANAEHI 3HAYEHHSA I Ta I'. AKWO BOHKU 36iratoTbCs, TO Nig-
nUc NpaBuibHUI, BigNpaBHUK OINCHO € TUM, 3a Koro cebe Buaae, i NOBIAOM-
NEeHHs He Byno 3MiHEHO Mig Yac nepeaaBaHHs.
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2. AHani3 HagBHOT cUCTEMM 3axXMUCTy iHpopMauil B <Ha3Ba 00'ekTa

BAXMCTY ™ .oiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeetaeaeeeeaaaeaaaesaesasaataetaaaanaesrnnnrarrrannrrrrees

3. BUKoHaHHSA po3paxyHkKiB, He0bXigHNX
0N nepegaBaHHA / oTpUMaHHSA iHghopMauil 3acobamu
TEITEKOMYHIKALIM ..eev et e ettt et e e e e e e et e e e e e e e e e ean s
Po3agin 2. KypcoBum NpoeKT 3 iHpopMaLuinHUX CUCTEM
TA IHTEPHET-TEXHOITOTIN ....eiiiii e e e et e e e e e e e et e et e e a e e e e e e eannas
1. NMobynoBa moaenen NOpyLUHUKA 1 aTak Ha KOMMN'IOTEPHI
MEPEXKI TA CUCTEMM ....vunierieiiieeeieeeeieeeetee e et e e e te e et e eaa e e et eeeteeetaeaesnnnns
2. OCHOBHI NpUHUMNN 3axXUCTy iHdopMaLil nig Yac NigknoYeHHS
00 MEPEXKI "THTEPHET" L. e e e e eeees
3. BUKOHAHHS BABOAHHS . ..veieiieiieeeee ettt ettt e e e e e e ear e eneees
PEeKOMEHO0BAHA JITEPATYPA ..evvvnniereiiieeeiiieeeeiineeeetseeeetneeeesnaeeeenneeeennneeeenes
o b= T
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